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ABSTRACT

Cloud firewalls stand as one of the major building blocks of the cloud security framework protecting the Virtual Private Infrastructure against attacks such as the Distributed Denial of Service (DDoS). In order to fully characterize the cloud firewall operation and gain actionable insights on the design of cloud security, performance models for the cloud firewall become imperative. In this paper, we propose a multi-dimensional Continuous-Time Markov Chain model for the cloud firewall that takes into account the burrstones and correlation features of the legitimate and malicious data traffic. By adopting the Markov-Modulated Poisson process (MMPP) and the Interrupted Poisson Process (IPP), we identify the workload conditions under which the cloud firewall might be subject to a loss of availability. Furthermore, by comparing the IPP and Poisson attacks, we numerically verify that the cloud firewall is inherently vulnerable to a burrstones-aware attack which might seriously compromise its operation. Additionally, we characterize the joint harmful impact of burrstones and correlation on the cloud firewall that might lead to performance degradation. Finally, we design an elastic cloud firewall by proposing a MMPP-driven load balancing procedure that provisions virtual firewalls dynamically while fulfilling a Service Level Agreement (SLA) latency specification.






CHAPTER-1
INTRODUCTION
Cloud Computing includes both what is delivered as a service over the internet and the hardware behind those services. Resources can be provisioned and released very easily, requiring little if any intervention from the provider. From the user’s point of view, Cloud infrastructures seem to provide infinite resources, which can be adapted to one’s needs. For example, a small start-up company may lack the need or the financial resources required to buy many computing resources, but may want to leave its options open for a future expansion, if successful, making Cloud Computing particularly appropriate in such a case. In this context, the company would simply pay for what is actually used given that resources can be released when they are no longer required. In a Cloud network, users do not own the computing servers. They can access numerous services without the burden of Cloud management and their data can be accessed by way of many devices (such as smart phones, sensors, tablets, etc.).















CLOUD COMPUTING
This section describes an overview of cloud computing including its definition and also comparison with related concepts. Main reason for the existence of cloud computing is to reduce IT overhead for the End users and also reduce the total of On demand services and many other things .Cloud computing uses technologies such as virtualization and utility based pricing to meet the technological and
Economical requirements of user’s demand for IT [4]. Cloud computing can be compared with following technologies:
A. Grid Computing
It is known as distributed computing that manage the network resources for collaboration [1]. Cloud computing and grid computing are the similar in the manner of using distributed resources to achieve application level objective. In this, virtualization technologies run at multiple levels of software and hardware platforms for dynamic resource sharing.
B. Utility Computing
Its aim at providing resources On-Demand and charging depends on usage. Cloud computing along with utility computing maximize resource utilization and reduce their operating cost.
C. Virtualization Computing
It forms the basic building blocks of cloud computing so cloud computing is based dynamically on virtualization resources.











Grid to Cloud Evolution
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Cloud computing contains virtual cloud in which user information and application are stored. User does not have to depend on computer infrastructure. A complete package of grid computing and utility computing is termed under a buzzword known as cloud computing.




The description of each layer is defined as follows
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Cloud Computing Architecture


• Hardware Layer
Physical resources of the cloud are managed by it. Controlling physical servers, switches, routers, power system is the responsibility of hardware layer. The implementation of the hardware layer is provided in data center. This data center contains several servers that are interconnected through routers and switches. Some issues occur in hardware layer including fault tolerance, hardware configuration, traffic management and resources management.
• Infrastructure Layer
It is also called “Virtualization layer”. It is an essential aspect of cloud computing. Infrastructure layer based on key features such as dynamic resource assignment that is available through virtualization technology. Infrastructure layer makes the collection of computing and storage resources and partition the physical resources by usingvirtualization techniques.n bExample:- Xen[12], VMware[13].
• Platform Layer
Platform Layer is made up of operating system and application framework. It is built on top of the infrastructure layer. The main concept of platform layer is to minimize the overhead of deploying application directly into VM containers. For example GoogleAppEngine operates at the platform layer to allocate API supports for implementing data storage of different web application.



• Application Layer
It is built on top level of cloud architecture. It is composed of actual cloud application. Cloud applications have essential features to achieve better performance, lower operating cost, availability and scalability.
Thus this architecture is more modular than other architecture (traditional architecture). Loosely coupled concepts are used in each layer. This architecture permit cloud computing to carry a wide range of application requirements while reducing overall overhead.

Overview of Cloud Computing

Cloud computing has become an important paradigm because it offers dynamic, high-capacity computing capabilities, including access to complex applications and data archiving, without requiring additional computing resources [5]. It uses cloud data centers through virtualization technologies to offer a powerful and adaptable computer environment. The concept, widely promoted and developed, has gained the interest of many organizations, mainly due to the reduction in expenses which could be achieved by diminishing the investment in hardware and software. Cloud computing is “an old idea whose time has (finally) come” [6] (p. 2). Service-Oriented Architecture (SOA), Micro service Architecture, parallel computing, distributed computing and grid computing, virtualization, and containerization are the basic concepts of cloud computing [7]. Some of them are older, such as parallel computing, distributed computing, and virtualization; others are newer, such as SOA, Micro service Architecture, grid computing, or containerization. Cloud computing solutions are extremely dynamic. They are continuously being improved both from the hardware and software perspectives. According to Feininger [8], the following keywords characterize this new ICT provisioning model offered by cloud computing: ubiquitous, service-centric, scalable, consumption-based and self-service. The concept is defined mainly by its characteristics. The National Institute of Standards and Technology (NIST) has presented cloud computing as “a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction” [9] (p. 2). According to Buyya et al. [10] (p. 3) “a cloud is a type of parallel and distributed system consisting of a collection of inter-connected and virtualized computers that are dynamically provisioned and presented as one or more unified computing resource(s) based on service-level agreements established through negotiation between the service provider and consumers”. Cloud computing integrates existing technologies and models to optimize the use of physical and logical resources. The resources are treated as services and are available to users according to their requirements. There are three main models: IaaS (Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service). IaaS and PaaS provide services to independent software vendors and developers, while SaaS provides services to end users.
A typology of cloud computing should consider the degree of accessibility it offers so that it can be ranked as private, public, hybrid, and/or community (Figure 1).






Differences between Private Cloud and Public Cloud
 	The differences between private and public clouds are enumerated.  A cloud has shared general features, whether private or public.  As clouds have evolved on and from the  Internet,  we  can  build  defense  models  based  on  research  that  has  been  conducted on general defense solutions against DDoS attacks and features of clouds.  We can then proceed to discuss individual private cloud defense. Private clouds require more attention because they have limited resources and the cost is high during an attack compared to a public cloud.  This is because we know that a private cloud is accessed by authorized users or private organizations paying money as per need. Both ends (customer and service provider) heavily rely on security. A DDoS attack can cripple the whole private cloud and jeopardize whole businesses.   So DDoS attack is more threatening to individual private cloud customers than a public cloud’s customers.










CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM


The future of the Internet is predicted to be on the cloud, resulting in more complex and more intensive computing, but possibly also a more insecure digital world. The presence of a large amount of resources organized densely is a key factor in attracting DDoS attacks. Such attacks are arguably more dangerous in private individual clouds with limited resources.


2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 


· In a cloud computing environment, the entire data is deployed over a set of networked resources, and such data can be accessed through virtual machines.

· There is always a possibility of server breakdown that has been witnessed often in recent times.












2.2. PROPOSED SYSTEM

This paper discusses several prominent approaches introduced to counter DDoS attacks in private clouds. We also discuss issues and challenges to mitigateDDoS attacks in private clouds.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· A private cloud is designed to offer the same features and benefits of public cloud systems, usually with limited resources for maintaining the cloud environment.

· A private cloud can be used by a company to store sensitive data internally and at the same time provide the advantages of cloud computing within their business infrastructure, such as on demand resource allocation as in ApacheCloudStack8, OpenStack9, VMware vCloud Suite10, etc.









CONCLUSION 
CONCLUSION

In this paper, we propose a novel analytical approach for performance modeling and analysis of rule-based firewalls based on a discrete-time queuing system. We obtain closed-form expressions for performance metrics consist of throughput, packet loss, CPU utilization and delay while considering correlated packet arrivals. This model can be used for analyzing the behavior of firewalls in normal conditions as well as when the firewall is under DoS attacks launched from different sources or any individual attackers that aim to waste the firewall resources and consequently cause considerable disturbance using low-rate traffic flows. We also present a method in which the bursty nature of network traffic is exploited to create a bottleneck at the firewall. Since the firewall is located at the edge of the network, this disturbance can affect the experienced performance of the internal users. In this paper, we show that when these kinds of attacks are coupled with an increase in burstiness factor, they may cause serious hazards. To defend against this attack, we recommend weight allocation for rules, where the weight of each rule is based on the number of previous matches. The rule-base should then be reordered periodically based on their weight.
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