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ABSTRACT
In recent years, the need for high security with reliability in the wireless network has tremendously been increased. To provide high security in reliable networks, mobile ad hoc net-works (MANETs) play a top role, like open network boundary, distributed network, and fast and quick implementation. By expanding the technology, the MANET faces a number of security challenges due to self-configuration and maintenance capabilities. Besides, traditional security solutions for wired networks are ineffective and inefficient because of the nature of highly dynamic and resource-constrained MANETs. In this paper, the researchers focus on improving reliable data transmission with high security in the MANET using an optimization technique. In the proposed MANET system, the nodes are clustered by utilizing an energy-efficient routing protocol. Then, the modified discrete particle swarm optimization is used to select the optimal cluster head. A secured routing protocol and a sign cryption model can be used to improve the transmission security of the reliable MANET. The sign cryption algorithm encrypts the digital signature, which can enhance the overall efficiency and confidentiality. The security-based analysis is performed on the basis of packet delivery ratio, energy consumption, network lifetime, and throughput. Finally, the result demonstrates that the MANET with optimization techniques achieves a high transmission rate and improves the reliable data security.
	                                        CHAPTER-1
INTRODUCTION
A mobile ad hoc network (MANET) is a collection of two or more nodes equipped with wireless communications and networking capability. The nodes within the radio range can immediately communicate with each other. The nodes that are not within each other‘s radio range can communicate with the help of intermediate nodes where the packets are relayed from source to destination. Each node should be configured with an unique identity to ensure the packets correctly routed with the help of a routing protocol of a MANET. MANETs have distinct advantages over traditional networks: (a) it can be easily set up and dismantled; (b) it is a cost-effective solution for providing communication in areas where setting up fixed infrastructures is not a suitable option constraints such as geographical location, financial implications, etc; (c) it can be set up in emergency situations (e.g., rescue mission). A node requires authentication for secure information exchange and to avoid the security threats. However, establishing secure communication in a MANET is particularly challenging task because of the following issues: (a) shared wireless medium; (b) no clear line of defense; (c) self-organizing and dynamic network; (d) most of the messages are broadcasted; (e) messages travel in a hop-by-hop manner; (f) nodes are constrained in terms of computation and battery power. In this paper, we focus on the problem of secure route discovery and data transmission in an independent MANET. Routing protocols in a MANET can be classified into three categories based on the underlying routing information update mechanism employed: reactive (on-demand), proactive (table driven) and hybrid. In reactive routing protocols, nodes find routes only when they must send data to the destination node whose route is unknown. Ad hoc On-demand Distance Vector (AODV) [1] and Dynamic Source Routing (DSR) are under this category. On the other hand, in proactive protocols such as Destination Sequenced Distance Vector (DSDV), nodes periodically exchange topology information, and hence nodes can obtain route information any time they must send data. Hybrid routing protocols like zone routing protocol (ZRP) combine the best features of both reactive and proactive routing protocols. Each node uses proactive routing protocols to reach nodes within certain geographical area (zone), and reactive routing protocols for the rest. The reactive routing protocols are found to be more efficient in a dynamically changing topology like MANET. Under reactive routing, AODV is the most popular and is currently being researched actively. Internet engineering task force (IETF) has made AODV as the standard routing protocol for MANET [2]. Therefore, in this paper we have investigated and proposed improvements in AODV routing protocol. AODV is a reactive protocol that provides route on demand basis between nodes very efficiently. It floods the route request (RREQ) message throughout the network at the time of route discovery process. Therefore, the RREQ message reaches the destination node and reacts with a route reply message (RREP). The RREP is sent as a unicast, using the path towards the source node established by the RREQ. After the successful route discovery process, data packets can be delivered from the source to the destination node and vice versa. However, it does not provide any authentication or data protection mechanism. 
A host-based detection system, allows each node to handle its security. Unfortunately, it is not always efficient, as a single node might not have all the necessary information and the same detection is probably already being run by another node. To achieve a better performance in a network without infrastructure and with dynamic topology, it is better to design the detection system in a distributed or cooperative scheme. This work proposes a detection system that can run either as host- or cluster-based and exploits both detection schemes' advantages. The simulation results of the proposed system demonstrate a  superior detection accuracy compared to other related systems. This paper builds from the previous work and its contributions are summarized as follows: 
· Proposes routing information-sharing algorithms in ad hoc networks.
· Compares the detection performance of different learning algorithms and proposes a detection scheme that uses the shared routing information for both host- and cluster-based detection.
· Analyze the memory and bandwidth overhead caused by the proposed routing information-sharing algorithms.

Routing-Information-Sharing:
Routing information-sharing approaches have been studied in other types of networks with a different perspective. For example, the work in uses shared information to perform mapping of a wireless personal area network (where mobility has no significant impact) in a directed acyclic graph. The mapping was placed at the border router. The border router is a benefit that is not available in an ad hoc wireless network, as there is no central device that is granted to be accessible all the time. In this work, we designed route cache sharing algorithms used to share routing information for both cluster-and host-based detection. The routing-information-sharing objective is not to replace the usual routing process. Instead, it is to allow nodes to create a dataset used to detect malicious routes within the route caches. The usual routing process remains functional and vital in discovering links between nodes.
SECURE ANDRELIABLEDATATRANSMISSION
Wireless communication is the process of transferring data from source to destination without using wired medium. Some of the characteristics of the WSN and the MANET are almost identical. To secure reliable data transmission and to improve the QoS in the MANET, the energy-efficient routing model and the trust-based sign cryption method were used. For secure transmission, the MANET network topology was generated on the basis of the clustering process. The overall process of the proposed method 1. The nodes were clustered using the EERP, and the proposed MDPSO algorithm chose the CH. After cluster formation, trust-based encryption techniques were considered for the reliable data secure process in the MANET. For this scenario, the secure routing protocol (SRP)with the sign cryption security technique was utilized to secure data transmission in the MANET. Based on this security tech-nique, only the authorized person can see the data in the MANET using a signature. Moreover, the procedure and the graphical representation of the proposed study are discussed in the following sections. 
A. Energy-Efficient Clustering Model 
In the MANET, the grouping algorithm is an important entity for secure data transmission. So, an energy-efficient clustering algorithm was considered in the MANET. The function of this algorithm is to consume minimum energy and latency without sacrificing the application-specific quality during data transfer from user to the network. The algorithm generates a hierarchy of CHs. It has been observed that the energy savings got in-creased with the number of levels in the hierarchy. Clustering the nodes in the network topology is performed on the basis of two stages such as initial CH selection and cluster formation. With the intention of CH selection, optimization techniques were considered, which work on the principle of top chosen optimal head, for achieving secure data transmission and maxi-mum QoS process. 


1) Cluster Formation: 
In the CF process, the EERP was used to minimize the energy of cluster nodes to transfer the data. Once the SNs were deployed on the surface, the whole area was divided into subsectors, and each sector formed a clustered SN. After cluster formation, the nodes must communicate the data to cluster using the CH of each group. Electing the CH for secure data transmissions in the MANET improves the strength with a minimum threshold value. It is represented by Node=CH {Primary key (data)Threshold}.The CH collects the information from sensors in its cluster and passes this information to the base station (BS); in the current research, an optimal CH was used to maximize the efficiency of the clustering process in the MANET data transmission model.
2) CH Selection:
The CH gathers information from sensors in own cluster and then passes it to the BS. The CH, with the highest energy among the other CHs, is chosen as the CH. Ata given time, there is only one CH present within the cluster. The selected CH communicates with all the SNs within the cluster, and an association is formed among them. Here, the MDPSO technique was considered to choose the optimal CH in the MANET.
Once the optimal CH is selected, each node of the network topology finds the distance between the CHs, which is shown in Fig. 2. If the distance is minimum, then the data are sent to the nearest cluster node, and if the distance is maximum, the data are transmitted to the BS.
                                            CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

A mobile ad hoc network (MANET) is a collection of two or more nodes equipped with wireless communications and networking capability. The nodes within the radio range can immediately communicate with each other. The nodes that are not within each other‘s radio range can communicate with the help of intermediate nodes where the packets are relayed from source to destination. Each node should be configured with an unique identity to ensure the packets correctly routed with the help of a routing protocol of a MANET AODV is a reactive protocol that provides route on demand basis between nodes very efficiently.
2.1.1 DRAWBACKS OF EXISTING SYSTEM
· Clustering in the MANET is considered as an non-deterministic polynomial-time-hard problem, various optimization algorithms can provide solutions to this problem.
· The reliability problems may influence the information, thus making it undermined/data misfortune because of the absence of correspondence. 
· Steering overhead is the principle issue with course disclosure
· Mobility and energy efficiency issues led to the development of a clustering approach motivated by a multi operator stochastic parallel search system of PSO.
2.2. PROPOSED SYSTEM 
We propose an ID based Secure AODV that securely discovers and maintains the route. In our work we have assumed two levels of security: high and low. The proposed routing protocol is based on AODV routing protocol. We also observe that the secure routing protocols may not ensure secure data delivery at transport layer of OSI architecture. we also present a technique to secure the three-way handshaking process of Transmission Control Protocol (TCP).
· The purpose of trust evaluation in the MANET is to improve the security of the data transfer process. 
· The CH is chosen based on the authenticated SN with maximum energy and TV. 
· The distance among the CM and CH is estimated using particles (MDPSO).
· The use of an SRP also ensures the avail-ability and reliable security of the data with readability from end to end. 
· The proposed model analyzed the number of attackers with the performance evaluation process. 

		CHAPTER 5
CONCLUSION
In this paper, the researchers proposed a novel model for a reliable security level of the MANET with the help of an optimal CH-based sign cryption technique. Here, the MDPSO algorithm was used to select the optimal CH. The estimated distance, TV, and energy consumed by each CM were calculated for data security in the MANET. The use of an SRP also ensures the avail-ability and reliable security of the data with readability from end to end. Moreover, the proposed model analyzed the number of attackers with the performance evaluation process. With varying number of nodes in the network, the proposed method attained the maximum performance with the PDR of 92.22%, the NLT of 111 h, and reduced EC of 92 J. In addition, an accuracy rate of 80–82% and a security level of 93% were obtained by the proposed EERP with the sign cryption process. From this analysis, the PDR, EC, and NLT were improved due to the enhanced routing process and due to the inclusion of new trust components for enhancing and securing the routing process. In future work, backup routing in ad hoc networks (AODV) with a multi key encryption technique can be investigated to achieve reliable security in the MANET. In addition, the efficiency of the clustering technique can be improved through hybridization of bio inspired algorithms.
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