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ABSTRACT
Some of the modern smart grid infrastructures, phasor measurement units (PMUs) for instance, are vulnerable to cyber attacks due to their ever-increasing dependence on information and communications technologies. In general, existing solutions to cyber attacks focus on creating redundancy and/or enhancing security levels of sensing and communication networks. These solutions require intensive offline efforts and therefore are economically expensive. Further, they are generally inefficient when dealing with dynamic attacks. This paper proposes a novel density-based spatial clustering approach for online detection, classification, and data recovery for data manipulation attacks to PMU measurements. The proposed method is purely data-driven and is applicable to simultaneous multi-measurement attacks without requiring additional hardware in the existing infrastructure. The proposed approach is also independent of the conventional state estimation (SE). Comprehensive case studies demonstrate the effectiveness of the proposed method




                                    CHAPTER-1
INTRODUCTION

On the one hand, these technologies bring vitality to the electricity grid by enhancing system reliability, enabling faster controls, and facilitating widespread connection of distributed energy resources (DERs). On the other hand, they are heavily dependent upon information and communications technologies, making power systems vulnerable to cyber attacks. Presently, cyber attacks associated with PMU measurements can be categorized into six types [1]: denial-of-service attack, physical attack, Man-in-the-middle (MITM) attack, packet analysis, malicious code injection, and data spoofing. Among them, MITM and data spoofing can both be categorized into data integrity attacks. Tele metered data such as power injections, line flows, voltage measurements from PMUs and the status information of breakers and switches are vulnerable to such attacks [2] which is also the main concern of this paper.
A. BACKGROUND AND MOTIVATION:
Distribution-level phasor measurement units (D-PMUs), a.k.a., micro-PMUs, provide GPS-synchronized measurements of voltage and current phasors at a high resolution, e.g., up to 120 phasor readings per second [1]. In order to support such a high rate of reporting phasor measurements, micro-PMUs have a sampling rate of 512 samples per cycle [2]. Micro-PMUs have significantly improved our ability to achieve situational awareness in power distribution systems. An important and growing class of such situational awareness methods focuses on the analysis of events that are observed in the micro PMU measurements. In this context, an event is defined rather broadly, such as load switching, capacitor bank switching, DER connection/disconnection, device malfunction, fuse blowing, relay tripping, etc. [3] [4]. The application of event-based methods include asset monitoring [5], fault location [6], and contingency analysis [7], etc. While these new event-based methods have made a great use of available micro-PMU measurements to provide effective situational awareness solutions; they could be vulnerable to certain cyber attacks that specifically seek to comprise the micro PMU measurements during major events in power distribution systems. If such attacks are successful, then they can undermine our ability to analyze events correctly. This in turn can prompt incorrect actions that may compromise system operation. Accordingly, in this paper, we seek to address the open problem of understanding cyberattacks against the analysis of events in micro-PMUs and to develop proper countermeasures.



                           
                          CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM


· A sensitivity analysis of state estimation residuals on a single GSA phase angle is firstly implemented. 
· An identification algorithm using a probing technique is proposed to determine the locations of spoofed PMUs and the ranges of GSA phase shifts. 
· Based on the identification results, these GSA phase shifts are determined via an estimation algorithm that minimizes the mismatch between measurements and system states. 
· Further, with the attacked PMU data corrected, the system states are recovered. Simulations in unbalanced IEEE 34-bus and 123-bus distribution systems demonstrates the efficiency and accuracy of the proposed method.

2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
            At the same time, it costs nearly negligible time delay which              can mask the action.   
Once the attack is successfully implemented, it can bias power system state estimates, induce the regional control center to issue detrimental control actions, cause less economic power dispatch, and result in the adversary’s monetary gains and outages and/or damages.
With sufficient knowledge of a power system, an adversary can maximize damages to the grid without being detected by the conventional bad data detection scheme.
2.2. PROPOSED SYSTEM 

· This study proposes a method to recover the missing or abnormal amplitude data in PMU measurements (i.e. the active power, reactive power, positive sequence current, and voltage amplitude), based on the historical PMU data obtained from both ends of the line, which is independent of the transmission line parameters and the phase angle that may be influenced by synchronisation. 
· The model of data recovery is established , and the recovery method, which recovers the voltage amplitude, active power, reactive power, and current amplitude in sequence, using historical amplitude data to calculate related recovery coefficients is proposed






2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· We can perform these kinds of attacks by adding a minor constant or a slope to the original data packet which is effective and costs the least effort from the attacker’s point of view. 
· A security perspective, by tampering with the power system measurement data and affecting the normal dispatching operation of the power system, such attacks can cause the grid control/dispatch center to issue detrimental commands. 
· In this way, a cyber-terrorist can directly threaten the power supply and even national security. 
· The attackers, therefore, have sufficient motivations to perform such malicious attacks.


                              


 CHAPTER 5

CONCLUSION:
This paper presents a novel framework for detection, identification, and data recovery of data integrity attacks to PMU measurements. Compared to existing approaches, the proposed one has four major merits: 1) independent of system topological changes and therefore adaptive and effective for changing system configurations, 2) effective for simultaneous attacks to multiple channels, 3) sensitive and robust to small attacking signals, which are difficult to detect with existing bad data detection methods, and 4) capable of providing bad data recovery solutions which maintain the data consistency. Therefore, the proposed framework is applicable across a wide spectrum of practical conditions. Future work includes: 1) integrating more attack models, 2) expanding existing line-specific computing capability to the network level to achieve real-time monitoring for a larger grid, and 3) decomposing the spatial clustering process so that state-of-the-art parallel computing techniques can be employed to speed up the computation.
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