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ABSTRACT

Cloud-based data storage service has drawn increasing interests from both academic and industry in the recent years due to its efficient and low cost management. Since it provides services in an open network, it is urgent for service providers to make use of secure data storage and sharing mechanism to ensure data confidentiality and service user privacy. To protect sensitive data from being compromised, the most widely used method is encryption. However, simply encrypting data (e.g., via AES) cannot fully address the practical need of data management. Besides, an effective access control over download request also needs to be considered so that Economic Denial of Sustainability (EDoS) attacks cannot be launched to hinder users from enjoying service. In this paper, we consider the dual access control, in the context of cloud-based storage, in the sense that we design a control mechanism over both data access and download request without loss of security and efficiency. Two dual access control systems are designed in this paper, where each of them is for a distinct designed setting. The security and experimental analysis for the systems are also presented.
                                      CHAPTER-1
INTRODUCTION
Big Data' is a term used for massive collection of data that is huge in size and growing exponentially with time. The data is being generated from several sources such as Social media, usage of Search engines, Sensors, Banking transactions, Financial applications etc., and that data may be structured, unstructured or semi-structured. Big data is so large and complex that none of the traditional data management tools are able to store or process it efficiently. In modern information technology, big data is a term applied to data sets whose size is beyond the ability of commonly used software systems to store, manage, and process within a tolerable elapsed time. Big data sizes are a constantly moving target, currently ranging from a few dozen terabytes to many peta bytes of data in a data center. A data center mainly focuses on the storing and processing of big data sets, real-time data mining, and streaming media delivery etc. Data-intensive applications and research will be integral to many future scientific endeavors, but will demand specialized security mechanisms to make data centers efficient and secure. In addition, the research community now has the option of accessing storage and computing resources on demand, and the IT industry is currently building multiple big data centers for social networks and applications. Consequently, large amounts of clients’ private and secret data (including meta-data) will be stored in data centers, and will need protection during processing and transmission. Thus, data centers should be able to provide efficient security, access, and update mechanisms to not only huge files running into peta bytes, but also to small files that are only a few hundred bytes. In all the above cases, determining how to de-sign a secure and efficient scheme for tenants to access their data on the data center storage is crucial. Many different approaches have emerged to deal with various attack vectors within the information system. These methods include "firewalls", "intrusion detection systems", "intrusion prevention systems", "virus "scanning programs", "access control mechanisms", and "real-time monitoring". Each method emphasizes the specific range and type of potential attack vectors. In addition, the architecture, technology, and requirements of the management information system require stringent cyber defense methods. Specifically, ensuring the security of a single component defines a significantly different problem than a homogeneous cloud computing architecture. In particular, cloud computing architecture derives several unique attributes in its many forms. These include, but are not limited to, joint needs for multi-tenancy, dynamic lease, multiple operational domains, shared infrastructure, and policy definitions. These attributes need access control mechanisms that similarly promote these attributes.




                                                     CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM
  
In the existing system, it has been proposed a framework to remove the problem of single-point performance bottleneck and provide a more efficient access control scheme with an auditing mechanism with single CA for key generation and distribution , who is assumed to be trust worthy and multiple attribute authorities for client authenticity verification.

2.1.1 DRAWBACKS OF EXISTING SYSTEM
 The cloud computing does not provide control over the stored data in cloud data centers. The cloud service providers have full of control over the data, they can perform any malicious tasks such as copy, destroying, modifying, etc. The cloud computing ensures certain level of control over the virtual machines. Due to this lack of control over the data leads in greater security issues than the generic cloud computing model as shown in figure 1. The only encryption doesn’t give full control over the stored data but it gives somewhat better than plain data. The characteristics of cloud computing are virtualization and multi tenancy also has various possibilities of attacks than in the generic cloud model. The figure 2 has various issues those are discussed below in clearly. Attacks that come from external origins are called outsider attacks [30]. Data security is one of the important issue in cloud computing. Since service providers does not have permission for access to the physical security system of data centers. But they must depend on the infrastructure provider to get full data security. In a virtual private cloud environment, the service provider can only specify the security setting remotely, and we don’t know exactly those are fully implemented. In this Process, the infrastructure provider must reach the following objectives: (1) confidentiality, for secure data transfer and access, and (2) audit ability [31]. So that outside intruders can’t access sensitive data which is stored in cloud. After moving to cloud computing environment, there are many issues in geographic jurisdictions, regulatory law, performance assurance, contract enforcements, etc.

2.2. PROPOSED SYSTEM 
In the proposed system, it has been proposed a novel framework to improve the security of the system along with single CA and multiple AAs and auditing mechanism, an observer machine is added in the system which monitors CA for its behavior. It checks whether CA is doing anything else other than what it has claimed to do. If observer finds any discrepancy then it generates a report regarding it. Then a new CA has chosen among AAs. In this system there is no separate CA, instead, CA is chosen among AAs and CA is not assumed to be trustworthy. This system along with solving the problem of single point bottleneck in case of performance and efficiency makes the system more secure.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
After moving to cloud computing environment, there are many issues in geographic jurisdictions, regulatory law, performance assurance, contract enforcements, etc. The above mentioned issues are comes under the legalities, Service Level Agreements and data location in data centers .The integrity and confidentiality of data and services are related with access control and identity management. It is important to maintain track record for user identity for avoiding unauthorized access to the stored data. The identity and access controls are complex in cloud computing because of that data owner and stored data are at different executive platforms. In cloud environment, different organizations use variety of authentication authorization agenda. By using different approaches for authentication and authorization gives a compound situation over a period of time. The cloud resources are dynamic and are elastic for cloud user and IP addresses are continuously changed when services are started or restarted in pay per usage model. That allows the cloud users to join and leave feature to cloud resources when they required i.e., on-demand access policy. All these features need efficient and effective access control and identity management. The cloud has to maintain quickly updating and managing identity management for joining and leaving users over cloud resources.



Literature Survey:
	TITLE
	AUTHORS
	DESCRIPTION

	Charm: a framework for rapidly prototyping cryptosystems
	Joseph A Akinyele, Christina Garman, Ian Miers, Matthew WPagano, Michael Rushanan, Matthew Green, and Aviel D Rubin..
	Charm provides a number of features that explicitly support the development of new protocols, including support for modular composition of cryptographic building blocks, infrastructure for developing interactive protocols, and an extensive library of re-usable code.

	Innovative technology for cpu based attestation and sealing.
	Ittai Anati, Shay Gueron, Simon Johnson, and Vincent Scarlata.
	Intel is developing the Intel® Software Guard Extensions (Intel® SGX) technology, an extension to Intel® Architecture for generating protected software containers. The container is referred to as an enclave. Inside the enclave, software’s code, data, and stack are protected by hardware enforced access control policies that prevent attacks against the enclave’s content.



2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005



                          






                                     CHAPTER 5

CONCLUSION
It has been proposed another novel system to remove the single point execution bottleneck and increment the efficiency of the current CP-ABE scheme. By successfully reformulating CP-ABE cryptographic system into this novel structure, the proposed system gives a fine-grained, robust and secure access control with one-CA chosen among multi-AAs for public cloud storage. This plan utilizes various AAs to share the heap of thetedious authenticity check and standby for serving subsequent client demands. It has been proposed an auditing technique to trace the AAs for their potential incorrect behavior. An observer is introduced to monitor CA and if there is any malicious behavior then new CA has chosen among AAs which increases the security. It has been conducted detailed performance and forensic analysis to verify that this scheme is efficient and secure. The security analysis shows that the scheme could effectively resist individual and colluded malicious users, as well as the honest-but-curious cloud servers.
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