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Fake News Detection with Generated Comments For News Articles







ABSTRACT
Recently, fake news is shared via social networks and makes wrong rumors more diffusible. This problem is serious because the wrong rumor sometimes makes social damage by deceived people. Fact-checking is a solution to measure the credibility of news articles. However the process usually takes a long time and it is hard to make it before their diffusion. Automatic detection of fake news is a popular researching topic. It is confirmed that considering not only articles but also social contexts(i.e. likes, retweets, replies, comments) supports to spot fake news correctly. However, the social contexts are naturally unavailable when an article comes out, making early fake news detection by means of the social context useless. We propose a fake news detector with the ability to generate fake social contexts, aiming to detect fake news in the early stage of its diffusion where few social contexts are available. The fake context generation is based on a fake news generator model. This model is trained to generate comments using a dataset which consists of news articles and their social contexts. In addition, we also trained a classify model. This used news articles, real-posted comments, and generated comments. To measure our detector s effectiveness, we examined the performance of the generated comments for articles with real comments and generated ones by the classifying model. As a result, we conclude that considering a generated comment help detect more fake news than considering real comments only. It suggests that our proposed detector will be effective to spot fake news on social networks.


CHAPTER-1
INTRODUCTION
Towards effectively detecting, characterizing, and modeling  Internet  fake  news  on  online  social  media,  this paper  proposes  a  new  framework  which  systematically characterizes   the    Web   sites   and   reputations   of   the publishers of the fake and real news articles,analyzes the similarity  and  dissimilarity  of  the  fake  and  real  news  on the  most  important  terms  of  the  news  articles  via  term frequency-inverse  document  frequency  (tf-IDF)  &  Latent Dirichlet  Allocation(LDA)  topic  modeling.Fake  news  and distrust  in  the media  are  growing  problems  with  huge complications in our society. The term 'fake news' became common  for  the  issue,  particularly  to  describe  factually incorrect   and   misleading   articles   published   mostly   to make money through page views. In this paper, it is sought to   produce   a   model   that   can   accurately   predict   the likelihood   that   a   given   article   is   fake   news.   A   given algorithm  must  be  unbiased  or  impartial.  Since  fake  news exists  on  both  ends  of  the  spectrum  and  also  gives  equal balance  to  the  right  news  sources  on  either  end  of  the spectrum.  Also,  the  question  of  authenticity  is  a  difficult one.  To  solve  this  problem,  it  is  necessary  to  have  an understanding of what Fake News is. Later, it is needed to look  into  how  the  techniques  in  the  fields  of  machine learning,   natural   language   processing(NLP)   help   us   to detect fake news.Stance    identification    is    one    aspect    that    affects    the identification  of  false  news[3].  To  fact  check  any  piece  of knowledge  generated  by  the  media  is  not  realistic  for humans.  Thepurpose  of  this  project  is  therefore  to  use natural language processing (NLP) techniques to automate the  detection  of  a  position  to  determine  the  quality  of  the news source.

Now a days, Internet has become an integral part of our life. It is not exaggerating to say that it has become the main part of our lifestyle. The role of print media e.g. newspapers and electronic media e.g. Television, Radio, News channels in communicating has reduced with the onset of social media e.g. Facebook, Twitter, Instagram, YouTube, WhatsApp etc. The growth of social media platforms has played an important role in this transformation. The reach of Social media is far more than the other media e.g. each house would have a single Television set/ Radio/ newspaper, but every member of the house nowadays has access to electronic gadgets. With a far more reach the speed with which information is shared has increased multifold over social media. Lot of people use social media not only to keep in touch with their friends but also to gather news around us. Social media is more relevant for news consumption. Flip side of this is, without substantiation/ false information also spread very fast over social media. The fine-grained fake news detection is still a big challenge for research perspective. The challenge in social media is gathering verified/ authenticated news. Our review analyses how to detect the fake news on social media to overcome this problem.

DIFFERENT FLAVORS OF FAKE NEWS
One may wonder the emphasis paid on Fake news is far greater than the actual identification of the same. Well, its  identification  is  its  own  poison.  As  one  identifies fake  news,  one  can  contribute  a  partin  clearing  the world   of   that   same   news.   For   that   one   needs   to understand the types of fake news. As specified earlier, there  are  many  unknown  number  of  fake  news  but coarsely there are two main types of fake news -Partly fake news : With a part of critical news missing from a snippet of information, and Fake news : With a part or full news being fabricated to provide with a whole new meaning to the news or just to spice up the news. The fake news universe is very vast and ephemeral and to some extent its directions are unknown yet there are incidences  where  many  forms  of  misinformation  are weaponized into fake news. Some of them are

1.Satire –When   deceptive   packaged   as   a legitimate news story [5], 
2.Propaganda –When  containing  fabrications andpackaged as a legitimate news story [6], 
3.Misleading   or   out-of-context   information –When  also  serving  as  support  for  fabrication [5],
 4.Clickbait -When  containing  fabrications  and packaged as a legitimate news story [6],
 5.Conspiracy  Theory –When  packaged  as  a legitimate news story [6].6.Hoax -a humorous or malicious deception.



[image: ]
One often confuses among these types of fake news, yet all  types  are  harmful  for  human  harmony  and  peace. Many  researches  have  been  conducted  and many  are still ongoing to identify and stop the spread of the same and  balance  the  authenticity  of  information  spread  in real life. There have been researches that focus on one or two types of fake news, yet it won’t be wrong to say that their research hasbeen limited so far.


Objectives
The  goal  of  this  project  is  to  use  natural  language processing  techniques  to  automate  stance  detection  since it  is  not  practical  for  humans  to  fact  check  every  piece  of information  produced  by  the  media.Stance  detection  is  a method used  to determine the quality of a  news article  by taking  into  consideration  what  other  organizations  write about  the  same  headline.  A  body  of  the  text  is  claimed  to agree,  disagree,  discuss,or  be  unrelated  to  a  headline. Stance   detection   is   the   method   that   will   be   used   to determine   the   quality   of   a   news   source[3].The   main objective is to detect the fake news with a straightforward proposition,  which  is  a  classic  text  classification  problem. A  model  that  can  distinguish  between  "Real"  news  and "False" news is required.


FAKE NEWS DETECTION TYPES
· Knowledge-Based
· Style Based
· Stance Based
· Propagation Based





FAKE NEWS CHARACTERIZATION
In this section, we introduce the basic social and psychological theories related to fake news and discuss more advanced patterns introduced by social  media.   Specifically,  we  first discuss various definitions of fake news and differentiate re-lated concepts that are usually misunderstood as fake news. We then describe  different  aspects  of  fake  news  on  traditional media and the new patterns found on social media.
Definitions of Fake News
Fake news has existed for a very long time, nearly the same amount of time as news began to circulate widely after the printing press was invented in 14397.  However, there is no agreed definition of the term “fake news”. Therefore, we first discuss  and  compare  some  widely  used  definitions  of  fake news in the existing literature, and provide our definition of fake news that will be used for the remainder of this survey .A narrow definition of fake news is news articles that are intentionally and verifiably false and could mislead readers [2].There  are  two  key  features  of  this  definition: authenticityandintent.  First, fake news includes false information that can be verified as such.  Second, fake news is created with dishonest intention  to  mislead  consumers.   This  definition has been widely adopted in recent studies [57;  17;  62;  41].Broader definitions of fake news focus on the either authenticity  or  intent  of  the  news  content.   Some  papers  regard satire  news  as  fake  news  since  the  contents  are  false  even though satire is often entertainment-oriented and reveals its own  deceptiveness  to  the  consumers  [67;  4;  37;  9].   Other literature directly treats deceptive news as fake news [66],which includes serious fabrications, hoaxes, and satires. In  this  article,  we  use  the  narrow  definition  of  fake  news. Formally, we state this definition as follows, The  reasons  for  choosing  this  narrow  definition  are  three-folds. First, the underlying intent of fake news provides both theoretical and practical value that enables a deeper under-standing and analysis of this topic.  Second, any techniques for   truth  verification  that  apply  to  the  narrow  conception of fake news can also be applied to under the broader definition.  Third, this definition is able to eliminate the ambiguities between fake news and related concepts that are not considered in  this  article.   The  following  concepts  are  not fake news according to our definition:  (1) satire news with proper  context,  which  has  no  intent  to  mislead  or  deceive consumers  and  is  unlikely  to  be  misperceived  as  factual;(2) rumors that did not originate from news events; (3) conspiracy theories,  which are difficult verify as true or false;(4) misinformation that is created unintentionally; and (5)hoaxes that are only motivated by fun or to scam targeted individuals.
A PLATFORM APPROACH TO FAKE NEWS
Research into the dominance of the platform structure (Srnicek, 2017; Bratton, 2015) and the platformization of the web (Helmond, 2015) explains how platforms provide both the technical   and   economic   infrastructure andthe   discursive   framing   for   social   and communicative practices.  In  line  with  this  more  critical  approach,  this  paper  uses  the platform as an analytical framework to offer a more technical and reflexive account of the role  that  platforms  play  in  the  fake  news  phenomena.  While I  argue  that  the  digital literacies required to critique fake news require an understanding of the computational cultural and social layers of digital platforms, which facilitate the widespread and rapid dissemination of such digital texts. To identify exactly what these literacies might be, I analyse seven features of platforms that have contributed to the current moment of news bias.
Fake News on Traditional News Media
Fake news itself is not a new problem.  The media ecology of fake news has been changing over time from newsprint to radio/television and, recently, online news and social media. We denote “traditional fake news” as the fake news problem before social media had important effects on its production and dissemination.  Next, we will describe several psychological and social science foundations that describe the impact of fake news at both the individual and social information ecosystem levels.









CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

Fake news on social media is a major challenge and studies have shown that fake news can propagate exponentially quickly in early stages. Therefore, we focus on early detection of fake news, and consider that only news article text is available at the time of detection, since additional information such as user responses and propagation patterns can be obtained only after the news spreads. However, we find historical user responses to previous articles are available and can be treated as soft semantic labels, that enrich the binary label of an article, by providing insights into why the article must be labeled as fake.

2.1.1 DRAWBACKS OF EXISTING SYSTEM 

· We have an ongoing project to develop a us-able dataset for fake news detection on social media. This dataset, called Fake New set20, includes all mentioned news content and social context features with reliable ground truth fake news labels.

· The detection task can be defined as: given a news article dither target is to predict the corresponding label fi. However, it is important to understand that user response x corresponding to each article d is available in historical training data during the training process.






2.2. PROPOSED SYSTEM

We propose a novel Two-Level Convolution Neural Network with User Response Generator (TCNN-URG) where TCNN captures semantic information from article text by representing it at the sentence and word level, and URG learns a generative model of user response to article text from historical user responses which it can use to generate responses to new articles in order to assist fake news detection. We conduct experiments on one available dataset and a larger dataset collected by ourselves. Experimental results show that TCNN-URG outperforms the baselines based on prior approaches that detect fake news from article text alone.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· However, because its cheap to provide news online and much faster and easier to disseminate through social media, large volumes of fakeness, i.e., those news articles with intentionally false information, are produced online for a variety of purposes, such as financial and political gain.

· It was estimated that over 1million tweets are related to fake news “Pizzagate”3by the end of the presidential election. Given the prevalence of this new phenomenon, “Fake news” was even named the word of the year by the Macquarie dictionary in 2016


CHAPTER 5
CONCLUSION 
CONCLUSION


It is significant to find the accuracy of news which is available on internet. In the paper, the components for recognizing Fake news are discussed. A mindfulness that not all, the fake news will propagate via web-based networking media. Currently, to test out the proposed method of Naïve Bayes classifier, SVM, and NLP are used. In future, ensuing algorithm may provide better results with hybrid approaches for the same purpose fulfillment. The mentioned system detects the fake news on the based on the models applied. Also it had provided some suggested news on that topic which is very useful for any user. In the future, the efficiency and accuracy of the prototype can be enhanced to a certain level, and also enhance the user interface of the proposed model.
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