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A Dynamic Deep-learning-based Virtual Edge Node Placement Scheme for Edge Cloud Systems in Mobile Environment









ABSTRACT

Edge node placement is a key topic to edge cloud systems for that it affects their service performances significantly. Previous solutions based on the existing information are not suitable for the mobile environment due to the mobility and random Internet access of end users. In this paper, we propose a dynamic virtual edge node placement scheme, in which the edge node placement strategy is generated based on the prediction information. Our placement scheme applies the pay-as-you-go and Spot Instance model of cloud computing, which may allocate the service resources with low cost conveniently and flexibly. What’s more Long Short-Term Memory (LSTM) is implemented to predict the information of end users’ requests and the resources’ prices, endowing the generated placement strategy with the adaptability to the change of end users. At last, a set of hierarchical-clustering-based placement algorithms are proposed, which not only locate virtual edge nodes and allocate their corresponding service resources actively, but also guarantee the service quality of end users with low time complexity. The simulation with trace data shows that compared with K-means-clustering-based placement schemes, our virtual edge node placement scheme
can provide users with high-quality service in terms of network delay with relatively low placement cost time-efficiently.





CHAPTER 1
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

The performance of mobile computing would be significantly improved by leveraging cloud computing and mi-grating mobile workloads for remote execution at the cloud. In this paper, to efficiently handle the peak load and satisfy the requirements of remote program execution, we propose to deploy cloud servers at the network edge and design the edge cloud as a tree hierarchy of geo-distributed servers, so as to efficiently utilize the cloud resources to serve the peak loads from mobile users.

2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

When there is only one server at each tier of the edge cloud, we formulate the workload placement problem as a mixed nonlinear integer programming (MNIP) problem, with integer variables indicating the locations of workloads being placed and non-integer variables indicating the amount of capacity allocated to execute each workload.








2.2. PROPOSED SYSTEM
The hierarchical architecture of edge cloud enables aggregation of the peak loads across different tiers of cloud servers to maximize the amount of mobile workloads being served. To ensure efficient utilization of cloud resources, we further propose a workload placement algorithm that decides which edge cloud server’s mobile programs are placed on and how much computational capacity is provisioned to execute each program. The performance of our proposed hierarchical edge cloud architecture on serving mobile workloads is evaluated by formal analysis, small-scale system experimentation, and large-scale trace-based simulations.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Voice control, recognition assistance and mobile gaming.
· Many mobile applications are delay-sensitive and require immediate response.
· Offloading mobile workloads to remote data centers or computing clusters, however, incurs long network transmission latency. 
· Which seriously impairs the mobile application performance?


CHAPTER-2
INTRODUCTION

Cloud computing is the distributed computing model that provides computing facilities and resources to users in an on-demand, pay-as-you-go model [1]. The aim of the cloud computing model is to increase the opportunities for cloud users by accessing leased infrastructure and software applications anywhere and anytime [2]. Therefore, cloud computing offers a new type of information and services that broadens the brand new vision of information technology (IT) services. The recent publicity surrounding cloud computing and at the same time the rise of smart mobile device helps us to envision mobile cloud computing (MCC) [3]. MCC is distributed computing model combining cloud and mobile computing [4, 5]. The objective of MCC is to enhance the computing and processing power of mobile devices by offloading tasks to cloud data centers [6–8]. In the cloud, resources are hosted as software, database services, virtual servers (virtual machines), hardware, complete work flows, or complex configurations of distributed computing systems and applications for provisioning [9,10]. These resources are provisioned as services and offered to the customer by the cloud service provider (CSP). Therefore, the CSP leveragescloudservicesintwoforms: serviceandcloudprovider.Acloud provider is the entity that offers and upholds a cloudland may offer internally developed services on the cloud. A service provider is an entity that crafts and preserves servicesforrunningandpublishinginthecloud [11–13].
Service is a type of relation between the service provider and the service user. Therefore, service provisioning is the process of enabling the service customers to access the pre-defined resources and enjoy the required provisioned services [14–16]. The resources are in the forms of hardware, software, computation, and storage. Essentially, the primary interaction between the customer and service provider depends on service provisioning [17]. Thus, service provisioning plays vital role for both the CSP and the cloud users. The CSP must provide the required and promised services, promised in the service level agreement (SLA), such as quality of services (QoS), availability, and pricing, and the services must satisfy the user requirements, such as on-demand availability, scalability, elasticity, security, and exact billing [18–20].
One of the objectives of service provisioning is fair comparison among the available services. Thus, the user can compare the different cloud service offerings according toothier needs and prioritize them based on several predefined dimensions [21]. However, the services provisioned to the user should meet certain service compliances and policies. Hence, the CSP assures the client of data protection, confidentiality, and security by complying with international com-pliance authorities, such as the National Institute of Standards and Technology (NIST), European Network and Information Security Agency (ENISA), health insurance portability and accountability act (HIPAA), and cloud security alliance(CSA). In addition, service provisioning should maintain the QoS, SLA, and user service requirements. All of these factors enable the user to compare the provisioned services, predict them, and rank them according to the user’s needs to select the best available services. Therefore, from the customer’s point of view, service provisioning is a very important aspect of cloud services [22, 23].This systematic review of cloud service provisioning enhances the knowledge for the general reader and new researchers. Hence, this review has a significant impact in this domain. Therefore, we reviewed the state-of-the-art of the art service provisioning objectives, essential services, topologies, user requirements, necessary metrics, and pricing; we synthesize and summarize different provision techniques, approaches, and models through a comprehensive literature review. A thematic taxonomy of cloud service provisioning is presented after the systematic review. Finally, future researchdirections and open research issues are identified. The rest of this paper is organized as follows: Section 2expresses the service provisioning background with definition, topology, and taxonomy. Section 3discusses the objectives of service provisioning. Section 4offers an overview of key areas of service provisioning. Section 5introducesthe service provisioning requirements and Section 6dealswith metrics. Section 7focuses on several models, methods, and provisioning techniques. Section 8explains the future research issues and challenges. Finally, Section 9provides the conclusion. For better understanding for the general readers, we present a list of acronyms of commonly used words throughout this paper in the Abbreviations Section.
In recent years, with the unprecedented growth of user data traffic, network services are becoming more diverse and dynamic [1]. Network Function Virtualization (NFV) is a novel networking paradigm that has become a key enabling technology for delivering such services. Specifically, NFV through the Service Chaining (SC) model [2] can provide the necessary flexibility to offer a large range of network services tailored to the needs of the end users. To reap the benefits introduced by NFV, usually other technologies are also utilized. For example, Cloud Computing and NFV are tightly coupled towards providing Virtualized Network Functions (VNFs) typically instantiated as Virtual Machines (VMs) on data centers remote from the end-users. Nonetheless, following the evolution of recent trends in networking, NFV and Cloud Computing can also be interconnected with other emerging technologies, such as the Mobile Edge Computing [3], Internet of Things (IoT), and 5G towards providing the necessary tools of building a service-centric future Internet architecture




Mobile Edge Computing


This section is divided into two parts. In the first part, the three main functional requirements of the 5G network are introduced to show that its full deployment requires computing, storage, and network infrastructure close to the user and the infrastructure, whether fixed or mobile, of the end user. The second part introduces a mobile edge computing taxonomy, clarifying the functionalities and the geographic areas that edge computing covers to demonstrate the essentiality of mobile edge computing in 5G deployments. At the same time, EC is shown to be a cornerstone of 5G deployment. Addressing the rapidly changing Internet demand requires rethinking network and information delivery designs. A combination of newly developed 5G networks and mobile edge computing (MEC) will enable






Background on Deep Learning
Since some of the techniques discussed in this paper rely on the specific internals of deep learning, therefore, we first provide a brief background on deep learning. Further details can be found in reference texts (see [7]).A deep learning prediction algorithm, also known as model, consists of a number of layers, as shown in Fig. 2.In deep learning inference, the input data pass through the layers in sequence, and each layer performs matrix multiplications on the data. The output of a layer is usually the input to the subsequent layer. After data are processed by the final layer, the output is either a feature or a classification output. When the model contains many layers in sequence, the neural network is known as a deep neural network (DNN). A special case of DNNs is when the matrix multiplications include convolution filter operations, which is common in DNNs that are designed for image and video analysis. Such models are known as convolution neural networks (CNNs). There are arsons designed especially for time series prediction; these are called recurrent neural networks (RNNs) [7], which have loops in their layer connections to keep state and enable predictions on sequential inputs. In deep learning training, the computation proceeds sin reverse order. Given the ground-truth training labels, multiple passes are made over the layers to optimize the parameters of each layer of matrix multiplications, starting from the final layer and ending with the first layer. The algorithm used is typically stochastic gradient descent. Table 1Common Performance Metrics In each pass, a randomly selected “mini-batch” of samples is selected and used to update the gradients in the direction that minimizes the training loss (where the training loss is defined as the difference between the predictions and the ground truth). One pass through the entire training dataset is called a training epoch [15].A key takeaway for the purposes of this work is that there are a large number of parameters in the matrix multiplications, resulting in many computations being performed and thus the latency issues that we see on end devices. A second takeaway is that there are many choices (hyper parameters) on how to design the DNN models (e.g., the number of parameters per layer, and the number of layers), which makes the model design more of an art than a science. Different DNN design decisions resulting tradeoffs between system metrics; for example, a DNN with higher accuracy likely requires more memory to store all the model parameters and will have higher latency because of all the matrix multiplications being performed. On the other hand, a DNN model with fewer parameters will likely execute more quickly and use less computational resources and energy, but it may not have sufficient accuracy to meet the application’s requirements. Several works exploit these tradeoffs, which will be discussed inspections IV-B and IV.
 Deep Learning and Edge Computing
Edge computing is proposed to move computing ability from centralized cloud servers to edge nodes near the user end. Edge computing provides two major improvements to the existing cloud computing. The first one is that the nodes in the edge layer can preprocess large amounts of data before transferring them to the central servers in the cloud. The second one is that the cloud resources are optimized by enabling edge nodes with computing ability [20]. Liu et al. [21] proposed a deep-learning based food recognition application by edge-computing-based service model and it shows that edge computing improves the performance of deep learning applications significantly by reducing response time and lowering energy consumption. IoT devices generate large amounts of data and transfer data to the cloud server, such as include multimedia data and scalar data. Processing multimedia data is much complex than processing scalar data. Traditional multimedia information processing technologies needs complex computations, which are not appropriate for IoT services. Since the deep learning technology greatly improves the efficiency of processing multimedia information, and becomes important research topic. Video sensing is an important IoT application, which integrates image processing and computer vision in IoT networks. Recognize objects from low-quality video data recorded by IoT devices is still challenging task. Since deep learning shows very promising accuracy in video recognition, we consider it as a typical IoT application with deep learning. Deep learning in IoT is performed as layered processing in distributed manner between edge and cloud. The task is divided into sub task and assigned to layers in the deep learning process. The layers are distributed between edge and cloud. Edge layers are lower layers and cloud layers are called higher layers. IoT devices generates data and given to deep learning layers in edge computing, lower layers process the data and produce intermediate data or results and it is transferred to cloud, where higher layers process the intermediate data and produce results. A problem is how to divide each deep learning network. Usually, the size of the intermediate data generated by the higher layers is smaller than that generated by the lower layers. Deploying more layers into edge nodes can reduce more network traffic because of transmitting less data. However, the capacity of edge node is limited compared to cloud servers. It is impossible to process infinite tasks in edge nodes. We can only deploy part of the deep learning network into edge nodes. This creates the rigid architecture for assigning task to edge and cloud.
Flexible Edge Computing 
Flexible edge computing FEC and Its Architecture —Optimization of task assignment between edge and cloud in IoT system is a fundamentally important research theme. We propose Flexible EC (FEC) architecture to resolve the problems caused by the rigid characteristics of present EC mentioned in the previous section. The typical three-layer IoT architecture fundamentally comprises three layers, a perception layer that recognizes a matter and collects its state and environment data, a network layer that collects data obtained at the perception layer, and an application layer that provides various services using data collected according to user needs for each field of application. In the typical five-layer IoT architecture, common functions are taken out from each layer of the three-layer IoT architecture into a separate layer, and a business layer is appended.

[image: ]
FEC Architecture

Shows the five-layer IoT architecture proposed by Al-Fuqaha et al. [18]. Five-layer IoT architecture, in which the role of the service management layer is enhanced by giving its task to manage the device, edge, and cloud interactively. The object abstraction layer is extended to manage all components of EC from sensors and devices to a network; this makes the foundation for enhancement of the service management layer. Furthermore, the application layer is extended to the device domain by reflecting the actual situation in which application services are provided. By these extensions, FEC architecture can have advantages including improvement of overall system performance, scalability enhancement, quick response to changes in IoT components, and so on. To realize FEC architecture, we adopt two system abilities: environment adaptation ability and user orientation ability. Environment adaptation ability autonomously determines the allocation of processing to an edge and a cloud according to the quality and quantity of work and their fluctuation, whereas user orientation ability provides services suitable for each user in real time by reflecting detailed information collected by IoT, such as a user’s behavior, intention, and preference by autonomous control. We think that these two abilities are missing in the current EC and that it makes the EC rigid, a disadvantage mentioned in the previous section

[image: ]

5.1 CONCLUSION


Recently, cloud computing has created a new research impetus in Smartphone augmentation leading to the emergence of mobile cloud computing paradigm. The ultimate goal of MCC is to provide rich mobile computing through seam-less communication between front-users (cloud-mobile users) and end-users (cloud providers) regardless of heterogeneous, wireless environments and underlying platforms in global roaming. MCC landscape is providing higher magnitude values than mobile computing since it can release the power of mobile devices by stimulating virtual heavy functionality and bulk data storage in mobile devices. Similarly, it will face greater challenges because of converged heterogeneous domains of mobile and cloud computing. Since the emergence of cloud computing, several cloud providers have come up with different strategies, infrastructures, and platforms. Such differentiation impedes data extraction from various clouds and executing applications on inhomogeneous clusters observers. These problems are exacerbated by wireless networks and fragmented mobile devices. Several R&D groups are concentrating on common APIs and a united architecture for MCC to smooth out heterogeneities and enable interoperability within and across the mobile and cloud environments.
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