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ABSTRACT

Cloud computing enables users to remove the necessity of the need of local hardware architecture, which removes the burden of the users from high computation costs. Therefore, it has attracted much attention and research has been conducted heavily on it. To protect users’ privacy, data is usually encrypted prior to being sent to the cloud server. As the resulting system is un usable, since the cloud can no longer search throughout the data, new cryptographic primitive such as public-key encryption with equality test (PKEET) has been introduced. In PKEET, users can test whether the underlying messages of two cipher texts encrypted under different public keys are equal or not without the need to decrypt those cipher texts. This is a very useful tool, especially for the cloud database, since PKEET mainly focuses on the equality test between two cipher texts. However, in practice, the cloud server may need to verify the equivalence among more than two cipher texts. This leads to disclosing unnecessary information of users and redundant computation cost will also occur when using traditional PKEET schemes. How to make this more efficient and practical remains an interesting research problem. In this paper, to solve the aforementioned problems by providing a novel concept of public-key encryption with multi cipher text equality test (PKE-MET). In PKE-MET, each cipher text can designate a numbers such that the cloud server can only perform equality test on this cipher text with others−1ciphertexts, where all their designated numbers are For PKE-MET, besides traditional OW-CPA and IND-CPA security, we specially define Number security. We instantiate PKE-MET to a concrete scheme and give its security proof. Furthermore, to enable the primitive to be more practical in applications, we extend it to the concept of PKE with flexible MET (PKE-FMET). In PKE-FMET, the cloud server can perform equality test on any number of cipher texts as long as the maximum number of their designated numbers is less than or equal to the number of cipher texts. We construct a PKE-FMET scheme based on our PKE-MET construction and prove its security under the defined security models. Besides, the performance analysis mainly of efficiency and security between our constructions and existing equality test schemes in cloud computing show that our proposed schemes are more efficient and secure in the multi cipher text scenario.



















CHAPTER-1
INTRODUCTION
Rapid elasticity with high computing services that sustain lowered costs have propagated cloud computing into a sought-after paradigm, due to the standardization, commercialization, and application [1][2][3]. With the massive growth of data, the scope of data storage has augmented. These on-demand attributes have resulted in making available capabilities for the storage of these tremendous amounts of data. Cloud computing offers a virtualized resource pool that uses distributed storage, where the immense data can be accessed with virtual applications over the internet on user demand. However, the knowledge that the cloud server is many times regarded as untrusted raises concerns by users [4][5]. It would be difficult for users to consider storing data that is sensitive to the cloud server. This is because the data accessed by these users is replicated onto specific devices and the requisite to ensure data confidentiality and authentication arises [6][7]. Storing data on a single virtual pool results to difficulty in achieving the same amount of security for this data as compared to the physical network [8]. Hence, the public key infrastructure (PKI) is introduced to enable secure and trusted data sharing on the cloud. The PKI is therefore considered when sensitive data that has to be uploaded to the server, is encrypted using the public key of a receiver and then sent to the cloud server. This ensures the sharing of data is secured, authenticated, and verified in such a way that the authorized user uses his/her secret key to decrypt the secured data. In case encrypted data in massive amounts have been stored in the cloud, the search over these encrypted data is required because it is impractical for the users to download all data from cloud server each time s/he needs the encrypted data. Therefore, public key encryption with search functionality is required to search the encrypted data stored in the cloud server without affecting the privacy of the user. With this in consideration, to ensure that a user’s information is not disclosed whenever their data is searched; search functionality is supported in the ciphertexts that are stored in the cloud server. This allows for the ability to search the ciphertexts, with no information related to the plaintexts being exposed. This idea was first proposed by Boneh et al. [9], where the keyword search function was incorporated into public key cryptography and is known as PKE-KS. However, PKE-KS being able to support search functionality still experiences a drawback where the search function only works for ciphertexts encrypted under the same public key.
In recent years, with the speedy development of computation and communication, cloud computing [1] is becoming more and more popular, and cloud storage services are becoming more and more mature, such as Baidu Cloud, Amazon simple storage service, Widows Azure, Google Cloud, etc. [2]. As a new type of network storage technology, cloud storage saves user data on the cloud server. Cloud server provider performs corresponding operations on the user data through the online network environment, and charges a fee for use of the hardware resources and service time by the user. Cloud storage services [3] are widely used in different applications due to its many advantages as follows. It includes data scalability, data accessibility, data share ability, and consistent back up of massive data. Many advantages of cloud storage services improve the quality of the user experience [4] and service, which users are allowed to remotely access data in cloud using any devices from anywhere and at any time instead of having to use fixed machines. Cloud storage is adopted by a large number of individuals and companies in order to reduce the heavy burden of local storage and the management costs.
Despite cloud storage services provide users with a lot of convenience, there are still remaining enormous issues and challenges. When the user outsources their sensitive data to the cloud storage, the transmitted data is vulnerable to intrusion [5,6] by illegal entities especially under critical infrastructures. Meanwhile, the user lost their capabilities to control the data effectively. By accessing the data, the cloud server and the illegal user can try to acquire the information contained in the data, and the privacy security problem of the user is faced with great challenges. In order to protect the security of sensitive data, a straightforward method is used to encrypt the user data before outsourcing it to the cloud [7]. However, when the user wants to search for related files containing a certain keyword, how to process and search on the encrypted data becomes an intractable problem. In the past, there are two methods to solve it. One is to download all encrypted data to the local and then decryption query. This method needs to download a large number of files that are unneeded, which wastes network overhead and requires a lot of computational cost for decryption. This way is not feasible in practice. Another extreme method is user sends the secret key to the cloud server to decrypt the query, but the cloud server is not fully trusted.
	In order to better solve the above problems, Goodrich [8] first proposed the cipher text search mechanism in 1996, but the client and the server needed a large number of interactions, which is not efficient in practical use. In 2000, Song [9] first provided a practical searchable encryption technology, which became a milestone in the development of searchable encryption. Searchable encryption (SE) is a new technology that a user has the capability to selectively search on encrypted data outsourced to the cloud server. From the perspective of cryptography, SE technology mainly includes two types, one is symmetric searchable encryption (SSE), and the other is public key encryption with keyword search (PEKS). At present, an number of SSE schemes [10–14] have been proposed due to high efficiency. However, users have to securely share key for data encryption in SSE, and it is not suitable for multi-user data sharing scenarios. PEKS solved the problem of secret key distribution yielded by SSE. Compared with SSE, PEKS has a broader application prospect. Although there are many survey studies over searchable encryption [15–19], there are few complete survey researches on PEKS. In this article, we seek to complement these existing surveys by presenting a comprehensive study for PEKS schemes.



The remainder of this paper is organized as follows. Section 2 introduces the general framework of PEKS. Section 3 provides a comprehensive taxonomy of existing PEKS schemes in terms of technology view. Section 4 discusses the application area of PEKS. Finally, Section 5 summarizes the paper and provides valuable research directions in this area for future.
System Design
The system comprises of 4 entities, whose responsibilities and interactions are:
Key Generation
Centre (KGC)KGC is responsible to get the general public parameter for the system and therefore the public/secret key pairs for the users. Once the user’s secret key's leaked for profits or other purposes, KGC runs trace algorithm to find the malicious user. After the traitor is traced, KGC sends user revocation request to cloud server to revoke the user’s search privilege. 
Cloud server (CS)
Cloud serverhas tremendous space for storing and powerful computing capability, which provides on-demand. Cloud server is responsible to store the info owner’s encrypted files and respond on the info user’s search query.
 Data owner
Data owner utilizes the cloud storage service to store the files. Before the info outsourcing, the info owner extracts keyword set from the file and encrypts it into secure index. The document is additionally encrypted to ciphertext. During the encryption process, the access policy is specified and embedded into the cipher text to understand fine grained access control.
  Data user
Each data user has attributed set toexplain his characteristics, like professor, computing college, dean, etc. The attribute set is embedded into user’s secret key. Using the key key, data user is in a position to look on the encrypted files stored within the cloud, i.e., chooses a keyword set that he wants to look . Then, the keyword is encrypted to a trapdoor using user’s secret key. If the user’s attribute set satisfies the access policy defined within the encrypted files, the cloud server responds on user’s search query and finds the match files. Otherwise, the search query is rejected. After the match files are returned, the user runs decryption algorithm to recover the plaintext.
Definition of PKE-ET-HS 
A heterogeneous CLC and IBC equality test scheme is made up of the following algorithms. 
1. Setup: The algorithm uses as input a security parameter , and outputs the system parameters, containing the public parameters PubP and a master secret key msk. 
2. CLC-PKG: To prompt the secret key of CLC cryptosystem, this algorithm functions as follows: 
• Generate partial secret key : The key generation center (KGC) runs this algorithm. It uses PubP, msk, and a public identity of a user as input, and returns a partial private key 
• Assign secret value: The user runs this algorithm. It uses PubP and ID as inputs, and conveys the user's secret value . 
• Assign secret key: The user runs this algorithm. It uses PubP, , and as inputs, and returns the user's secret key . 
• Assign public key: The user runs this algorithm. It uses as inputs PubP and and returns the user's public key . 
3. CLC-Trapdoor: This is a trapdoor algorithm for CLC users. It uses as input of the user in CLC cryptosystem, and returns a trapdoor . 
4. IBC-PKG: This is an algorithm that generates the private key for IBC users. The user sends an identity ID to its PKG where it computes a corresponding secret key and sends it to the user. 
5. IBC-Trapdoor: This is a trapdoor algorithm for IBC users. It takes as input of the user in IBC cryptosystem, and returns a trapdoor . 
6. CLC-Encrypt: The CLC users run this algorithm. It utilizes the PubP, a message M, and public key as inputs. The algorithm returns a ciphertext . 
7. CLC-Decrypt: The CLC users run this algorithm. It utilizes a ciphertext C and a user's secret key as inputs, and outputs the plaintext M. 
8. IBC-Encrypt: The IBC users run this algorithm. It takes as inputs a message M and an identity ID, then it outputs a ciphertext . 
9. IBC-Decrypt: The IBC users run this algorithm. It takes as inputs a ciphertext C and a secret key , then it outputs the plaintext M. 
10. Test: The cloud server runs this algorithm. It uses as inputs a ciphertext and a trapdoor for the user in the IBC cryptosystem. Furthermore, it uses as inputs a ciphertext and a trapdoor for the user in the CLC cryptosystem. Then, the Test algorithm returns 1 if and consist of the same message. Otherwise, it returns 0. 





CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

 Cloud computing provides a broad range of services like operating systems, hardware, software and resources. Availability of these services encourages data owners to outsource their intensive computations and massive data to the cloud. However, considering the entrusted nature of cloud server, it is essential to encrypt the data before outsourcing it to the cloud. Unfortunately, this leads to a challenge when it comes to providing search functionality for encrypted data located in the cloud.

2.1.1 DRAWBACKS OF EXISTING SYSTEM 


· In PKE-ET scheme the equality test can not only be performed on the cipher texts which are encrypted under the same public key but also under different public keys.

· PKE-ET is founded on public key infrastructure (PKI) system; certificate management becomes an issue since the systems overhead drastically increase.






2.2. PROPOSED SYSTEM

 This paper presents a public key encryption with equality test for heterogeneous systems (PKE-ET-HS). The PKE-ET-HS scheme simulates certificate less public encryption with equality test (CLE-ET) with the identity-based encryption with equality test (IBE-ET). This scheme provides the authorized cloud server the right to actuate the equivalence of two messages having their encryptions performed under heterogeneous systems. Basing on the random oracle model, we construct the security of our proposed scheme under the bilinear Diffie-Hellman (BDH) assumption. Eventually, we evaluate the size of storage, computation complexities, and properties with other related works and illustrations indicate good performance from our scheme.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· This scheme was known as identity-based encryption with keyword search (IBE-KS) and supported cipher texts that were encrypted under the same identity.

· The advantage in this scheme is that, it is quite flexible since an authorized cloud server has the search functionality hence can search messages to ascertain whether two cipher texts encrypted with same or different public keys are equivalent. 





CONCLUSION

In this paper, we introduced the notion of public-key en-cryption with multi-cipher text equality test (PKE-MET).Subsequently, we instantiated it to concrete construction and gave its security proofs under the defined security models. Furthermore, to enable it to satisfy practical application,we extended PKE-MET to the conception of PKE with flexible MET (PKE-FMET). Finally, based on our proposed PKE-MET scheme, we presented a PKE-FMET construction achieving constant-size cipher text in contrast to trivial construction where the size is linear.
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