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ABSTRACT

The combination of pervasive edge computing and block chain technologies opens up significant possibilities for Industrial Internet of Things (IIoT) applications, but there are several critical limitations regarding efficient storage and rapid response for large-scale low-delay IIoT scenarios. To address these limitations, we propose a hierarchical edge-cloud blockchain called LayerChain. Specifically, to promote scalability, we design layered structure to hierarchically store the block chain data in multiple distributed clouds and edge nodes. Next, we propose anode classification method to accommodate differences between the edge nodes when deploying the block chain. Moreover, to mitigate lengthy delays during block propagation, we proposea treebased clustering algorithm where blocks are propagated through different clusters with a compressed tree depth. Simulation results show that our Layer Chainefficiently reduces the system’s resource requirements and block propagation time, making it well-suited for large-scale low-delay IIoT applications








CHAPTER-1
INTRODUCTION



Cloud Storage Service
Now-a-days Cloud storage is one of the most needed services and it becoming a popular business paradigm, such as Amazon S3, Elephant Drive, Gig spaces and smallconcernsalsothat offer large Web applications can avoid large capital expenditures in infrastructure by renting distributed storage and pay per use. The storage capacity employed may be large and it should be able to further extent. However, as data scales up, hardware failures in current datacentre’s become regular; for example overheating, power (PDU) failures, networkissues, hard drive problems, network re-wiring and maintenance. Also, geographic proximity not able affects of data availability; such as in case of a PDU problem 500-1000 machines suddenly disappear, or in case of a rack failure 40-80 machines instantly go down. Furthermore, data may be lost due to natural disasters, such as tornadoes destroying a complete data center, or various attacks[15]. On the other hand, as [7] suggests, Internet availability varies from 95% to 99.6%. Also, the query rates for Web applications data are highly irregular and an application may become temporarily unavailable. So, to avoid these problems and to increase the data availability and Reliability of cloud storage system, data replication has been widely used. Data replication refers to duplicating multiple copies for the data, and these copies are stored in the cloud storage system on different data nodes. When users access the data from one certain node, it will access the replica of the data which is present in the nearest adjacent node, and therefore t   can   improve   the   data   availability. Similarly, when unwanted events affecting one location where  the  data resides occur, data can be recovered from another location to provide continued service[17]. There are fault tolerance techniques   available   that   replicates   data   at   different location to tolerate data losses and ensures high reliability of   service.   Thus,   Replication   is   an   important   key mechanism    to    achieve    scalability,    availability    and reliability. But at the same it is  a critical  task  to maintain copies of data as it flows through the network. The rest  of the paper  is  designed as  follows.  The literature   review is   presented   in   section2.   Various dynamic replicated System models analyzed in section  3. Discussion   is   done in   section   4.   Finally, section   5concludes the work with future scope.
Cloud computing
Cloud computing is an emerging popular technology which provides different IT resources(such as storage, network and other computing resources) and higher level services as autility, so that users are being charged in a pay-as-you-go fashion. By this technology, users  may get access to different IT resources from anywhere (through the internet) and at anytime in the amount that they require. Such a deployment facilitates access to IT resources, drops capital implementation costs for cloud users, reduces the launch time, and finally decreases maintenance costs [1, 2].A cloud computing network comprises a variety of resources which are geographicallydistributed, where users may get access over the internet. The word cloud is used as ametaphor to show that different elements in a cloud network are hidden from the view ofusers (see Fig.1.1). That is, the existing resources/servers may not be individually managedor addressed by the users. Hence, the cloud computing service is usually characterized byemploying virtualization techniques, resource pooling, access over the internet, on demandelastic service, and pay-as-you-go model [3].Depending on the application, cloud computing providers offer their services accordingto three different service models: infrastructure as a service, platform as a service, andsoftware as a service [1,3]. In the following we briefly elaborate on each of these models.
· Infrastructure as a Service (IaaS). In this model the service provider allocates various ITresources (such as storage, network bandwidth and other computing resources) in responseto demands from different users. According to the national institute of standards andtechnology (NIST) of the US [4], in this model “the consumer is able to deploy andrun any arbitrary software, which may include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has controlover operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service. consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service.
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· Platform as a Service (PaaS). In this model the service provider offers a development environment, so that application developers may deploy their software solutions on an available platform, without the need to buy/manage the underlying hardware/software layers. According to the NIST [4], “the capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment”. Google App Engine [7] and Microsoft Azure [8] are examples of such platforms.


· Software as a Service (SaaS). In the SaaS model users are granted access to databases and application software running on cloud servers. According to the NIST [4], “the capability provided to the consumer in this method is to use the provider’s applications running on a cloud infrastructure.  The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web-based email), ora program interface.  The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings”.  This approach eliminates the need to buy the full license of software and to install it on the user’s hardware. Instead, the user may need to install light user-interface on its own hardware. In this way, it becomes feasible to virtually execute intensive tasks/software, on devices with limited processing power, such as tablets or mobile phones. This recent application is also known as mobile backend as a service (MBaaS). 


Three deployment models also have been proposed for cloud computing .Pri-vate/community clouds operate solely for a single organization/community, whether hosted internally or off premise. Public clouds are available to the public for a subscription fee or even for free. This type of service is usually provided by huge data-centers which are connected to users via the internet. Finally, hybrid clouds are the composition of two or more clouds; e.g., a private cloud which may overflow into a public cloud at peak usage hours.












Cloud Computing Types
Based on the location parameter, cloud computing can be divided [19][20]into following categories:

a) Public Cloud:
 Here, computing infrastructure is provided by the vendor and customer has no visibility on the infrastructure. But the resources can be accessible publically.

b) Private Cloud:
 Here, infrastructure is developed for a private organization. The services can be access by that private organization only. This type of cloud is more secure than a public one.

c) Hybrid Cloud:
 A hybrid cloud is come into existence after merging a private as well asthepublic cloud. Critical applications may be deployed on a private cloud and the applications having less security can be connected to the public one.

D) Community Cloud:
 Here, the infrastructure is shared between organizations of the same community.


CLOUD INSIGHT FRAMEWORK

TheCloudInsightframework  (Figure  2)  consists  of  fourmain components: 1) a predictor pool, 2) a workload reposi-tory, 3) a model builder and 4)CloudInsightworkload predic-tor. The input of this framework is the actual/current workloads(e.g., job arrivals) and the output is the prediction for a near-future workload. The predictor pool is a collection of workloadpredictors.  The  workload  repository  stores  the  job  history  ofthe workload and the prediction history of all local predictorsin predictor pool. The model builder is responsible for creatingan ensemble prediction model by evaluating the performanceof the predictors in the predictor pool.

When jobs begin to arrive in a cloud application, a prediction for the  future  workload  is  also  initiated.  For  the  initial period  (e.g.,  the  first  30  minutes  or  1  hour),CloudInsighteither uses a simple ensemble workload prediction model that all  local  predictors  have  the  equal  contribution  (weight)  or relies on user’s selection of the weights (the user can allocate  higher  weight  for  a  particular  predictor).  Once  the  initial(measurement)  step  finishes  and  initial  accuracy  history  is collected, CloudInsightcreates an ensemble prediction model based on the procedure described below. This ensemble mode is used to predict future workload. After the expiration of the model  recreation  interval,  the  ensemble  model  will  be  re-created.  The workload  prediction  is  performed  at  every  pre-defined prediction interval with the ensemble model, which is created from the previous step. The ensemble model combines the predictions from the local predictors in the predictor pool. This prediction  can  then  be  used  by  a  resource  management component for resource scaling.


Virtualization: 
Virtualization is a technique of resource sharing that is based on the principle of dividing physical resources(HW) or operating systems(SW)for cost control measures and more efficient utilization of resources.




 Types of virtualization
 Full virtualization:
A technique used to provide a certain kind of virtual machine environment, namely, one that is complete simulation of the underlying hardware. Para-virtualization: A technique that presents software to the virtual machines that is similar but not identical to that of the underlying hardware. 
Emulation:
Hardware emulation is all about using standard virtualization software (also called a Hyper Visor) to form a emulated hardware environment (Called VMM -- Virtual Machine Monitor), for guest operating systems to function on.
OS virtualization:
OS allows multiple secure virtual servers to be run. Guest OS is the same as the host OS, but appears isolated. Application virtualization: Application is gives its own copy of components that are not shared.



Blockchain-enabled IIoT Networks
Industry 4.0 represents the fourth industrial revolution that will facilitate IIoT with adaptive and autonomous systems that can self-heal and self-learn. IIoT aims to promote multi-disciplinary businesses and industries by realizing intelligent industrialization [22–25]. It enables smarter industrial processes by incorporating AI with big data technologies for exploiting the massively produced and communicated data. The recent surge in data volumes generated by IIoT environments and then sent to centralized servers, present some security concerns like a single point of failure, data integrity, and in particular, scalability. Decentralized IIoT network architectures are expected to address these issues and play a key role in the advancement of IIoT, where data will be locally processed at the site of generation and not in a centralized manner. Over the years, block chain technology has moved from the phase of inception to rapid research and development, as shown in Figure 2. Thus, it is high time to explore the applications of this technology in IIoT networks to solve the security problems and provide decentralized IIoT solutions via transparent, immutable, and distributed system design principles. 















CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

  The   integration   of   Industrial   Internet   of   Things(IIoT)-based  technologies  with  the  existing  industrial  manufacturing   processes   help   to   improve   on-site   safety   of   workers, reduce  downtime  of  machines,  improve  productivity  rate,  and minimize   near-miss   incidents   and   casualties.   However,   prior intimation of the various safety related information may minimize the  probability  of  accidents  on  the  factory  floor  and  casualty rates.  Typically,  the  safety-as-a-service  (Safe-aaS)  infrastructure provides  customized  safety-related  decisions  to  the  registered end users. However, there exist certain problems associated with the  privacy  of  the  information  provided  by  end-users  during registration,  decision  parameters  requested  by  end-users,  and data   sensed   by   the   sensor   nodes
2.1.1 DRAWBACKS OF EXISTING SYSTEM 

· The number of  nodes  acting  as miners is restricted, the permission consensus process in the blockchain-enabled Safe-aaS caters to the needs for scaling the miners’ resources.

· He permission consensus process in the block chain-enabled Safe-aaS caters to the needs for scaling theminers’ resources. Therefore, miners gain incentives. Further, the amount of resources required increases with the increase in the number of transactions.


2.2. PROPOSED SYSTEM
In   this   work,   we   provide architecture   of   Block chain   integration   into   the   Safe-aaS infrastructure.  Additionally,  we  discuss  the  implementation  and management  of  the  Block chain enabled  Safe-aaS  architecture. Extensive  analytical  results  show  that  the  profit  of  the  safety service provider (SSP) improves with the adoption of block chain technology  into  the  Safe-aaS  architecture.  On  the  other  hand, the  overall  throughput  in  our  proposed  architecture  follows  an increasing  trend,  with  the  increase  in  the  number  of  decisions successfully   delivered.   Additionally,   the   throughput   decreases with the increase in the number of registered end-users.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM

The integration of block chain improves the privacy for identity management of end-users and provides secure decisions to the  end-users  in  Safe-aaS.

This idea  puts forth the re-architecting of a distributed block chain-enabled decision virtualization layer, wherein the decisions are processed.



CONCLUSION

The current trend in terms of advancements in various promising technologies provides a solid foundation towards achieving the vision of the Industry 4.0. In this context, this paper integrates two of such emerging technologies (i.e. Block chain and Edge) for IIoT applications to fulfill the essential requirements. Some of these IIoT requirements include; low latency services, distributed trust, security and process tracking/monitoring, among others. We proposed a block chain and edge based framework in this paper and elaborated it with a relevant IIoT use case. In order to ana-lyze performance of our proposed framework, we performed simulations on yogism and compared our results with the IIoT architecture without blockchain capabilities. According to the results, Block Edge has demonstrated the feasibility of decentralized trust and security management in IIoT environment, which does not compromise the system performance and resource-efficiency.
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