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ABSTRACT
Today’s cloud storage infrastructures typically pro-vide two distinct types of services for hosting files: object storage like  Amazon  S3  and file system  storage like  Amazon  EFS.  The former  supports  simple,  flat  object  operations  with  a  low  unit storage  price,  while  the  latter  supports  complex,  hierarchicalfile system operations with a high unit storage price. In practice, however,  a  cloud  storage  user  often  desires  the  advantages  of both—efficient file system operations with a low unit storage price. An  intuitive  approach  to  achieving  this  goal  is  to  combine  the two types of services, e.g.,by hosting large files in S3 and small files  together  with  directory  structures  in  EFS.  Unfortunately, our  benchmark  experiments  indicate  that  the  clients’  download performance  for  large  files  becomes  a  severe  system  bottleneck. In  this  paper,  we  attempt  to  address  the  bottleneck  with little overhead by carefully tweaking the usages of S3 and EFS. This attempt is enabled by two key observations. First, since S3and  EFS  have  the  same  unit  network-traffic  price  and  the  data transfer  between  S3  and  EFS  is  free  of  charge,  we  can  employers  as  a  relay  for  the  clients’  quickly  downloading  large  files. Second, noticing that significant similarity exists between the files hosted  at  the  cloud  and  its  users,  in  most  times  we  can  convert large size   file   downloads   into   small-size   file   synchronizations(through  delta  encoding  and  data  compression).  Guided by the observations,  we  design  and  implement  an  open-source  system called HyCloud. It automatically invokes the data APIs of S3 and EFS on behalf of users, and handles the data transfer among S3,EFS  and  the  clients.  Real-world  evaluations  demonstrate  that the unit storage price of HyCloud is close to that of S3, and the file system operations are executed as quickly as in EFS in most times  (sometimes  even  more  quickly  than  in  EFS).

CHAPTER-1
INTRODUCTION
Conventional system of storing files is what almost everybody is aware of, but contemporary system of storage is cloud storage. What is this Cloud Storage and what does this system have that promises to be better than the conventional method? Who are the best storage providers and what are the criteria used in such rating? Imagine a situation where one has about eight devices that work on different or similar platforms such as iPod, Android  Tablet,  Android Phone,PC  (Windows  7 –windows  8),  Mac  (OSX)and  a  Blackberry.  If  this  owner needs  a  storage  system that  data  from  all  the  devices  could  be  saved in  and also  accessed  using  any  of  the devices, without compatibility problem, then Cloud Storage is the solution. This is because; the owner of these devices  may  not  travel  with  all  the  devices  everywhere  he/she  goes but  the  need  to  get  any  of  the  saved  data through any of the available device(s) may arise. You may also want to schedule backups of your specified files at the background, while working on your system locally or in the cloud. If you want synchronization of the files which helps a user to have both offline and online copies of files accessible through multiple devices, then you need  the  services  of  a  good  cloud  storage  provider.Based  on  the  few  points  presented  above  and  many  more that  will  be  discussed  later,  cloud  storage  could  be  defined  as  a  model  in  Cloud  Computing  in  which  remote servers  are  used  to  store  and  accessed  data  online  using  virtualization  techniques  .  “Cloud  Storage  is  not  just hardware , but network equipment, storage equipment, servers, applications, public access interface, the access network and the client program and other parts of the system” [1]Cloud Storage is a type of storage, accessible online, that stores data across multiple drives with different sizes, located in different areas [2].Cloud Storage is a  model that  will transcend many centuries, considering the versatility of its functionalities. However, before a user  or  an  organization  chooses  a  cloud  storage  provider,  it  is  wise  to  consider  the  services  offered  by  such provider, whether they meet the needs of such user/organization. This is the reason why, Cloud Storage security risks from Open Web Application Security Project(OWASP) and the review presented by Top TenReviews are the subjects of discussions in this report.
What is Hybrid Cloud Computing?
Cloud computing in general is well described in the CSCC Practical Guide to Cloud Computing, V2 [1]. The alternative deployment models of public cloud and private cloud are discussed, with the considerations that apply to using each of them. Hybrid cloud computing is a deployment model which involves combining the use of multiple cloud services across different deployment models – in particular, combining the use of public cloud services with private cloud services.
The ISO 17788 Cloud Computing Overview and Vocabulary standard [2] defines hybrid cloud as “a cloud deployment model using at least two different cloud deployment models” – where the potential deployment models are public cloud, private cloud and community cloud.
Based on this definition, there are many combinations of cloud resources that can be leveraged in a hybrid cloud deployment. These combinations can also involve a mix of different cloud service models, Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS). For example, a hybrid cloud deployment could combine an on-premises private IaaS cloud service with a publicly hosted SaaS application. It is also important to recognize that private cloud services could be hosted on-premises or alternatively hosted off-premises in a dedicated part of a cloud service provider’s data center.
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Most enterprises are not “born on the cloud,” therefore most cloud resources typically need to be connected to significant on-premises IT systems.  For these enterprises, the most common hybrid cloud system architecture is where on-premises resources (private cloud and non-cloud) are combined with off-premises cloud resources, providing the business with a variety of new and innovative capabilities. This paper focuses on this combination.






Key Considerations for Hybrid Cloud ComputingGiven 
an understanding of what a hybrid cloud is, the business value it provides, and use cases for how it can be leveraged is the first step on the journey to hybrid cloud computing. Some of the benefits of hybrid cloud (e.g., capacity, flexibility, elasticity, service portfolio and resource cost) have to be weighed against a core set of considerations. The next step is to develop an understanding of the key considerations faced in implementing a hybrid cloud in your organization. This section provides a summary of what these are and why they are important. Here are the key considerations
How to determine the placement of solution components.What should go where and how should it be designed? Should a solution only include the usage of private dedicated or local cloud resources? How do you leverage available public cloud services?
•How to integrate with existing enterprise systems.How can existing business applications along with existing management and monitoring systems be leveraged? How will the internetworking be accomplished?
•How to handle an increase of management complexity. How do I manage resources running in different cloud services, particularly public cloud services? The lifecycle of resources involved in supporting key business operations can be
How to ensure that security is considered in all aspects of the hybrid cloud.How do I ensure that both on-premises AND off-premises cloud environments are secure? How about the data stored off-premises? How about the data in transit?
•How to deal with rapidly evolving and partially mature technologies. The speed of capabilities being deployed and or changed in a hybrid cloud changes at a different speed for fast speed resources vs. steady speed. How does the organization support this?
•How to implement common operational services such as backup and disaster recovery in a hybrid cloud.Given that there are multiple providers in play, how can the different backup/recovery solution and networking options enable a seamless environment that meets an organization’s SLAs?
•How to ensure adherence to regulatory and compliance requirements. How will you ensure data placement, data encryption, personal information protection, contractual management (e.g., software licensing) adhere to the appropriate regulations?
Cloud Storage Service
Now-a-days Cloud storage is one of the most needed services and it becoming a popular business paradigm, such as Amazon S3, Elephant Drive, Gig spaces and smallconcernsalsothat offer large Web applications can avoid large capital expenditures in infrastructure by renting distributed storage and pay per use. The storage capacity employed may be large and it should be able to further extent. However, as data scales up, hardware failures in current datacentre’s become regular; for example overheating, power (PDU) failures, networkissues, hard drive problems, network re-wiring and maintenance. Also, geographic proximity not able affects of data availability; such as in case of a PDU problem 500-1000 machines suddenly disappear, or in case of a rack failure 40-80 machines instantly go down. Furthermore, data may be lost due to natural disasters, such as tornadoes destroying a complete data center, or various attacks[15]. On the other hand, as [7] suggests, Internet availability varies from 95% to 99.6%. Also, the query rates for Web applications data are highly irregular and an application may become temporarily unavailable. So, to avoid these problems and to increase the data availability and Reliability of cloud storage system, data replication has been widely used. Data replication refers to duplicating multiple copies for the data, and these copies are stored in the cloud storage system on different data nodes. When users access the data from one certain node, it will access the replica of the data which is present in the nearest adjacent node, and therefore t   can   improve   the   data   availability. Similarly, when unwanted events affecting one location where  the  data resides occur, data can be recovered from another location to provide continued service[17]. There are fault tolerance techniques   available   that   replicates   data   at   different location to tolerate data losses and ensures high reliability of   service.   Thus,   Replication   is   an   important   key mechanism    to    achieve    scalability,    availability    and reliability. But at the same it is  a critical  task  to maintain copies of data as it flows through the network. The rest  of the paper  is  designed as  follows.  The literature   review is   presented   in   section2.   Various dynamic replicated System models analyzed in section  3. Discussion   is   done in   section   4.   Finally, section   5concludes the work with future scope.

Cloud computing
Cloud computing is an emerging popular technology which provides different IT resources(such as storage, network and other computing resources) and higher level services as autility, so that users are being charged in a pay-as-you-go fashion. By this technology, users  may get access to different IT resources from anywhere (through the internet) and at anytime in the amount that they require. Such a deployment facilitates access to IT resources, drops capital implementation costs for cloud users, reduces the launch time, and finally decreases maintenance costs [1, 2].A cloud computing network comprises a variety of resources which are geographicallydistributed, where users may get access over the internet. The word cloud is used as ametaphor to show that different elements in a cloud network are hidden from the view ofusers (see Fig.1.1). That is, the existing resources/servers may not be individually managedor addressed by the users. Hence, the cloud computing service is usually characterized byemploying virtualization techniques, resource pooling, access over the internet, on demandelastic service, and pay-as-you-go model [3].Depending on the application, cloud computing providers offer their services accordingto three different service models: infrastructure as a service, platform as a service, andsoftware as a service [1,3]. In the following we briefly elaborate on each of these models.
· Infrastructure as a Service (IaaS). In this model the service provider allocates various ITresources (such as storage, network bandwidth and other computing resources) in responseto demands from different users. According to the national institute of standards andtechnology (NIST) of the US [4], in this model “the consumer is able to deploy andrun any arbitrary software, which may include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has controlover operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service. consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service.
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· Platform as a Service (PaaS). In this model the service provider offers a development environment, so that application developers may deploy their software solutions on an available platform, without the need to buy/manage the underlying hardware/software layers. According to the NIST [4], “the capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment”. Google App Engine [7] and Microsoft Azure [8] are examples of such platforms.


· Software as a Service (SaaS). In the SaaS model users are granted access to databases and application software running on cloud servers. According to the NIST [4], “the capability provided to the consumer in this method is to use the provider’s applications running on a cloud infrastructure.  The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web-based email), ora program interface.  The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings”.  This approach eliminates the need to buy the full license of software and to install it on the user’s hardware. Instead, the user may need to install light user-interface on its own hardware. In this way, it becomes feasible to virtually execute intensive tasks/software, on devices with limited processing power, such as tablets or mobile phones. This recent application is also known as mobile backend as a service (MBaaS). 


Three deployment models also have been proposed for cloud computing .Pri-vate/community clouds operate solely for a single organization/community, whether hosted internally or off premise. Public clouds are available to the public for a subscription fee or even for free. This type of service is usually provided by huge data-centers which are connected to users via the internet. Finally, hybrid clouds are the composition of two or more clouds; e.g., a private cloud which may overflow into a public cloud at peak usage hours.






ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING
 On-demand service: 
A consumer can unilaterally provide computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider. Broad network access: Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous client platforms (e.g., mobile phones, laptops, and PDAs). 
Resource pooling: 
The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. 
Rapid elasticity: 
Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. Measured Service: 
Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service. 
Virtualization: 
Virtualization is a technique of resource sharing that is based on the principle of dividing physical resources(HW) or operating systems(SW)for cost control measures and more efficient utilization of resources.

CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

Recently the number of cloud storage users has increased abundantly. The  reason  is that the  Cloud  Storage system reduces  the  burden  of  maintenance  and it  has  less storage  cost compared  with  other  storage  methods.  It also provides high   availability, reliability and   also   it   is   most suitable for high volume of data storage. In order to provide high   availability   and   reliability,   the   systems   introduce redundancy.  In replicated systems, the objects are copied several times and each copy residing on different locations in distributed computing. Therefore, the Data Replication is rendering little bit threat about the Cloud Storage System for the users and for the providers it is a big challenge to provide efficient Data Storage.

2.1.1 DRAWBACKS OF EXISTING SYSTEM 

· There   are   two   major   strategies   used   to   obtain   a replication   system   in   cloud   storage.   They   are   Static mechanism and Dynamic mechanism.  In static method of replication the availability and reliability is high.

· Unwanted use of storage, no flexibility, no scalability and high amount of cost received from the user for storage.


· There is number of dynamic heuristic methods used to reduce the percentages.

2.2. PROPOSED SYSTEM

This paper analyzed the various existing data replication strategies and pointed out the major issues   affected   by   the   Data   Replication. In   future,   the direction of this research work is aimed to reduce the number of replication without affecting the availability and reliability of the data.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

High Availability: Data availability is one of the important key factors for cloud storage system. Data replication has been commonly used for increasing the availability in distributed storage
 High Reliability: In distributed storage systems, failures of services are treated as reliability issue. It is clear that the reliability of a system will generally increase as the number of replication. Since more replicas will be able to mask more failures. 
Minimum Data Loss: If there is any technical problem or inconvenience in provider side the user can loss their information or go for offline. The replication system overcomes the above stated problem.




CONCLUSION


This  research  article  addresses the  major  issues of replicated  systems the tare  affecting  the  Cloud  storage efficiencies   in the distributed   computing.   This paper pointed out the following issues like, replication cost, maintenance cost, overhead of maintenance; consistency and integrity are the threatening areas of cloud Storage due to   replication   system. And   also   this   paper analyzed different existing   replication   strategies. Based   on   the analysis, this  research  work  concludes  that  the existing methods are  not  enough  to  provide  highly  efficient cloud storage system. Future direction of this research work is focused to provide the  novel  dynamic strategy  to  reduce the number of replication without affecting the availability and reliability of the data.
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