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ABSTRACT

Predictive cloud resource management has been widely adopted to overcome the limitations of reactive cloud auto scaling. The predictive resource management is highly relying on workload predictors, which estimate short-/long-term fluctuations of cloud application workloads. These predictors tend to be pre-optimized for specific workload patterns. However, such predictors are still insufficient to handle real-world cloud workloads whose patterns may be unknown a priori, may dynamically change over time and maybe irregular. As a result, these predictors often cause over-/under-provisioning of cloud resources. To address this problem, we create Cloud Insight, a novel cloud workload prediction framework, leveraging the combined power of multiple workload predictors. Cloud Insight creates an ensemble model using multiple predictors to make accurate predictions for real workloads. The weights of the predictors in Cloud Insight are determined at runtime with their accuracy for the current workload using multi-class regression. The ensemble model is periodically optimized to handle sudden changes in the workload. We evaluated Cloud Insight with various real workload traces. The results show that Cloud Insight has 13%–27% higher accuracy than state-of-the-art predictors. Moreover, there sults from trace-based simulations with a cloud resource manager show that Cloud Insighthas 15%–20% less under-/over-provisioning periods, resulting in high cost-efficiency and low SLA violations.



CHAPTER-1
INTRODUCTION
According to  Gartner  reports,  cloud-based  security  service market  has  increased  to  $3.1B  in  2015  from  $2.1  B  in  2013 globally  [1].  Cloud  computing  popularity  is  resulted  from  its ability  to  self-host  different  services.  The  cloud  computing has  brought  a  revolution  in  the  way  information  technology services  are  invented,  deployed,  developed,  updated,  scaled, maintained   and   paid.   Computing   today   reflects   a   major change in the world of technology —on one hand, computers are  becoming exponentially  more  and  more  powerful and the per-unit  cost  is  falling  rapidly  [2,3].  On  the  other  hand,  as computing is becoming more pervasive, there is an increasing difficulty  in  management  of  whole  infrastructure  [4].  The cloud computing brings  together  all  the  functionalities  of existing   IT   services   with   reduction   in   upfront   costs   of computing [5]. The   cloud   computing   has   become   global.   The   cloud computing  has  made  its  impact  on  each  and  every  aspect  of business  within  every  organization.  Every  organization  is using  cloud  as  it  provides  the  benefits  of  cost  saving  and efficiency.  Third party cloud service  providers  manage  the services  of  cloud.  It  has  resulted  in  simplified  and  enhanced IT  management  and  maintenance  because  of  central  resource management.  Some  of  the  recent  trends  of  cloud  computing technology are as follow [6] [7].





· Hybrid     clouds.     Hybrid     clouds     infrastructure combines private  cloud  features  like  security  with scalable, powerful   and   cost effective   features   of public   cloud.   In   this   type   of   cloud   system   IT managers have vast  choices  for  solutions.  As hybrid models are becoming main stream, more  companies will adapt this cloud deployment model.
· BYOD. Large numbers of customer are using mobile devices "bring your own device". End users use mobile devices in order to place large amount of data into cloud services. Cloud services can be used for syncing, storing and streaming of data. Different researches must be taken in order to find a suitable way of integrating personal cloud services in a BYOD  environment  with  tools  of  Mobile  Device Management.
· PaaS solutions  provide  more  efficient  development and    testing    environment.    This    results    in    cost reduction   and   increase   accuracy   of   application development environment.  As per International Data Corporation,     one     of     the     prominent     analyst organization  [7],  the  PaaS  market  is  expected  to increase  to  $14  billion  globally  by  2017  from  its current cost of $3.7 billion.

· Big  data.  Many  organizations  believe  that  merging big   data   and   cloud   computing   is   very   much beneficial.  The  emergence  of  big  data  analytics  as  a service  will  offer  organizations  an  achievable  and scalable tool for competing with global market.



· Graphics intensive applications. Initially requirement of graphic intensive applications includes considerable hardware infrastructure as investment. This reality  is  changed  by  cloud  computing.  There are    a    large    number    of    cloud-based    graphics technologies from famous graphics companies that helps end users in running high-end graphic intensive applications with help of different web browsers.
· Identity  protection. Security is most important aspect of cloud computing. As almost every organization is moving information  and  data  on  cloud  servers,  this aspect requires major attention. Researchers are going on   for   finding   solutions   of   identity   management based on cloud-based systems.

· Web powered apps.  Scalability  and  efficiency  are among main benefits of cloud computing hence there is   a   need of   cloud-based   applications   that   are multiple  platforms  compatible  and  can  run  using multiple browsers.

Cloud  computing  effects  almost  every  department  of organizations  in  one  way  or  another.  It has influenced almost   every   technology   like   big   data,   security   and protection, graphic intensive layout etc. Due to this rapid growth of cloud computing  workload  forecasting  plays pivotal role. User behavior largely impacts the utilization of  IT  resources.  The workload  can  be  calculated  in  the form of request,  loads, traffic, amount of data  stored etc


STUDYONWORKLOADPREDICTION
Workload  with  respect  to  cloud  computing  is  an  extent  to which  cloud  consumers  put  their  systems,  resources  and information on the cloud. As for example, a desktop workload supports   a   large   number   of   users   logging   to   desktop interactive  sessions.  Different  applications  on  cloud  have different characteristics  and  metrics.  These  applications  and their requirements are discussed in table 1 below. [image: ]
Depending on type of application role of cloud and workload can be decided. Wang [8] highlights the role of cloud in case of ecommerce applications.  The aim  of  this  paper  is  to provide basic idea of building e-business model on the cloud.


Types of workload
Fehling, C [9] has discussed different types of workload in terms of elasticity as well as types. This paper acts as a base in understanding different types of workload involved. As users are more interested in paying for services used by them hence there is need of rapid elasticity that is growing and reducing resources allocated as per requirements. In the static scaling case, physical servers are provisioned beforehand hence the time taken for ordering, setting and starting them is not responsive enough for handling faulty prediction.  Hence required  resource  is  not  available  on  time  resulting  in  under provisioned    of    applications.    In    order    to    handle    this inflexibility all resources need to be provisioned from starting and are difficult to decommission when workload decreases. This leads to over provisioned application load after the peak. It   has   direct   effect   on   properties   and   cost   of   hosted applications as under provisioned applications results in poor performance  and  over  provisioned  results  in  high  cost.  As compared   to   static   scaling,   elastic   scaling   can   provision resources more flexibility.  Hence  in  case  of  elastic  scaling there  is  no  problem  of  resource  over  provisioning  and  under provisioning but this will be architecture depended [9]. Different types of workload according to Fehling, C [9] are as follow:

· Static  workload.  This  type  of  workload  will  change minimally  with  time.  In  this  type  of  workload  there is   no   explicit   necessity   for   adding   orremoving resources.  Examples  include  small  applications  used by  organizations  internally.  In  applications  based  on static  workload  of  cloud,  elastic  scaling  is  not  of much   benefit   due   to   constant   need   of   required resources.  The  cost  benefits  available  with  cloud computing  are  limited  in  case  of  static  workload.  In some  cases  the  homogenization  of  IT  resources  and elasticity in failure cases provides necessary benefits of a cloud.

· Periodic   workload:   This   type   of   workload   has recurring  peaks.  Example includes   monthly bills, weekly report etc. From a cloud service consumer’s viewpoint    the    cost-saving    ability    of    periodic workload allows decommissioning of resources as it provides pay per use pricing.

· Once-in-a-lifetime workload:  This  type  of  workload has a peak once. In this workload IT resources have an  equal  utilization  throughout  but  will  rise  only once in a lifetime.










Cloud computing
Cloud computing is an emerging popular technology which provides different IT resources(such as storage, network and other computing resources) and higher level services as autility, so that users are being charged in a pay-as-you-go fashion. By this technology, users  may get access to different IT resources from anywhere (through the internet) and at anytime in the amount that they require. Such a deployment facilitates access to IT resources, drops capital implementation costs for cloud users, reduces the launch time, and finally decreases maintenance costs [1, 2].A cloud computing network comprises a variety of resources which are geographicallydistributed, where users may get access over the internet. The word cloud is used as ametaphor to show that different elements in a cloud network are hidden from the view ofusers (see Fig.1.1). That is, the existing resources/servers may not be individually managedor addressed by the users. Hence, the cloud computing service is usually characterized byemploying virtualization techniques, resource pooling, access over the internet, on demandelastic service, and pay-as-you-go model [3].Depending on the application, cloud computing providers offer their services accordingto three different service models: infrastructure as a service, platform as a service, andsoftware as a service [1,3]. In the following we briefly elaborate on each of these models.
· Infrastructure as a Service (IaaS). In this model the service provider allocates various ITresources (such as storage, network bandwidth and other computing resources) in responseto demands from different users. According to the national institute of standards andtechnology (NIST) of the US [4], in this model “the consumer is able to deploy andrun any arbitrary software, which may include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has controlover operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service. consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service.


[image: ]

· Platform as a Service (PaaS). In this model the service provider offers a development environment, so that application developers may deploy their software solutions on an available platform, without the need to buy/manage the underlying hardware/software layers. According to the NIST [4], “the capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment”. Google App Engine [7] and Microsoft Azure [8] are examples of such platforms.


· Software as a Service (SaaS). In the SaaS model users are granted access to databases and application software running on cloud servers. According to the NIST [4], “the capability provided to the consumer in this method is to use the provider’s applications running on a cloud infrastructure.  The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web-based email), ora program interface.  The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings”.  This approach eliminates the need to buy the full license of software and to install it on the user’s hardware. Instead, the user may need to install light user-interface on its own hardware. In this way, it becomes feasible to virtually execute intensive tasks/software, on devices with limited processing power, such as tablets or mobile phones. This recent application is also known as mobile backend as a service (MBaaS). 


Three deployment models also have been proposed for cloud computing .Pri-vate/community clouds operate solely for a single organization/community, whether hosted internally or off premise. Public clouds are available to the public for a subscription fee or even for free. This type of service is usually provided by huge data-centers which are connected to users via the internet. Finally, hybrid clouds are the composition of two or more clouds; e.g., a private cloud which may overflow into a public cloud at peak usage hours.



Cloud Layer
The layer is the brain of the IoT service frame work with EC. It is usually composed of large cloud data centers with extra ordinary computing power. In the IoT service framework with EC, the cloud layer tends to be applied to further processing data from the edge layer, storing or updating significant information and carrying out advanced deployment. Nonetheless, in some special situations, the importance of cloud-edge collaboration is highlighted. Cloud-edge collaboration includes resource collaboration, management collaboration,safety collaboration, and so forth, which think of cloud and edge as all in one to reinforce each other and schedule dynamically. Specifically, when computing re-sources in the edge layer are insufficient, the cloud layer can offer computing support with virtual machines and containers. When a certain edge layer appears malicious traffic, the relevant cloud layer which is equipped with better security policy has the ability to discover and block it so as to prevent it from continuing spreading. The establishment o fcloud-edge collaboration has aroused wide concern. A few cloud-edge collaboration platforms such as Kube Edge, Edge Tunnel, and AWS Wavelength are pushing ahead with the prosperity of cloud-edge collaboration.*e application of IoT service with EC is booming andhot. Table 3 shows some typical examples of IoT service with EC.









Cloud Computing Types
Based on the location parameter, cloud computing can be divided [19][20]into following categories:

a) Public Cloud:
 Here, computing infrastructure is provided by the vendor and customer has no visibility on the infrastructure. But the resources can be accessible publically.

b) Private Cloud:
 Here, infrastructure is developed for a private organization. The services can be access by that private organization only. This type of cloud is more secure than a public one.

c) Hybrid Cloud:
 A hybrid cloud is come into existence after merging a private as well asthepublic cloud. Critical applications may be deployed on a private cloud and the applications having less security can be connected to the public one.

D) Community Cloud:
 Here, the infrastructure is shared between organizations of the same community.


CLOUD INSIGHT FRAMEWORK

TheCloudInsightframework  (Figure  2)  consists  of  fourmain components: 1) a predictor pool, 2) a workload reposi-tory, 3) a model builder and 4)CloudInsightworkload predic-tor. The input of this framework is the actual/current workloads(e.g., job arrivals) and the output is the prediction for a near-future workload. The predictor pool is a collection of workloadpredictors.  The  workload  repository  stores  the  job  history  ofthe workload and the prediction history of all local predictorsin predictor pool. The model builder is responsible for creatingan ensemble prediction model by evaluating the performanceof the predictors in the predictor pool.

When jobs begin to arrive in a cloud application, a prediction for the  future  workload  is  also  initiated.  For  the  initial period  (e.g.,  the  first  30  minutes  or  1  hour),CloudInsighteither uses a simple ensemble workload prediction model that all  local  predictors  have  the  equal  contribution  (weight)  or relies on user’s selection of the weights (the user can allocate  higher  weight  for  a  particular  predictor).  Once  the  initial(measurement)  step  finishes  and  initial  accuracy  history  is collected, CloudInsightcreates an ensemble prediction model based on the procedure described below. This ensemble mode is used to predict future workload. After the expiration of the model  recreation  interval,  the  ensemble  model  will  be  re-created.  The workload  prediction  is  performed  at  every  pre-defined prediction interval with the ensemble model, which is created from the previous step. The ensemble model combines the predictions from the local predictors in the predictor pool. This prediction  can  then  be  used  by  a  resource  management component for resource scaling.






CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

Infrastructure as a service clouds hide the complexity of maintaining the physical infrastructure with a slight disadvantage: they also hide their internal working details. Should users need knowledge about these details e.g., to increase the reliability or performance of their applications, they would need solutions to detect behavioral changes in the underlying system. Existing runtime solutions for such purposes offer limited capabilities as they are mostly restricted to revealing weekly or yearly behavioral periodicity in the infrastructure.


2.1.1 DRAWBACKS OF EXISTING SYSTEM 

· The application runs long enough so that the time taken by a potential virtual infrastructure rearrangement is negligible.

· The application is executed repeatedly over a period of time.











2.2. PROPOSED SYSTEM

This paper proposes a technique for predicting generic background workload by means of simulations that are capable of providing additional knowledge of the underlying private cloud systems in order to support activities like cloud orchestration or workflow enactment. Our technique uses long-running scientific workflows and their behavior discrepancies and tries to replicate these in a simulated cloud with known (trace-based) workloads. We argue that the better we can mimic the current discrepancies the better we can tell expected workloads in the near future on the real life cloud. We evaluated the proposed prediction approach with a biochemical application on both real and simulated cloud infrastructures. The proposed algorithm has shown to produce significantly (20%) better workload predictions for the future of simulated clouds than random workload selection.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· The result of this prediction subsequently enables to steer current and future cloud usage accordingly, including the option of resource rearrangement if indicated.

· The concept of a private-cloud level load prediction method based on the combination of historic traces, aimed at improving execution quality.



CONCLUSION

This paper presents Cloud Insight an online workload prediction framework to address dynamic and highly variable cloud workloads. Cloud Insight employs a  number  of  local predictors and creates an ensemble prediction model with them by dynamically determining the proper weights of each local predictor. To determine the weights, we formulate this problems a multiclass regression problem  with  a  SVM  classifier. We  have  performed  a  comprehensive  study  to  measure  the performance  and  overhead  of  this  framework  with  a  broad range  of  real-world  cloud  workloads.  Our  evaluation  results show that Cloud Insight has 13% – 27% of better accuracy than state-of-the-art  static  predictors  and  it  also  has  low  overhead This work was partially supported by the National Science Foundation under grant CCF-1617390. The views and conclusions contained herein are those of the authors and should not be interpreted as necessarily representing the official policies or endorsements, either expressed or implied of NSF.
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