Face spoofing detection
ABSTRACT
· Current face biometric systems are vulnerable to spoofing attacks. A spoofing attack occurs when a person tries to masquerade as someone else by falsifying data and thereby gaining illegitimate access. 
· Inspired by image quality assessment, characterization of printing artefacts, and differences in light reflection, we propose to approach the problem of spoofing detection from texture analysis point of view.
·  Indeed, face prints usually contain printing quality defects that can be well detected using texture and local shape features. Hence, we present a novel approach based on analyzing facial image for detecting whether there is a live person in front of the camera or a face print. 
· The proposed approach analyzes the texture and gradient structures of the facial images using a set of low-level feature descriptors, fast linear classification scheme and score level fusion. Compared to many previous works, our proposed approach is robust and does not require user-cooperation. 
· In addition, the texture features that are used for spoofing detection can also be used for face recognition. This provides a unique feature space for coupling spoofing detection and face recognition. Extensive experimental analysis on three publicly available databases showed excellent results compared to existing works.




                                                     CHAPTER-1
INTRODUCTION
· It is no surprise that cybercrime is on the rise in our increasing digital world. Many companies are now exploring biometric face recognition as viable security solution.
·  The general public has immense need for security measures against spoof attack. Biometrics is the fastest growing segment of such security industry. Some of the familiar techniques for identification are facial recognition, fingerprint recognition, handwriting verification, hand geometry, retinal and iris scanner. 
· Among these techniques, the one which has developed rapidly in recent years is face recognition technology and it is more direct, user friendly and convenient compared to other methods.
·  This innovative technology shows a lot of promise and change the way in which we can access sensitive information. But as promising as facial recognition is it does have flaws. 
· User photos can easily be found on social networking sites and images can be spoofed. This is where the need of antispoofing comes into play. Face anti spoofing is the task of preventing false facial verification by using a photo, video/substitute for an authorized person’s face.





CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In this work, we extend our spoofing detection approach using local binary pattern (LBP) based micro-texture analysis [7] by introducing two low-level features, Gabor wavelet features [8] and Histogram of Oriented Gradients (HOG) [9], to the face description which now consists of three enhanced feature vectors. 
· The proposed method adopts complementary properties of two powerful texture descriptors, since LBP encodes the micro-texture patterns and Gabor filters more macroscopic information. 
· In addition, HOG based local shape description provides additional information to the face description. A homogeneous kernel map [10] is applied on each resulting feature vector transforming the data into compact linear representation and reproducing an accurate approximation of the desired kernel function. 
· This representation enables then to use fast linear support vector machine (SVM) [11] classifiers. The final decision, whether there is a live person in front of the camera or not, is based on the score level fusion of the individual SVM outputs. 



2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Vulnerability to Advanced Spoofing Techniques :Sophisticated spoofing methods, such as 3D face masks or deepfake technology, can sometimes bypass detection systems, making them less effective against new types of spoofing attacks.
· Hardware Requirements :High-quality face spoofing detection often requires advanced hardware, such as infrared cameras, structured light, or depth sensors, which can increase the cost and complexity of the system.
· Privacy Concerns :Continuous facial recognition and spoofing detection could lead to privacy concerns as users’ biometric data is being collected and processed, potentially increasing the risk of misuse or unauthorized data access.
· Environmental Factors :Lighting conditions, camera angle, and other environmental factors can affect the accuracy of face spoofing detection systems, leading to either poor detection or false rejection.

2.2. PROPOSED SYSTEM
· Spoofing occurs when the attacker presents a non-real image or sample of identity of valid user to the acquisition sensor. 
· In this proposed system there are two stages: 
i. Face detection in an image
ii. Face Verification of real or spoof face in an image,

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Prevention of Fraudulent Access: Face spoofing detection prevents unauthorized access to sensitive systems by detecting attempts to impersonate users with photos, videos, or masks.
· Countering Sophisticated Spoofing Techniques: Modern spoofing methods, such as 3D masks, deepfake videos, or printed photos, can be effectively detected using advanced spoofing detection methods, ensuring that even the latest fraud techniques are thwarted.
· Reliable Biometric Identification: By verifying that the face being scanned is live and authentic, spoofing detection increases the reliability and trustworthiness of biometric authentication.
· Efficient and Touchless Access: Face recognition systems with spoofing detection provide fast, touchless, and frictionless authentication, improving user experience compared to other methods like PIN entry or fingerprint scanning.




2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Liveness Detection Module
· 3D Depth Sensing Module
· Infrared (IR) Sensing Module
· Motion-Based Detection Module

Liveness Detection Module
· Function: Determines whether the face being scanned is from a real, living person, or a static image (e.g., photo or video).
· Techniques:
· Blink Detection: Looks for eye movements such as blinking or pupil dilation, which are unique to live humans.
· Head Movements: Requires the user to move their head (e.g., nodding or rotating) during authentication, which is hard to replicate in photos or videos.
· Texture Analysis: Examines skin texture or micro-movements, as live skin has unique characteristics not found in printed photos or screens.
· Light Reflection: Uses infrared or near-infrared light to detect how the face reflects light, which is different for real skin versus a photo or mask.


3D Depth Sensing Module
· Function: Analyzes the depth information of the face to distinguish a real person from a 2D image or video.
· Techniques:
· Structured Light: Projects a pattern of light onto the face and analyzes how the pattern deforms when it hits different surfaces (used in 3D face scanning).
· Time-of-Flight (ToF): Measures the time it takes for light to bounce off the face, creating a depth map that can be used to determine whether the face is real and three-dimensional.
· Advantages: Can detect high-quality 3D masks and other advanced spoofing techniques, offering a high level of accuracy.

Infrared (IR) Sensing Module
· Function: Uses infrared light to capture heat patterns and variations in the skin that are unique to live humans.
· Techniques:
· Thermal Imaging: Detects the heat signature of a person's face, which is not present in photos or video reproductions.
· IR Light Reflection: Uses infrared light and captures its reflection to analyze the differences between real skin and artificial materials.
· Advantages: Works well in low-light environments and can prevent spoofing using photos or videos that may not emit infrared light.


Motion-Based Detection Module
· Function: Detects specific dynamic movements or actions that indicate the presence of a live person.
· Techniques:
· Facial Micro-Movements: Detects small, involuntary movements (like the subtle motion of facial muscles) that are indicative of a live face.
· Smile Detection: Detects changes in facial expression (such as smiling or frowning), which are difficult to mimic in static images or videos.
· Blinking or Eye Movement: Monitors eye movements, as humans naturally blink or move their eyes, which can’t be easily replicated by a static image.
· Advantages: Helps prevent spoofing with still images or videos and improves detection accuracy.



CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION
· This work provided an overview of approaches of face spoofing detection. It presented a categorization based on the type of techniques used and types of liveness indicator used for face spoofing detection which helps understanding different spoof attacks scenarios and their relation to the developed solutions. 
· A review of most interesting approaches for spoofing detection was presented. The most common problems that have been observed in case of many spoofing detection techniques are the effects of illumination change, effects of amplified noise on images which damages the texture information.
·  For blinking and movement of eyes based spoofing detection methods, eyes glasses which causes reflection must be considered for future development of spoofing detection solutions.
·  VGGNet Convolutional Neural Network (CNN) used in classifying, is more advantageous and produce better accurate result than that of other Machine learning and classifying techniques such as, Support Vector Machine (SVM) [5], the datasets, which play an important role in the performance of spoofing detection solutions, must be informative and diverse that mimics the expected application scenarios. 
· Non-interactive video sequences must include interactive sequences where the users perform certain tasks.
·  Future attack datasets must consider attacks like 3D sculpture faces and improved texture information. 
· Our main aim is to give a clear pathway for future development of more secured, user friendly and efficient approaches for face spoofing detection.




