Fake product review monitoring & removal for genuine ratings
ABSTRACT
· Online product review on shopping experience in social media has promoted user to provide feedback. Nowadays, many e-commerce sites allow the customer to write their review or opinion on the product which they have bought from that site. 
· The review given by the customer can build the good name of the product or make the product famous. Due to this reason, in some product the customer reviews about the product are included by the item organization individuals itself so as to make so as to deliver false positive item reviews and also one can demote a product by giving the false negative review about the product. 
· This project aims to develop a fake product review monitoring system that can classify product reviews as genuine or fake using machine learning algorithms. The system will collect product reviews from various sources, including online marketplaces, social media, and review websites.
· The collected data will be preprocessed by cleaning the text, removing stop words, and stemming or lemmatizing the text. Features will be extracted from the preprocessed text data using techniques such as bag-of-words, TF-IDF, and word embeddings. 
· The reviews will be labeled as genuine or fake, and the dataset will be split into training, validation, and testing sets. Various machine learning algorithms such as Naive Bayes, SVM, Random Forest, Decision Tree,KNN and logistic regression will be trained on the training data.
·  The performance of each model will be evaluated on the validation set, and the best-performing model will be selected. Hyperparameter tuning will be performed on the selected model to optimize its performance.
·  The performance of the final model will be evaluated on the test set, and its accuracy will be compared with the accuracy of other models.



CHAPTER-1
INTRODUCTION
· The volume of data is been increasing each day so we have to handle the enterprise transactions, a scientific statistics, a sensor statistics, pictures, films, etc. We want the system which is capable to extract the essence of information to be present and also which can generate document automatically for higher selection-making.
·  Mining of records is a method of handling expansive records indexes to perceive outlines and installation an association to address issues through information analysis. Data mining is a technique to analyse statistics from an informational series to exchange it into an inexpensive structure for extra usage. 
· It predicts future patterns and also allows the enterprise to make the learning decision. They are carried out in many fields. One such exciting application is faux news research. A faux information is an illegal activity for which a person may be penalized by way of law. Fake information in opposition to a person is referred to as private faux information like murder, robbery, etc.
·  Property faux information refers to the theft of property. Fake news analysis is a law implementation challenge which incorporates an organized analysis that acknowledges and determines the pattern of faux news. Fake information may be categorised into different sorts but, in this, we focused on 4 forms of faux news .


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Today most of the people spend their time onto the websites of online shopping portals for making some purchases. Before they place any order they go through the reviews that is being posted for that product.
·  According to the survey taken it is shown that nearly 30% of the people examine the reviews of the product with the reviews of the other product in order to acquire a consistent and an honest product. 
· About 50% of the people look upon the rankings of the product they wish to purchase and more than 80% of the people depend on the reviews posted for that particular product before they make a purchase. 
· So it is clear that every person give importance to the reviews posted by each other in the online websites. With the help of those posted reviews they decide whether to place an order or not. 
· A reality is that if the customer or a user’s gets the real standard impact of the product through thinking about their present influence of those product, it is high feasible that they are going to truly buy the product. If the general impact is not right, then it might be an unsure one that they won’t be purchasing the product. 
 
 2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Genuine Reviews May Be Removed: Sometimes, genuine reviews might be mistakenly flagged or removed during the review monitoring process. 
· A review that provides a negative but honest experience could be taken down if it is perceived as violating guidelines, which could lead to unfair representation of a product.
· Time-Consuming: Monitoring reviews requires a significant amount of time and effort to sift through thousands of feedbacks. It requires staff or automated systems to analyze reviews, identify fake ones, and take appropriate action. This can be a resource-intensive task.
· Moderation Systems Can Be Biased: Automated systems or even human moderators can introduce biases into the review removal process.
·  These systems might prioritize certain types of reviews over others based on keywords, sentiment, or review frequency, which could skew the overall rating of a product unfairly.
· Alienating Customers: If genuine negative experiences are removed, customers may feel their voices are not being heard, leading to a loss of customer loyalty. Negative reviews can sometimes offer constructive criticism that helps improve the product.



2.2. PROPOSED SYSTEM
· As most of the people need an overview of the product before spending their money on that product. Therefore humans encounter diverse opinions inside the website however those evaluations are real or faux is not always diagnosed with the aid of the consumer. 
· They supply top opinions for a plenty of extraordinary products which are manufactured by their personal company. So the person who is reviewing the comments may find it difficult to distinguish between the genuine reviews and the faux reviews. 
· In order to discover faux evaluation inside the portal this system was delivered. This application will discover faux reviews posted through their IP address onto the social media group. 
· The person who is willing to buy a product may enter into the system using their user identification and a valid password and they can view a variety of products available in the portal and also they could post review about that product. As the customers are reviewing they need to provide the e-mail identity from which they are reviewing. 



2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Authenticity of Reviews: By removing fake or misleading reviews, businesses ensure that only genuine customer feedback remains. This helps maintain the authenticity of product ratings, fostering trust among potential customers who rely on reviews to make purchasing decisions.
· Elimination of Manipulative Practices: Fake reviews, both positive and negative, can distort the perception of a product's quality. Monitoring and removal processes help to protect products from fraudulent reviews that are intended to manipulate ratings and mislead consumers.
· Accurate Product Insights: With only genuine reviews available, consumers can make better-informed purchasing decisions. They can rely on the feedback from real customers who have used the product, leading to a more transparent and helpful review system.
· Valuable Feedback: Genuine reviews provide businesses with valuable insights into what customers like or dislike about a product. By monitoring reviews and removing irrelevant or fake ones, businesses can focus on actionable, constructive feedback to improve product quality and customer satisfaction.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Review Collection and Aggregation Module
· Review Filtering and Categorization Module
· Review Authenticity Detection Module
· Review Moderation and Flagging Module


Review Collection and Aggregation Module
· Purpose: Collect reviews from multiple platforms and centralize them in one location for monitoring and analysis.
· Key Features:
· Integrates with various online marketplaces (e.g., Amazon, eBay, Walmart) and review platforms (e.g., Google Reviews, Trustpilot).
· Aggregates reviews into a single database for easy analysis.
· Allows businesses to track new reviews in real-time across multiple channels.

Review Filtering and Categorization Module
· Purpose: Organize and categorize reviews based on certain criteria, making it easier to manage and identify potentially fake or problematic reviews.
· Key Features:
· Sentiment Analysis: Categorizes reviews as positive, negative, or neutral using natural language processing (NLP).
· Tagging System: Categorizes reviews by product features (e.g., quality, usability) or customer experience (e.g., shipping, customer service).
· Reviewer Behavior Analysis: Identifies frequent reviewers or reviewers with unusual behavior, which might indicate fake reviews.

Review Authenticity Detection Module
· Purpose: Detect fake reviews, including both positive (fake praise) and negative (false criticism) ones.
· Key Features:
· Pattern Recognition: Uses machine learning algorithms to detect suspicious patterns such as similar wording, duplicate reviews, or reviews from accounts that have no history of purchasing.
· IP and Account Analysis: Identifies reviews from the same IP address or suspicious accounts, potentially indicating fraudulent activity.
· Language Analysis: Detects unusual language or inconsistencies in tone that may signal fake reviews, such as overly generic praise or vague criticism.

Review Moderation and Flagging Module
· Purpose: Flag reviews that violate platform guidelines or seem suspicious, triggering manual or automatic review removal.
· Key Features:
· Automated Flagging: Automatically flags reviews that meet certain criteria for review (e.g., suspicious account activity, overuse of marketing language, or repetitive wording).
· Manual Review: Provides a user interface for human moderators to review flagged content and decide whether to remove it.
· Escalation Protocol: Reviews that cannot be flagged automatically may be escalated for further analysis by a human moderator or a more advanced AI system.
CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION
· By the usage of this proposed system the people will receive valuable goods from a trustworthy websites. Thus in this project a review is identified to be a fake one through the following steps: 1.Same IP address and Same user 2.Same IP address and Different user.
·  These details are tracked using their user login credentials. We have designed in such a way that if the admin comes to identify the fake reviews multiple times from the same IP address then the admin can move that IP address into the blocked IP database. 
· This may help the admin to save time. As a future work some additional features can be added into the existing system. In our proposed system the admin can remove the fake reviews from the website only when they login to the website and come across the view review page. 
· In future, we can make the admin to receive a notification about the fake reviews as they were posted on to the websites as to not wait until they view the review page. Also we can test the performance of the proposed system by installing it across various shopping portal. 
· We can get some inputs from the customers through survey or some sort of data collection techniques to make it as a user friendly one. 

