face recognition based voting using Ai

                                                   ABSTRACT
· A smart voting system using face recognition is a technique to overcome the traditional voting and EVM i.e Electronic Voting Machines. The system uses an Androidbased application to cast their votes from anywhere in the world. 
· The face recognition technology increase the accuracy and security of the voting process. The proposed system would work as follows: voters should install the Android-based voting software and register themselves with their personal details and facial images. 
· On the day of the election, voters should log in to the Android-based voting software and use their registered facial images for verification. Once verified, the voter can cast his vote. The proposed system uses facial recognition technology to reduce the fraud votes. 
· The system also eliminates the manual verification of voters, it decreases the risk of human error and increasing the speed of the voting process.



CHAPTER-1
INTRODUCTION
· The democracy of any nation lies in VOTE the people cast to elect their leaders. But this system despite high security is still suffering from various issues mainly during verification process and the man power requirement during that process is large. 
· There are chances of intervention of political parties and human errors in this process but yet there are no best solutions to overcome this problem. 
· If this problem is not overcome then it might lead the nation into wrong hands.The security and manpower requirement during the verification process can be overcome by the method used in this paper 
· Throughout the history different methods and techniques of voting have been adopted. The design parameters of voting system should be chosen in such a way that all concerned parties acting as candidates as well as votersthatare polling the votes must be satisfied with the announcement of results after elections have be conducted.
· Environment of voting and conducting elections basically depends upon the cultural values as well as political policies.[1] Election is the act of party casting votes to elect on individual for some type of position, election may involve a public or private vote depending on the position most position in the local, state, and federal governments are voting on in some type of election .in paper based on election.
·  Voters cast their votes by simply depositing their ballots in sealed boxes distributed across the electoral circuits around a given country, when the election period ends, all these boxes are opened and votes are counted manually in presence of the certified officials.
·  The person at the booth should show his Finger. This Finger print reader reads the details from the tag. This information is passed to the controlling unit for the verification; the controller reads DATA from the reader and compares this data with the already existing data.


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM
· India once used hand-counted paper ballots for elections. Elections are being conducted using electronic voting machines (EVMs). Two units are used in its design.
·  Control unit and ballot unit are what they are. A cable connects each of these components. The polling officer or presiding officer will continue to have control of the EVM. Voters can still cast their ballots within the voting compartment using the balloting apparatus that is still there. 
· The device will show a blue button and a list of candidates' names or symbols. A button that the voter can press to express their selection is located next to the candidate's name. 
· To overcome it’s disadvantages ,voting through face recognition is introduced. Several algorithms were used to recognize faces.

2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Surveillance: Implementing face recognition technology often requires continuous surveillance, which raises concerns about data privacy. People may feel uncomfortable knowing their facial data is being captured and stored.
· Discrimination: AI-based facial recognition systems have been shown to have biases, particularly in recognizing people of certain races, genders, or ethnicities. This can lead to inaccurate results, with certain groups being misidentified or excluded from voting.
· Physical Limitations: Face recognition systems might have difficulty identifying certain individuals, such as those with facial deformities, heavy facial coverings (e.g., masks), or those whose appearance has changed over time.
· Consent: Individuals may not have given explicit consent for their facial data to be used in a voting system, leading to ethical concerns about the collection and use of such sensitive information.

2.2. PROPOSED SYSTEM

· This project aims to build an app based voting system using face recognition. Initially data about the users will be stored in the database. If he is a new user he has to register his data. These details will get store in database. 
· If the user is already registered then, it will directly go to Voter login page. In user login page the user should login by using username and password. After entering the voter-id, face image will be captured.
·  Captured face image will be compared with the database, if the face recognized matches, it will move to voting page. In voting page there will be candidate’s details in which user can vote any one candidate. Then the vote is stored.
·  The user gets logged out automatically. For facial recognition, we've used the FaceNet algorithm. To find features in a facial image, a deep neural network called FaceNet is used. The input is a picture.
·  The result is a vector of 128 numbers that represent the key facial traits. This vector is called an embedding because it includes all the crucial information from an image.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Prevents Voter Fraud: Face recognition technology can help ensure that only eligible voters are able to vote by verifying their identity before they cast their vote. This helps prevent impersonation or multiple votes from the same person.
· No Need for Physical Documentation: Voters do not need to carry physical voter IDs or other forms of documentation, which makes the process more streamlined and convenient, especially in areas with limited access to such resources.
· Faster Voting Process: Face recognition allows for rapid identity verification, significantly reducing the time spent verifying a voter’s credentials, making the voting process more efficient.
· Accurate Data Management: By using biometric data, face recognition systems can help maintain accurate voter rolls, reducing the likelihood of issues related to manual data entry, such as typos or outdated information.




2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Face Detection Module
· Face Recognition Module
· Pre-Processing and Image Enhancement Module
· Voter Database Management Module


Face Detection Module
· Function: The face detection module is responsible for identifying and locating a face within an image or video stream.
· Technology: It uses computer vision algorithms to detect the presence of a face. This can include methods like Haar cascades, Histogram of Oriented Gradients (HOG), or more advanced deep learning techniques such as Convolutional Neural Networks (CNNs).
· Role in Voting: This module ensures that only faces in the correct position and orientation are processed for recognition.

Face Recognition Module
· Function: This module identifies the individual by comparing the detected face against a database of pre-registered facial data.
· Technology: This involves advanced AI models, such as deep learning-based convolutional neural networks (CNNs) or transfer learning, that can learn facial features and map them to unique biometric data.
· Role in Voting: It matches the captured face to the voter’s previously registered facial data (usually stored securely in a database). It returns a confidence score indicating whether the match is valid or not.


Pre-Processing and Image Enhancement Module
· Function: Before face detection and recognition, this module enhances the quality of images or video frames by addressing issues like lighting, resolution, and noise.
· Technology: Techniques like histogram equalization, image sharpening, and noise reduction are applied. Deep learning-based enhancement methods can also improve image quality in challenging conditions.
· Role in Voting: Ensures that even if the voter is in less-than-ideal conditions (e.g., poor lighting or angle), the system still produces a recognizable and usable face for accurate identification.

Voter Database Management Module
· Function: This module manages the database that stores voter facial data and other relevant information such as voter ID and registration status.
· Technology: It uses secure database systems, encryption techniques, and potentially distributed ledger technologies like blockchain to ensure the integrity and privacy of the stored facial data.
· Role in Voting: It stores and updates the facial templates of registered voters. This data is used to verify the identity of individuals during the voting process.



CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION
· Smart Voting is a very good alternative voting system which can be introduced in India. Nowadays increasing the overall voting rate has become a major issue. The existing methods for voting involves lot of human work and also security. 
· The Deep Learning techniques and OpenCV based Face Net Algorithm are used to recognize person’s face and check whether voter is valid or not. In this smart voting system through face recognition project , the user who wants to vote has to login using user-id and password. In the next step person’s face image will be detected.
·  Next face verification is done by comparing the image with existing images in database. This is done to check whether a user is valid or not. If the user is valid then user will be logged in to the portal.
·  Then after successful login ,user can vote to any candidate of his choice. After submitting the vote user will be logged out automatically. Thus fake votes can also be avoided.

