Online Recruitment Fraud (ORF) Detection Using Deep Learning Approaches
ABSTRACT
· Most companies nowadays are using digital platforms for the recruitment of new employees to make the hiring process easier. The rapid increase in the use of online platforms for job posting has resulted in fraudulent advertising. The scammers are making money through fraudulent job postings. 
· Online recruitment fraud has emerged as an important issue in cybercrime. Therefore, it is necessary to detect fake job postings to get rid of online job scams.
·  In recent studies, traditional machine learning and deep learning algorithms have been implemented to detect fake job postings; this research aims to use two transformer-based deep learning models, i.E., Bidirectional encoder representations from transformers (BERT) and robustly optimized bert-pretraining approach (roberta) to detect fake job postings precisely. 
· In this research, a novel dataset of fake job postings is proposed, formed by the combination of job postings from three different sources.
·  Existing benchmark datasets are outdated and limited due to knowledge of specific job postings, which limits the existing models’ capability in detecting fraudulent jobs. Hence, we extend it with the latest job postings.
· Exploratory data analysis (eda) highlights the class imbalance problem in detecting fake jobs, which tends the model to act aggressively toward the minority class. 
· Responding to overcome this problem, the work at hand implements ten top-performing synthetic minority oversampling technique (smote) variants. The models’ performances balanced by each SMOTE variant are analyzed and compared. All implemented approaches are performed competitively. However, BERT+SMOBD SMOTE achieved the highest balanced accuracy and recall of about 90%.



CHAPTER-1
INTRODUCTION
· these days’ recruitments are mainly done online through online portals such as naukri.com [1], monster.com [2]. organizations put their job advertisement with desired skills required on these portals. job seekers or candidates put their resumes and skill details on these portals.
· now, companies can scan the profiles of desired candidates and contact the candidates as well as candidates can also apply to the job profiles in which they are interested. after first screening, companies contact the shortlisted candidates for further processing and recruit the suitable candidates. online recruitment is beneficial for both candidates as well as the companies. 
· in dec 2016, naukri.com had a database of about 49.5 million registered users, 11000 resumes were getting added daily [8]. this shows the impact that these online job portals have on users. the online recruitment is beneficial for both recruiter as well as candidates. however, in the recent years scammers have started this online recruitment industry which has given a new type of fraud, 
· I.E., Online recruitment fraud (orf). In orf spammers give lucrative job offers to the candidates and steal their money and private information. 
· Orf not only harms the users but it is also problematic for the companies. As, it damages the reputation of companies and leaves a negative impact in the mind of job seekers about the given company. 
· Detection of fraud job offers from a legitimate set of job is a technically challenging problem. The main challenge the class imbalance problem as the number of fraud jobs are relatively less as compared to the legitimate jobs. This makes learning the features of fraud jobs for automated prediction a challenging task. 


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Employment scam is one of the serious issues in recent times addressed in the domain of online recruitment frauds (ORF).
·  In recent days, many companies prefer to post their vacancies online so that these can be accessed easily and timely by the job-seekers. However, this intention may be one type of scam by the fraud people because they offer employment to job-seekers in terms of taking money from them. 
· Fraudulent job advertisements can be posted against a reputed company for violating their credibility. These fraudulent job post detection draws a good attention for obtaining an automated tool for identifying fake jobs and reporting them to people for avoiding application for such jobs. For this purpose, machine learning approach is applied which employs several classification algorithms for recognizing fake posts.


2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· High computational cost: deep learning models, especially those used for complex fraud detection, require significant computational resources for training and inference. This can lead to high operational costs in terms of hardware, energy consumption, and time, especially for real-time detection.
· Data privacy and security concerns: fraud detection systems often require access to large datasets containing sensitive user information, such as personal details, job history, and communication logs. Ensuring privacy and compliance with data protection regulations (e.G., GDPR, CCPA) can be challenging and requires additional safeguards.
· Imbalanced data: fraudulent activities are typically much less common than legitimate activities, leading to imbalanced datasets. Deep learning models may struggle with this class imbalance, often resulting in poor performance in detecting the minority fraudulent class without specialized techniques (e.G., Oversampling, class weights).
· Model interpretability and transparency: deep learning models are often considered "black boxes," meaning that it can be difficult to interpret or explain their decision-making process. This lack of transparency is a major disadvantage when trying to understand why a particular recruitment attempt is flagged as fraudulent, especially in critical or legal contexts.


2.2. PROPOSED SYSTEM

· The target of this study is to detect whether a job post is fraudulent or not. Identifying and eliminating these fake job advertisements will help the job seekers to concentrate on legitimate job posts only. In this context, a dataset from kaggle is employed that provides information regarding a job that may or may not be suspicious.
·  A. Implementation of classifiers in this framework classifiers are trained using appropriate parameters. For maximizing the performance of these models, default parameters may not be sufficient enough. Adjustment of these parameters enhances the reliability of this model which may be regarded as the optimised one for identifying as well as isolating the fake job posts from the job seekers. 
· B. Performance evaluation metrics while evaluating performance skill of a model, it is necessary to employ some metrics to justify the evaluation. 
· For this purpose, following metrics are taken into consideration in order to identify the best relevant problem-solving approach. Accuracy is a metric that identifies the ratio of true predictions over the total number of instances considered.
·  However, the accuracy may not be enough metric for evaluating model‘s performance since it does not consider wrong predicted cases if a fake post is treated as a true one, it creates a significant problem. Hence, it is necessary to consider false positive and false negative cases that compensate to misclassification.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Improved accuracy: machine learning algorithms can be trained on large datasets to detect patterns and identify features that are indicative of fake job postings. This can lead to more accurate and reliable predictions, reducing the number of false positives and false negatives. 
· Efficiency: machine learning models can process large volumes of data much more quickly and efficiently than manual review by human moderators, reducing the time required to review job postings and improving the overall efficiency of the job posting process. 
· Adaptability: machine learning models can adapt to new fraud techniques and patterns as they emerge, making them more effective at identifying and preventing fake job postings. 
· Consistency: machine learning algorithms can provide consistent results across all job postings, eliminating the potential for subjectivity and inconsistencies that can arise with human moderators. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Data collection and integration
· Data preprocessing
· Fraudulent activity labeling
· Model development

Data collection and integration
· Input data sources: collect and integrate data from various sources such as job applicants' profiles, resumes, job postings, user interactions, emails, social media activities, and any other relevant data.
· Data aggregation: data from multiple platforms (job boards, company websites, social media, etc.) Is combined into a unified format to create a dataset for training and evaluation.


Data preprocessing
· Data cleaning: raw data often contains inconsistencies, errors, missing values, or duplicates. Preprocessing involves removing or correcting these issues.
· Feature extraction: identifying and extracting relevant features (e.G., Applicant's past job history, education, contact information, communication patterns) that are useful for detecting fraud.
· Text preprocessing: for textual data like resumes, job descriptions, and communication, natural language processing (nlp) techniques like tokenization, lemmatization, and vectorization (e.G., Using TF-IDF, word2vec, or BERT embeddings) are used.
   Fraudulent activity labelling
· Labeling data: for supervised learning, labeled data is required, where past fraud cases are labeled as "fraud" and legitimate ones as "non-fraud." These labels may be manually created by domain experts or inferred through heuristics and rule-based systems.
· Handling imbalanced data: fraudulent activities are usually much less frequent than legitimate ones, so techniques like oversampling the minority class (fraud), undersampling the majority class (non-fraud), or using synthetic data generation (smote) are applied to balance the dataset.

Model development
· Model selection: choosing an appropriate deep learning architecture for fraud detection, such as:
· Convolutional neural networks (cnns): used for detecting patterns in data, such as spatial information in profile images or job postings.
· Recurrent neural networks (rnns): suitable for analyzing sequential data, such as applicant activity logs or email communication threads.
· Long short-term memory networks (lstms): a type of rnn designed to handle long sequences, which can be useful in detecting fraud in time-series data or communication sequences.
· Feedforward neural networks (fnns): a simple architecture for tabular data, useful for detecting fraud based on structured applicant information.



CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION
· Online recruitment is an easy and efficient way to recruit good candidates for an organization. However, it has given rise to a new type of fraud in cyber world, i.E., Orf. The ORF is a big problem in the cyber world. In ORF cyber criminals steal personal information and money of innocent candidates by giving them lucrative job offers.
·  Orf is an important but is has not received much attention from the research community. In this work, we proposed an ensemble-based model orfdetector for ORF detection. The proposed model is found to be effective and give average f1-score and accuracy of 94% and 95.4, respectively.
·  Additionally, it increases the specificity by 8% as compared to the baseline classifiers. In future, we plan to extend the work presented in this paper to several novel and interesting future directions. First, we will work on identifying more feature to differentiate fraud and legitimate jobs to improve our current feature set. Second, we will evaluate the proposed model on more datasets to test the generalizability of the propose model. 

