Dynamic Searchable Symmetric Encryption With Strong Security and Robustness
ABSTRACT
· Dynamic Searchable Symmetric Encryption (DSSE) is a prospective technique in the field of cloud storage for secure search over encrypted data. A DSSE client can issue update queries to an honest-but-curious server for adding or deleting his ciphertexts to or from the server and delegate keyword search over those ciphertexts to the server. 
· Numerous investigations focus on achieving strong security, like forwardand-Type-I−-backward security, to reduce the information leakage of DSSE to the server as much as possible. However, the existing DSSE with such strong security cannot keep search correctness and stable security (or robustness, in short) if irrational queries are issued by the client, like duplicate add or delete queries and the delete queries for removing non-existed entries, to the server unintentionally. 
· Hence, this work proposes two new DSSE schemes, named SR-DSSEa and SR-DSSEb , respectively. Both two schemes achieve forwardand-Type-I−-backward security while keeping robustness when irrational queries are issued. In terms of performance, SR-DSSEa has more efficient communication costs and roundtrips than SR-DSSEb . 




CHAPTER-1
INTRODUCTION

· With the advent of cloud computing, a number of cloud service providers have arisen to provide a digital storage on their own infrastructure. �e basic approach for protecting the con�dentiality of data stored in the untrusted cloud storage is to encrypt data using general symmetric encryption. 
· While this approach provides strong security protection, semantic security precludes any ability to perform useful operations on encrypted data except decryption. It thereby induces ine�ciency to provide functionality and is therefore inadequate for storage systems that handle large amounts of data. 
· As a partial but practical solution to this problem, the notion of searchable symmetric encryption (SSE) which provides a practical search function on encrypted data, was introduced [30]. SSE enables a client to perform e�cient keyword searches on the encrypted documents while preserving the privacy of both the database and the queries. 
· A common tool to speed up the search process is an index which is a pre-built data structure made from documents, and there are two high-level approaches to designing an index for reasonably e�cient and secure SSE schemes [3]. One is the forward index, which makes keyword lists per document, and it naturally requires search time proportional to the number of documents. �
·  other is the inverted index, which maintains lists of document identi�ers per keyword and so it achieves sublinear search time O(nw ), where nw is the number of documents containing the keyword w in the database. Because the e�ciency of search query processing is generally the most important factor in determining availability of SSE schemes, the inverted index has been preferred



CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM
· Searchable Symmetric Encryption. Database encryption is a key enabler for secure storage-as-a-service, wherein clients can securely outsource the storage and processing of large databases to (potentially untrusted) third party servers. Searchable symmetric encryption (SSE) [1]–[4] is a special subclass of database encryption that aims to efficiently support search queries over symmetrically encrypted databases. 
· The core functionality enabled by SSE is the following: given an encrypted document collection in which each document is tagged with keywords, find the set of all documents tagged with a given keyword .
·  In this paper, we focus primarily on SSE for static document collections. This has historically received the most attention.


2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

· Search Efficiency: DSSE schemes often require complex cryptographic operations (e.g., keyword-based encryption, index management), which can introduce significant performance overhead. This may result in slower query times compared to traditional search methods that don’t involve encryption.
· Complex Queries: Handling complex queries (like multi-keyword searches or negation queries) can be challenging. More advanced DSSE schemes may support these, but they often come with higher computational and storage costs.
· Pattern Disclosure: Even though the data is encrypted, DSSE schemes may leak some information about the access patterns of the data, such as which documents or records are being queried. This can be exploited by adversaries through side-channel attacks to infer sensitive information.
· Dynamic Updates: Some DSSE schemes support dynamic updates (e.g., adding, deleting, or modifying encrypted documents), which is important for real-world applications. However, ensuring secure updates while maintaining efficient search and indexing can add complexity and overhead.



2.2. PROPOSED SYSTEM
· Although sub-linear search time is one of main requirements for practical SSE schemes, scalability guaranteeing e�cient update (addition and deletion) of documents is also a required property of SSE schemes. 
· But the static SSE schemes [1, 8, 9, 11, 13], which only consider a �xed number of document/keyword pairs, can provide scalability by either re-indexing the entire documents or making use of generic and relatively expensive techniques [13]. 
· To remedy this problem, dynamic variants of SSE (DSSE) schemes [7, 23, 24, 27, 28, 31, 32] have been proposed. With tradeo�s between security and practicality, almost all of the practical SSE schemes leak information about documents. 
· Recent research on the real-world impact of these leakage [6, 22, 33], however, shows that even small leakage can be used to break the privacy of search queries. In particular, the �le-injection a�acks proposed by Zhang et al. 
· Although sub-linear search time is one of main requirements for practical SSE schemes, scalability guaranteeing e�cient update (addition and deletion) of documents is also a required property of SSE schemes. 
· But the static SSE schemes [1, 8, 9, 11, 13], which only consider a �xed number of document/keyword pairs, can provide scalability by either re-indexing the entire documents or making use of generic and relatively expensive techniques [13]. 
· To remedy this problem, dynamic variants of SSE (DSSE) schemes [7, 23, 24, 27, 28, 31, 32] have been proposed. With tradeo�s between security and practicality, almost all of the practical SSE schemes leak information about documents. 
· Recent research on the real-world impact of these leakage [6, 22, 33], however, shows that even small leakage can be used to break the privacy of search queries. In particular, the �le-injection a�acks proposed by Zhang et al. 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Data Confidentiality: DSSE ensures that the data remains encrypted at all times, meaning sensitive information is protected from unauthorized access. Even if an adversary gains access to the storage system or the encrypted data, they cannot read the contents without the decryption key.
· Dynamic Data Handling: Unlike traditional searchable encryption schemes that only support static datasets (where data cannot be added, deleted, or updated), DSSE allows for the dynamic updating of encrypted data. Users can add, modify, or delete data securely without the need to re-encrypt the entire dataset. 
· Search Without Decryption: DSSE allows for the search of encrypted data without the need for decryption. This means that sensitive data can remain protected while still being accessible for legitimate search operations, such as keyword searches.
· Query Privacy: In some DSSE schemes, the queries themselves are encrypted, meaning that attackers cannot learn anything about the queries being performed (e.g., search terms or patterns).




2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Encryption and Decryption Module
· Index Construction and Management Module
· Search and Query Module
· Access Control and Privacy Protection Module

Encryption and Decryption Module

· Symmetric Encryption: The encryption module utilizes a symmetric encryption scheme, such as AES (Advanced Encryption Standard), where the same secret key is used to encrypt and decrypt the data. This ensures that the data remains confidential and protected against unauthorized access.
· Secure Key Management: The encryption and decryption operations depend on securely managed keys. A robust key management module ensures that encryption keys are protected and distributed securely, preventing key exposure or compromise.


Index Construction and Management Module

· Dynamic Index Construction: This module is responsible for creating and updating indexes that support the efficient search of encrypted data. The index enables searching over encrypted content without needing to decrypt it entirely. It can be based on keywords, terms, or other search tokens.
· Dynamic Updates: DSSE schemes support dynamic updates, such as adding, deleting, or modifying data. This module ensures that the search index remains consistent and accurate even after such updates, without compromising security.


Search and Query Module
· Trapdoor Generation: In DSSE, users generate a trapdoor (a token) for the search query they wish to perform. This module generates the trapdoor using the search keyword(s) and the secret encryption key. The trapdoor is used to match the encrypted data without revealing the content of the query.
· Search Operation: Once the trapdoor is created, it is sent to the server (where the encrypted data is stored). The server uses the trapdoor to match encrypted data against the search index. This process allows the system to return the relevant encrypted data without exposing the plaintext or query details.


Access Control and Privacy Protection Module
· Access Control Mechanisms: This module ensures that only authorized users can perform searches and access encrypted data. It can implement role-based access control (RBAC) or attribute-based encryption to enforce strict access controls over who can search or decrypt specific data.
· Query Privacy: It protects the privacy of search queries by making sure that attackers cannot learn any sensitive information about the queries. Techniques like query obfuscation or padding are sometimes used to prevent query pattern leakage.




CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION
· Our attacks on end-to-end SSE schemes built from volume-hiding EMMs in the natural way highlight the threats posed by system-wide leakage and the need to revisit existing security definitions that ignore such leakage.
·  Note that many SSE constructions were designed prior to the proposal of volume-hiding EMMs; in their original form, these constructions effectively used EMMs that themselves leak the exact access-pattern.
·  In this case, the leakage from the encrypted search index subsumes the leakage from encrypted document retrieval and so the latter leakage can be ignored in security analysis (see [2], [4] for relevant discussions).
·  However, this approach to analysis is no longer valid when such access pattern-revealing EMMs are replaced by volume-hiding EMMs. In this case, the leakage arising from encrypted document retrieval is no longer covered by security definitions that focus purely on the encrypted search index. 

