A Blockchain Oracle Interoperability Technique for Permissioned Blockchain
ABSTRACT
· Blockchain interoperability has become an essential requirement for the advancement of blockchain technology in numerous fields. Enterprise organizations are increasingly utilizing permissioned blockchains to manage and store their organizations’ data and transactions in a private immutable ledger. 
· Interoperability enables permissioned blockchain platforms to communicate and exchange information which is paramount for fully exploiting permissioned blockchains as facilitators for B2B applications. Additionally, the cross-network invocation of smart contracts under agreed conditions enhances business operations.
·  Blockchain oracles can enable permissioned blockchain interoperability and cross-network transactions in a seamless and private manner. However, they have not been studied in the literature as interoperability techniques between permission blockchains. This study proposes a blockchain oracle interoperability technique designed specifically for permissioned blockchain platforms. 
· We presented the architecture of the blockchain oracle interoperability technique and a prototypical implementation to demonstrate the practicality of the proposed technique. In addition, we obtained cross-network transaction latency measurements and analyzed the results. 

CHAPTER-1
INTRODUCTION
· Design patterns are best practices for known problems in a specific context, and several design patterns have been specified on different domains (e.g. object oriented programming and software architecture). Blockchain domain is not the exception, and some patterns have been specified [1], [2]. 
· Blockchain interoperability is a recent research area, as blockchains are silos of information that cannot interoperate with each other or other software systems [3], [4]. It is a challenge for a blockchain to communicate with another software system or accept data [5]. 
· In recent years, the academic and industry community has proposed several solutions to deal with this challenge [4]. 
· An observer can note that these solutions share some similarities with each other, and some of them may be identified as common practices to recurrent problems (i.e. patterns). However, to the best of our knowledge, no design patterns or best practices have been proposed to help software architects build these types of solution. 
· Taking into account all this, this work poses the following research question: What patterns can be identified from existing blockchain interoperability solutions? To answer this question, we analysed 35 blockchain interoperability solutions and identified six patterns. 
· Each pattern was specified following the Alexandrian template [6] and qualitative methods were used to evaluate them. Semi-structured
· interviews were conducted to five blockchain experts to evaluate clarity, completeness and utility of the patterns. The results show that there exist patterns in blockchain interoperability solutions. 
· All interviewees identified two patterns or more and all patterns were identified by at least one interviewee. The results also show that the patterns had different levels of confidence related to clarity, completeness, and utility. 
· For example, one pattern (i.e. Light Client) was not clear enough and not understood by most of the interviewees. All interviewees considered the patterns to be a good contribution, but could be improved and suggested some improvements to be more complete.



CHAPTER 2
2. SYSTEM ANALYSIS
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· They can also invoke other Smart contracts or transfer digital assets from one user to another. Smart contracts can only use its local data as they follow the closed-world assumption of blockchain computation.
·  In case they require data from external systems, they need to use Oracles to import these data. Oracles are a trusted third party that may have many forms. 
· Oracles can be normal users that submit external data to the Smart Contract sor they can be specialised software that invoke the Smart Contracts to provide these data. Chainlink1 is an example of an Oracle.

2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Dependency on Oracle Providers: In a permissioned blockchain, oracles may come from centralized sources or trusted entities. This creates a centralization risk, as the integrity of the smart contract is dependent on a single point of failure. If the oracle is compromised or provides incorrect data, it could undermine the trust in the entire blockchain system.
· Data Integrity Issues: Since oracles pull data from external sources, any discrepancy in how data is collected, processed, or transmitted to the blockchain could lead to inaccuracies in the contract execution. This could lead to disputes or financial losses.
· Vendor Lock-in: Since oracles in permissioned blockchains are often tied to specific vendors or solutions, there could be a risk of becoming reliant on a specific oracle provider, limiting flexibility and the ability to switch to better or more secure alternatives in the future.
· Loss of Confidentiality in Permissioned Blockchains: Even though permissioned blockchains are designed for enterprise-level use with higher privacy control, interacting with oracles might expose more information than necessary, potentially violating confidentiality agreements or privacy requirements.



2.2. PROPOSED SYSTEM
· The system introduces a modular architecture composed of several key components, including the Oracle Data Source Module for retrieving off-chain data from trusted external sources, and the Data Validation and Aggregation Module for ensuring the integrity and consistency of the data before it enters the blockchain ecosystem. 
· The Oracle Gateway Module facilitates communication between the permissioned blockchain and external oracles, converting and standardizing data to meet blockchain requirements.
·  A critical component of the system is the Smart Contract Interface Module, which allows external data to trigger contract execution and influence decision-making within the blockchain network.
· To ensure data privacy and security, the Data Privacy and Security Module employs encryption, digital signatures, and privacy-preserving technologies like zero-knowledge proofs (ZKPs) to protect sensitive information during transmission



2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Wide Range of Data Sources: With interoperability between multiple oracles, permissioned blockchains can source data from diverse providers, enhancing the variety and reliability of the data available to the blockchain network.
· Increased Decision-Making Capability: Oracles facilitate smarter, more adaptive contract execution, where decisions can be made based on dynamic conditions. This increases the scope and functionality of permissioned blockchains, making them more responsive to real-world changes.
· Oracle Aggregation for Data Consensus: When multiple oracles are used to source the same data, the results can be cross-checked, and a consensus can be reached. This reduces the risk of manipulation or errors from any single oracle and builds more confidence in the data’s accuracy.
· Redundancy and Reliability: By integrating multiple oracles that source data from different platforms, businesses can achieve redundancy, improving the availability and reliability of external data feeds to the blockchain.


2.3 FEASIBILITY STUDY

The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005







2.5 MODULE DESCRIPTION
· Oracle Data Source Module
· Data Validation and Aggregation Module
· Oracle Gateway/Interface Module
· Smart Contract Interface Module


Oracle Data Source Module
· Description: This module is responsible for fetching data from external sources. It connects the permissioned blockchain to various data providers, which could include APIs, third-party databases, IoT devices, or other blockchain networks. These data sources can provide information such as weather conditions, financial data, or event-triggered information.
· Key Components:
· Data providers (APIs, external servers, IoT networks).
· Data retrieval mechanisms (HTTP requests, WebSocket connections, etc.).
· Protocol adapters (for handling different data formats or communication protocols).

Data Validation and Aggregation Module
· Description: Once data is retrieved by the Oracle Data Source Module, it needs to be validated for integrity and accuracy. This module ensures that the data is authentic, consistent, and free from tampering. It can also aggregate data from multiple sources to create more reliable and accurate inputs for the blockchain.
· Key Components:
· Validation Rules: Define criteria for validating the data (e.g., checksums, signatures, timestamps).
· Consensus Mechanism: If multiple oracles provide data, the module may implement a consensus algorithm to aggregate the results and select the most accurate or reliable data.

Oracle Gateway/Interface Module
· Description: This module acts as a bridge between the permissioned blockchain and the external oracles. It ensures that the data from the oracles is translated into a format that the blockchain can understand and integrate into its smart contracts. The module handles the communication between the blockchain and the oracle infrastructure.
· Key Components:
· Protocol Conversion: Converts data between the blockchain’s internal format and the oracle’s external data format.
· Communication Layer: Implements the communication protocol (such as REST, gRPC, or others) that enables interaction between oracles and the blockchain.

Smart Contract Interface Module
· Description: This module defines how the oracle data interacts with the blockchain’s smart contracts. It manages the logic for incorporating external data into contract execution. It includes predefined interfaces that specify how oracles will trigger smart contract functions based on off-chain events or data.
· Key Components:
· Oracle Callbacks: Functions within smart contracts that are invoked when the oracle returns data.
· Event Listeners: Listens for events from the oracle and triggers the appropriate smart contract execution.


CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
· This study identified six blockchain interoperability patterns by observing 35 blockchain interoperability solutions. These patterns were specified using the Alexandrian template and evaluated using qualitative methods. Semi-structured interviews were conducted with five blockchain experts to evaluate their comprehension, completeness, and utility.
·  As a result, it was possible to partially answer the proposed research question What patterns can be identified from existing blockchain interoperability solutions? All interviewees identified two or more patterns, and all patterns were identified by at least one interviewee. 
· This result led us to confirm that a small sample of the software industry identified the patterns. Furthermore, the results showed different levels of confidence. Some patterns (i.e. API Gateway and Temporal transfer patterns) were clearly identified by the sample population, while other patterns (i.e. Relayer and Aggregator patterns) were likely identified. 
· A pattern (i.e. Light Client) was not clear enough and could not be understood by most of the sample population. This remark highlights the robustness of the evaluation method in detecting patterns that do not meet the expected clarity to be understood by the sample population. 
· Finally, the sample considered that the proposed patterns may help blockchain developers speed up their development in their first blockchain interoperability experience.
· Future work includes improving the patterns through suggestions from the interviewees. In addition, use quantitative methods to evaluate quantitative characteristics of the patterns. Finally, the development of guidelines to help software architects design interoperability solutions based on these patterns.

