

DATA LEAKAGE DETECTION USING CYBER SECURITY
ABSTRACT

The concept of sharing of personal health data over cloud storage in a healthcare-cyber physical system has become popular in recent times as it improves access quality. The privacy of health data can only be preserved by keeping it in an encrypted form, but it affects usability and flexibility in terms of effective search. Attribute-based searchable encryption (ABSE) has proven its worth by providing fine-grained searching capabilities in the shared cloud storage. However, it is not practical to apply this scheme to the devices with limited resources and storage capacity because a typical ABSE involves serious computations. In a healthcare cloud-based cyber-physical system (CCPS), the data is often collected by resource-constraint devices; therefore, here also, we cannot directly apply ABSE schemes. In the proposed work, the inherent computational cost of the ABSE scheme is managed by executing the computationally intensive tasks of a typical ABSE scheme on the blockchain network. Thus, it makes the proposed scheme suitable for online storage and retrieval of personal health data in a typical CCPS. With the assistance of blockchain technology, the proposed scheme offers two main benefits. First, it is free from a trusted authority, which makes it genuinely decentralized and free from a single point of failure. Second, it is computationally efficient because the computational load is now distributed among the consensus nodes in the blockchain network. Specifically, the task of initializing the system, which is considered the most computationally intensive, and the task of partial search token generation, which is considered as the most frequent operation, is now the responsibility of the consensus nodes. This eliminates the need of the trusted authority and reduces the burden of data users, respectively. Further, in comparison to existing decentralized fine-grained searchable encryption schemes, the proposed scheme has achieved a significant reduction in storage and computational cost for the secret key associated with users. It has been verified both theoretically and practically in the performance analysis section.
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CHAPTER 1
1.1  INTRODUCTION

CYBER-PHYSICAL systems (CPS) tightly intertwine software and physical components that can have applications in nearly any field we can think of, including healthcare, energy conservation, environment protection, defense, agriculture and many more. CPS tirelessly produce huge silos of data, and to ensure scalability and efficient storage, large companies like Microsoft and Honeywell, etc., are moving towards cloud-based solutions. Cloud-based CPS (CCPS) improves existing CPS functionalities, but at the same time, presents security challenges.

The data related to healthcare and defense may contain sensitive information. Therefore, in CCPS, in addition to applying security policies at the physical level, there is a need to ensure security at the cyber level, i.e., the cloud component. The cloud-based CPS for healthcare offers many benefits like monitoring and controlling patient’s health by deploying sensors and actuators in the form of wearable devices. These devices keep track of the essential vitals and may even alert associated medical practitioners in case of critical situations. The data involved in the entire process of monitoring and alerting is highly sensitive, whether it is the location of the patient or the vitals stored by these devices. Therefore, a need for a security mechanism is as essential as providing healthcare services to the patients. Further, the data involved in the continuous monitoring may be massive, and the devices which gather this data are resource constrained. Hence the data is generally stored at a third party cloud server. For this purpose, an obvious solution is to encrypt sensitive data first and then store it to an untrustworthy cloud platform. Encryption indeed ensures security but severely debilitates the accessibility of data. It makes even the most basic operation of searching, a highly challenging task. The searchable encryption (SE) technique is the answer to this problem.

SE enables the cloud server to search confidential data without revealing any information about the data being searched. Further, in the cloud environment, users from multiple domains interact; therefore, access control must be embedded to enable fine-grained searching functionalities. All the stated features in the encryption scheme including search capability and access control fulfills our requirement for cloud-based CPS for healthcare. However, these features come with an inherent cost, and cannot be directly applied for the resource-constraint devices. There is a need of a mechanism to reduce this cost, and this is the key goal of this paper. To enable fine-grained searching capabilities, we have used attribute-based encryption (ABE) and specifically its ciphertext-policy (CP) variant as it makes it possible for the data owners to implement access rule over the encrypted data. Also, the data owner has full control over his shared data which is the essential requirement in any healthcare system. To reduce the associated cost with the ciphertext-policy ABSE scheme, we have leveraged the blockchain technology, where most of the computational load of the ABSE scheme is delegated to the blockchain network.
1.2 OBJECTIVES

it is computationally efficient because the computational load is now distributed among the consensus nodes in the blockchain network. Specifically, the task of initializing the system, which is considered the most computationally intensive, and the task of partial search token generation, which is considered as the most frequent operation, is now the responsibility of the consensus nodes. This eliminates the need of the trusted authority and reduces the burden of data users, respectively. Further, in comparison to existing decentralized fine-grained searchable encryption schemes, the proposed scheme has achieved a significant reduction in storage and computational cost for the secret key associated with users. It has been verified both theoretically and practically in the performance analysis section
 Problem Formulation
The ABSE scheme provides fine-grained search capabilities to its users but it comes with an inherent computational overhead. In a typical ABSE scheme the associated storage and the computational cost varies linearly with the number of attributes possessed by a user. In a healthcare CCPS, the devices participating in the network are resource constraint. Thus it is not feasible to directly apply the ABSE schemes to access the encrypted information.

Given the above problem, we aim to construct a keyword search scheme with fine-grained search capabilities that can handle a large number of diverse attributes. Furthermore, it should be lightweight enough to be able to be deployed at devices with resource constraints.

 Proposed Hypotheses
The proposed hypotheses state that the computational complexity of the existing state-of-the art fine-grained searchable encryption schemes is high and also varies with the number of attributes involved in the system. To use such security solutions for devices with limited resources, there is a need to develop a delegation mechanism which can reduce the computational burden from the entities involved in the system. The proposed scheme aims to reduce the associated cost of a fine-grained searchable encryption scheme with the assistance of blockchain technology.

Proposed Solution
To address the above-stated problem, in our view, there can be two possible solutions. First, is to make the associated cost independent of the number of attributes. It has already been the focus of many works, like . Second, resource-constraint devices should not execute computationally intensive tasks involved in a typical ABSE scheme by themselves and leverage other technology like blockchain technology, which can improve both flexibility and reduce system overhead.

With blockchain technology, the proposed scheme can attain the following characteristic features:

Decentralization: 

It is the key property of blockchain technology, which means that there is no central control, i.e., there exists no single authority responsible for governing the system. The searchable encryption system developed using the blockchain technology inherits this fundamental property and hence results in a fully decentralized system.

Reduction in computation overhead: 
In the blockchain-assisted searchable encryption system, the task of system initialization is not the responsibility of a single entity. However, it is handled together by blockchain consensus nodes. Furthermore, the task of search token generation is assisted by consensus nodes to reduce the burden from end-users.

Improves system reliability and free from a single point of failure:
 In the blockchain-assisted searchable encryption system, there is no need for a central authority, and no master secret key is needed to generate user credentials. Hence, this makes the system more reliable in case one or more nodes fails or becomes malicious.

The remaining of this article is organized as follows: Section II discusses related works. In Section III, the reader is enlightened with the essential background required to understand the construction of the proposed scheme. Further, it presents an introduction to the blockchain and other retrospective techniques which forms the basis of the paper. Section IV gives the system and security definitions and explains the system and security model of the proposed scheme. Section V provides detailed construction of the proposed scheme along with its correctness and security analysis. Section VI finally concludes the paper with possible directions for future work.
 Related Work
   ABSE enables fine-grained searching capabilities in a multi-user environment. Several attribute-based searchable schemes have been developed using either of the two design frameworks (ciphertext-policy or key-policy). Moreover, in the area of healthcare, there exist some attribute-based keyword search schemes. However, most of them need a central authority for management and distribution of secret keys to the cloud users. Consider a scenario where a data owner wants to share his data with a large number of users who possess attributes from different domains. Then the single authority cannot efficiently manage such a large and diverse set of attributes alone. Such a scenario is prevalent in the healthcare system, e.g., in healthcare networks, a data owner, i.e., a patient may want to share his data with users like a researcher, or a doctor or some insurance agent. All of these users belong to an entirely different domain; hence, there is a need for a multi-authority system where each authority is responsible for the management of a disjoint set of attributes from different domains. One such multi-authority searchable encryption scheme was recently proposed by Miao et al. . They achieved decentralization by eliminating the central authority. However, the schemes mentioned above, including the one in comes with tremendous computational complexity inherited from the underlying ABE scheme. To reduce this computational overhead and to achieve decentralization at the same time, the authors leveraged the blockchain technology. They delegated most of the computationally intensive tasks either to the blockchain network or to the cloud server. In the proposed scheme, the system initialization and partial search token generation tasks are handled by the blockchain network, while the cloud server handles the search task. Thus, the users can stay relaxed and get their task completed by the smart blockchain technology. There exist several scenarios in literature where blockchain technology has been used . In  the searchable encryption scheme has been developed by leveraging blockchain technology, but it focuses on the searchable encryption in the symmetric setting. In  a searchable encryption scheme has been proposed with the assistance of blockchain technology in the public-key setting, but they did not consider the fine-grained searching capabilities into account.
Background

This section gives the necessary information about the bilinear map, hardness assumptions on which the proposed scheme relies, and the structure of the access policy used in the proposed scheme. The consortium blockchain (CB) platform extends the concept of private blockchain where the entire network is managed by a group of organizations instead of a single organization like in a private blockchain platform [14], [17], [18]. A CB platform represents the fine line between public and private blockchain platforms. It adds flexibility in rules to be more like public blockchain. The visibility of the blockchain may be limited only to validators, authorized usersor is visible to everyone, thereby combining the features of both the public and private blockchain platforms. The most noticeable difference between both public and private blockchain platforms is observed during the consensus. Unlike the open system in public blockchain or a completely closed system in a private blockchain, in consortium blockchain, a group of equally powered nodes participate in consensus. The typical structure of the blocks and how these blocks are connected in any blockchain platform is shown below in Fig. 1. Blockchain, as the name suggests itself that it is a chain of blocks, and this chain is formed and secured with the application of cryptography. Blockchain can also be defined as a sequence of records which is analogous to traditional ledgers with an additional property of immutability. Hence, it is often called an immutable ledger. Now, depending upon the requirement and application area, the responsibility of managing and updating this ledger is given either to everyone in the blockchain network (public blockchain platform, e.g., the Bitcoin network [19]), or to one particular organization (private blockchain platform, e.g., Hyperledger), or to a selected set of users from different organizations with equal power (consortium blockchain platform, e.g., Quorum). In cloud-based healthcare CPS, the public blockchain platform does not seem suitable because the public blockchain allows access to everyone on the system and the data involved in the healthcare CPS may contain sensitive information which is not for the public use. The private blockchain platform also does not fit in the considered scenario because it is too restrictive, and there is still control by one single authority who can manipulate the data for their benefit. Therefore, the option that is suited well for the present scenario is the consortium blockchain where different entities associated with the healthcare CPS makes a consortium and pre-decides the nodes that will participate in the consensus. By leveraging the benefits of consortium blockchain in healthcare-CCPS, one can impose control as well as can enjoy the decided degree of freedom. The architecture of the consortium blockchain used in the proposed scheme is shown in Fig. 2. The consortium blockchain for healthcare CPS may involve entities like hospitals, research institutions, various state and central health departments managed by the health ministry, and the insurance and pharmaceutical industries, etc. These organizations pre-select some of the nodes as the consensus nodes as per their governance policy. These designated nodes are the one which participate in managing and updating the distributed ledger. In contrast, the other nodes can generate or contribute data. If the number of the consensus nodes is increased, then it results in a more secure and fault-tolerant system. Because now more nodes must agree to reach consensus. Further, the system becomes more scalable in terms of the number of transactions processed. Because in the consortium blockchain consensus nodes are the ones who can contribute a new block in the blockchain. The consensus protocol also requires less computational power because the consensus nodes are chosen by the organizations with a high trust level. Thus, as the number of consensus node increases, there will be an increase in the number of new blocks, and as a result, more transactions will be included for processing. Lastly, as we increase the number of consensus nodes, the degree of decentralization also increases, which results in a more robust system. Role of CB in the proposed scheme: 1) System Setup: The consensus nodes initialize the system and generate the global public parameters by using Shamir’s secret sharing scheme. 2) User Registration and Generation of Partial Search Token: Any user can register themselves to CB by storing their public key corresponding to their unique global identity. It is also responsible for managing and generating the searchtoken when some user wants to retrieve encrypted information from the cloud, he/she can reach the CB to generate the partial search token corresponding to the attributes possessed by the user. 3) Free From Keeping the Master Secret: In the CB assisted proposed scheme, there is no single entity that manages the system. Hence, it is free from keeping master secret unlike the existing schemes
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Blockchain Technology
The hacking of over a billion Yahoo accounts [3], the Equifax data breach [4], and increased ransomware attacks [5] are just a few of many reported cyber attack incidents in recent years. As a matter of fact, over one million cyber threats are released every day and by 2020, over 200 million IoT devices [6] will need security. Some industry experts anticipate this number to reach 29 billion in the next couple of years. Blockchain, a distributed system to manage transactions, which uses consensus among network participants to build trust, is being considered as a viable alternative to protect against cyber-attacks. Such distributed systems have many advantages as compared to centralized systems, which fail to scale as the number of connected devices increases. In [7], authors outlined how a chain of cryptographically secured blocks can be used to preserve and protect the integrity of past information [7]. The idea of proof-of-work was established in 1993 as a countermeasure to the proliferation of spam and other system abuses. Later in 2008, a white-paper [8] was released which established the foundation of bitcoin, a cryptocurrency based on the concept of blockchain. This triggered new research in this emerging topic that achieved significant milestones, such as the adoption of smart contracts based ethereum [9], application in the financial industry, and mention in the Harvard Business Review as a basic and fundamental innovation for financial industries. Today, there is a robust and fast-growing ecosystem encompassing blockchain, and an increased number of applications are migrating towards a decentralized approach for securing transactions. blockchain was originally developed for cyber-only applications, over time, applications that combine both cyber and physical aspects are also benefiting from this concept.

Blockchain Explanation

A blockchain is an immutable distributed database to which new time-stamped transactions can be appended and grouped into a hash-chain of blocks [10]. The underlying blockchain protocol defines how multiple copies of such blocks can be constructed and maintained in a distributed fashion. A key aspect of this protocol is deciding how a network of participants, known as miners, can establish consensus on the current state of the blockchain. This algorithm assumes that, in any given time epoch, only a fraction of the miners could turn malicious or faulty. There are different types of blockchain architectures (i.e. public, private, permissioned, and permission-less). A public blockchain is one that allows anyone to join. They are usually permission-less where all the users have equal rights. A private blockchain is a closed blockchain where privacy is important. Here, every participating node is pre-selected and vetted. They are permissioned and the users do not have equal rights in the network. One of the first, and still popular, permission-less blockchain protocol is bitcoin [8]. Every 10 minutes, on average, it selects a new miner in an unbiased fashion who then gets the right to commit or append a new block to the blockchain. The key question to be determined is who adds the next chain of transactions and how is it added. There are two prevailing strategies for the same, namely Proof of Work (PoW) and Proof of Stake (PoS). In simple terms, consider a situation where P1 wants to pay P2. P1 first announces its intent and then provides authenticity by signing the transaction using a cryptographic key. The Network operators, or miners, validate the authenticity of the digital signatures and availability of assets. Once these tasks are complete, the new transactions are added to the blockchain. Each block contains a unique code called a hash, which also contains the hash of the previous blocks in the chain, and is used to connect the blocks together in a specific order. Any miner has to perform a set of computations to establish their credibility as a leader. These computations solve a puzzle to map arbitrary size data to a fixed size. In any network, a leader can be chosen in one of these two ways. In Proof of Work (PoW), many miners try to solve the puzzle and the one that finishes first, broadcasts to the group proof that the work is done. Other miners then validate that the work done is correct. Once everyone confirms this, they select that particular miner as the leader. This approach is computationally expensive because many miners are trying to solve the puzzle simultaneously, until one of them succeeds. The typical top level view of blockchain is shown in Figure 1. Here, once the transaction is requested, a data structure for keeping the set of transactions is distributed to all nodes in the network. All the nodes perform the block verification process before adding anything to the blockchain structure. Once the nodes do the block verification, they receive reward for the proof of work. Likewise, each new node joining the distributed system of blockchain gets a full copy of the blockchain. When another block is made, it is sent to every node inside the blockchain framework. At that point, every node confirms the block and checks whether the data expressed there is right. If everything is correct, the block is added to the local blockchain in every node. The second method of doing this is called PoS. In this method, a leader, who has the highest amount of stake in the network, is selected. The amount of stake in the network is determined by the number of coins that the miner owns. This is based on the theory that the miner with a lot of stake in the network is most likely, to be honest. The rest of the network then implicitly accepts this leader by attaching its block to the leaders’ block. This maintains the longevity of consensus in bitcoin. The protocol also defines a reward mechanism as PoW involves significant computation, which also leads to one of the significant shortcomings related to scalability and transaction throughput. Figure 2 shows the illustration of transaction records of blockchain. 
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The primary purpose of the block is to maintain a list of verified transactions using a cryptographic hash function. The hash function is efficient because of the following properties:

 • It generates an output of fixed length irrespective of the length of the input.

 • It is deterministic which means that it generates the same output for a given input.

 • It is irreversible which means that getting the same input from the output is not possible.

 • Any slight perturbations to the original input generate new output.

 • The hash computations are fast with minimal overhead.

 The blocks in the blockchain are linked to the very first genesis block and are verified by the hashes. All the blocks are connected through the relationships of all their hashes, which means each block contains the previous hash, and these get further hashed in the next block. Any changes to the hash cause the chain to be broken because the original hash is still attached to the next block in the chain. Recalculating the original hash to restore the chain requires an enormous amount of computing power. In addition, nonce is added so that the miners can play with the data to produce a hash which outputs three leading zeroes, as shown in Figure 3. Once the miners have found a nonce that results in their block’s hash being below the difficulty threshold, the block is finally considered valid, and it can be broadcast to the network with that miner taking a reward for their effort.

A possible attack scenario in such a chain is that an attacker can alter the contents of the database and creates another chain of records by producing another set of transaction records. However, the action of changing anything in the chain has a domino effect, thereby invalidating all the blocks that follow. If a transaction on the chain is altered by a hacker, it invalidates the entire block, thereby requiring the network miners to repeat the task of finding a nonce that yields a hash value below the target difficulty. This makes the blockchain as the most revolutionary technology that is not only efficient but also the most secure among all the other state of art technologies. Public blockchain architectures, such as bitcoin and ethereum, are open source and are permission-less. These types of blockchain architectures allow anyone to download the code, demonstrate proof of work, and earn the right to validate the transactions in the network. This type of architecture is open and transparent. Private blockchain architecture on the other hand, examples of which are R3 and EWF , operate under the leadership. It is a type of semi-distributed architecture with permissioned read and/or write authority. This type of architecture is faster and has pre-approved participants with known identities.

Understanding Blockchain Using Financial Transaction as An Example
Normally, whenever two people want to transfer money among each other, they require a centralized authority, such as a bank, to manage the transactions entered in the bank logs, managed as a database. In other words, to establish trust between two people who typically know each other, we depend on an external third party, such as a bank. In order to avoid this, the concept of blockchain came into the picture. Consider, a situation, wherein there are ten individuals who do not want to use a bank to record the exchange of currency amongst themselves. They mutually agree to have constant access to each other’s accounts, without knowing the other’s identity. To start with, everyone has an empty folder. As time progresses, each of these 10 individuals will add transactions to their folder and a historical record of these transactions is maintained on a ledger. Let us suppose that person number 2 wants to send $10 to person number 9. To make the transaction, everyone checks whether person number 2 has sufficient balance to transfer $10 to person number 9. If she does, everyone makes a note of the transaction on their blank page. Transactions keep happening within the network and everyone keeps writing them down until their pages get filled. When this happens, everyone puts the page away in their folders, bring out a new page and start the whole process over again. The magic of blockchain lies when the page has to be put away in the folder. The deal is that when the page goes in the folder, everyone’s version of the page must look the same and it must not be modified ever in the future. To accomplish this, everyone needs to seal the contents of the page, which is accomplished by using the hash function, as described earlier. In this case, the hash function outputs a number with three leading zeros and it does so by trying various inputs. Thus, to seal a page containing a list oftransactions, we need to figure out a number, which when appended to the list of transactions and fed to the machine, gives a code that starts with three leading zeros.
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This step is done when there is no more room on the page to add new transactions. A sealing number for the page is calculated by everyone in the network. The network participant who figures this out first announces the sealing number to other members of the network. Once this event happens, all the other network participants verify that the hash number announced is valid. If it is, then the participant is chosen as a miner and everyone else seals their page with this same number and places it in their folder. In addition, every page in the blockchain depends on its previous page. If a hacker tries to modify a historical page, then the contents and sealing number of all subsequent pages would have to be modified in order to keep the chain consistent. This process of adjusting several pages and calculating new sealing numbers is time-consuming and provides a strong deterrent to doing so. Figure 5 shows if the hacker tries to modify the content the chain is shorter than the original chain. This is on the because from the page the untrustworthy person attempts to cheat, he would make another chain in the system, however that chain be unable to make up for becoming the legit chain—simply in light of the fact that one person’s speed can’t beat combined speed of other people in the network, hence guaranteeing that the longest chain in a network is the honest chain. In addition, other members of the network are quickly alerted about a potential threat from one of the members in case this happens.
Benefits of Blockchain
Blockchain has several advantages, such as it is one of the most secure ways of recording and authorizing information stored on the network. It is also a transparent storage mechanism whereanyone on the network can verify the authenticity of the information. Furthermore, the data that is stored on the network cannot be changed without incurring huge overheads, which makes it secure and efficient. Blockchain transactions typically contain a peer-based proof, either of validity or authorization, instead of relying on a centralized application as an enforcer of constraints. It is a type of replicated and shared that is synchronized across members of the network. It records the transactions, such as the exchange of assets or data, among the participants in the network. It acts as a consensus mechanism ensuring that nodes that independently verify and process transactions stay in sync. Since transactions propagate between nodes in a peer-to-peer fashion, blockchain uses a public-private cryptography scheme, such as Elliptic Curve Digital Signature Algorithm (ECDSA) , to digitally sign each transaction. However, it is computationally expensive to generate and verify these signatures. Additionally, due to the lack of sufficient randomness during the signature process, a hacker can recover the user’s private keys, thereby making the scheme more prone to attacks, especially since it is done by all the peers .

 • In a distributed database, arriving at consensus among network members is a computationally intensive effort. Additionally, it also involves significant back-and-forth communication, depending on the consensus mechanism used. The consensus mechanism has 51% vulnerability, which means a single miner with more than 50% of the total hashing power can unilaterally launch an attack. This is practically impossible when the network size is large. Such attacks are less likely in a centralized database, even though they also have to contend with conflicting and aborted transactions.

 • Whereas there is some level of redundancy in a centralized database, it is far less as compared to a blockchain which must process every transaction by every node independently to achieve better security and transparency
Blockchain Applications for Cyber-Physical Systems (CPS)
With the growth in acceptance of computers over the past few decades, records have mostly migrated from being physical paper documents to digitized versions, created and managed on a computer. This is one of the many cyber applications, the ones enabled by computers. While such records are created and stored on computers, it still involves a human being entering the information. Financial transactions, health records, insurance records are some of the many examples in this category. So, one can say that humans were still the primary source of data collection in these applications. Over the past few years, fueled by the emergence of IoT and driven by the proliferation of sensing technology, sensors are now replacing humans as the primary source of data collection in many systems. Such systems, called CPS, combine physical processes, software, and communication to provide an integrated system with abstractions, design, and analysis capabilities. The technology spans research across multiple disciplines, having core components, such as embedded systems, real time communication, computer, networking, and physical systems dynamics. The use of blockchain for making a financial transaction has been well researched and documented. Advances in this technology have helped in sending money directly to the authorized people without including centralized authorities. Application of blockchain as smart contracts minimizes the possibility of delays, suppression, or any other outside influence. It applies comprehensive financial security, monitors the terms of the contract and is unbreakable. It also makes it easier to track and monitor digital identities using blockchain. The usage of blockchain as a cheap notary system has been described in [15], thereby avoiding different types of scams by creating unique certificates which would be easy to verify. In similar lines, a recent review of blockchain in education is given in [16]. This paper mainly focuses on an emerging application of blockchain for cyber-only systems, namely health records and four representative applications of CPS, namely implantable medical devices, industrial control systems, smart grid systems, and connected cars
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Blockchain Applications in Healthcare
Blockchain is now being used for record management in applications, such as public health and medical research based on personal patient data. Evaluation metrics based on feasibility, intended capability, and compliance can be used to assess blockchain based decentralized applications in the are of health care [17]. The underlying benefit of blockchain, critical for health data, is that it is impossible to change or delete a record without leaving a digital trace of the attempt to do so. Many countries, such as Estonia, are using blockchain to secure the health and clinical trial records by linking access to data with permission settings. Blockchain also offers security through transparency, which enables the scanning of barcode-tagged drugs and helps them enter into secure digital blocks whenever they change hands, thereby reducing the chances of counterfeiting. This can be further secured by allowing only authorized parties at the far end of the supply chain to access the real time records. There are a diverse set of applications where blockchain can be utilized, namely data sharing, access control, health records, managing an audit trail, and supply chain [18]. Active scientific work being done in some of these areas is surveyed next
Healthcare Record Management.

The management of the integrity of the healthcare records and clinical preliminaries is pivotal. From the time instance when a medical record is created and marked, administrators are required to maintain evidence that the same has not been modified illegally, thereby maintaining the sanctityof the record. The field of healthcare record management deals with interoperability, information exchange, and analytics. Healthcare interoperability, as defined in [19], can either be institution driven or patient driven. The shift towards the latter brings with it various difficulties related to patient consent governance, security, protection, and patient commitment. Many scientific papers have been published showing how blockchain can facilitate the administration of digital access rules related to information aggregation, information availability, and liquidity, as presented in [20]. Furthermore, it also helps with the understanding of patient attribute and it’s immutable nature. Scientific work on how a patient could safely collaborate with numerous stakeholders, recognize themselves over every entity and aggregate the health information using an abnormal structure in a persistent form is presented in [21,22]. A study of how interoperability is addressed among healthcare blockchain applications can be found in [23]. The MedRec [24] model gives a proof-of-framework, which enables standards of decentralization and blockchain designs to anchor and inter-operate across medical record systems. It uses the ethereum smart contracts to organize the framework and generates a log, which oversees medical records while giving patients the ability to survey complete records, audit care records, and share information. In this work, an inventive method for coordinating with suppliers’ current framework, organizing open APIs and system structure transparency, has also been presented. A method adapted to handle big personal health data using a tree-based approach is presented in [25]. To provide protection to cloud-hosted records, an initiative using blockchain technology is presented in [26]. BlockHIE [27] is another blockchain based platform for healthcare data which combines off-chain storage and on-chain verification to provide privacy and authentication to records. An architectural design, presented in [28], uses blockchain to facilitate healthcare data sharing in a private and audit-ready manner. It also handles permission-based healthcare data access using blockchain. Furthermore, a centralized source of trust in favor of network consensus and prediction of consensus of proof of structural and semantic interoperability is presented in [29,30]. Finally, in the area of healthcare analytics, a blockchain-based application for storing and managing the database of patients and doctors during surgery is stated in [31]. A framework, based on artificial systems, computational experiments, and parallel execution using blockchain technology, which brings in the benefits of a parallel healthcare system, is proposed in [32]. A proposal to manage health data at the individual and institution level using private blockchain solution
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Smart systems allow persistent remote patient monitoring, thereby making it a prominent health-care technology [34–36], thereby making healthcare information as a valuable source of medical intelligence [37–39]. In the previous section, we looked at research centered around the management of medical information. In this section, we will study recent advances in the sharing of healthcare information which has the potential to significantly benefit the quality of healthcare data. According to statistics, the United States spends a bigger rate of the gross domestic products and more per capita on medical care (a record $2.5 trillion (17.3%) in 2009 spending around $8050 per individual) [40]. National well-being consumption is anticipated to grow at a normal rate of 6.3% every year through 2019, thereby achieving 19.6% of GDP by 2019 [40]. By the end of the year 2019, the market share for medical devices is expected to reach $186 billion, thereby making it one of the biggest markets in this space [40]. U.S. exports in medical devices, as recognized by the Department of Commerce (DOC), surpassed $44 billion in 2015 [41]; largely fueled by major innovation happening in more than 6500 medical device companies in the United StatesA case study of blockchain and IoT powered healthcare is presented in [42]. An amalgamation of blockchain and IoT in healthcare can be used for collecting and processing data in real time and providing secure access and data exchange between care providers. Using a private blockchain based on the ethereum protocol, authors in [45] have used an ethereum-based private blockchain protocol, to create a smart contract, where the sensors communicate with smart devices. Such contracts manage records of all events on the blockchain to support real-time patient monitoring and medical interventions. MeDShare [43] is another trust-less system to share medical data using cloud service providers via blockchain. It has been shown to achieve data provenance and auditing while sharing medical data with diverse set of entities. Authors in [25] have designed a decentralized, permissioned blockchain for user-centric health data sharing. It has been designed to protect privacy using channel formation scheme and enhance identity management using the membership service in mobile healthcare applications
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A medical cyber–physical system (MCPS) is a unique cyber–physical system (CPS), which combines embedded software control devices, networking capabilities, and complex physiological dynamics of patients in the modern medical field. In the process of communication, device, and information system interaction of MCPS, medical cyber–physical data are generated digitally, stored electronically, and accessed remotely by medical staff or patients. With the advent of the era of medical big data, a large amount of medical cyber–physical data is collected, and its sharing provides great value for diagnosis, pathological analysis, epidemic tracking, pharmaceutical, insurance, and so on. This overview will present MCPS’s architectures and frameworks from different perspectives, modeling and verification methods, identification and sign sensing technologies, key communications’ technologies, data storage and analysis technologies, monitoring systems, data security and privacy protection technologies, and key research perspectives and directions. We can have a comprehensive understanding of the important characteristics and technical route of MCPS, and grasp its research status and progress. MEDICAL cyber–physical systems (MCPSs) are a kind of cyber–physical systems (CPS) that are applied in the modern medical area and play an important role in the prevention and detection of COVID-19. Each MCPS has its embedded systems of control equipment and independent network systems [1]. The basic framework of MCPS includes the cyber 
