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ABSTRACT

Electric Power Systems (EPSs) are among the most critical infrastructures of any society, since they significantly impact other infrastructures. Recently, there has been a trend toward implementing modern technologies, such as Industrial Internet of Things (IIoT), in EPSs to enhance their real-time monitoring, control, situational awareness, and intelligence. This movement, however, has exposed EPSs to various cyber intrusions that originate from the IIoT ecosystem. Statistics show that 38% of reported attacks have been against power and water infrastructure, and so far at least 91% of power utilities have experienced a cyberattack. The cyber-security problem is even more severe for IIoT applications in EPSs due to the vulnerabilities and resource limitations of such applications. Thus, based on the above statistics, it is necessary to investigate the vulnerabilities of IIoT-based applications in EPSs, identify probable attacks and their consequences, and develop intrusion prevention and detection approaches to secure IIoT systems. On this basis, this paper first elaborates on the applications of IIoT-based systems in EPSs, and evaluates their security challenges. Afterwards, it comprehensively reviews various cyber-attacks against IIoT-assisted EPSs, with a particular focus on attack entry points and adversarial methods. Finally, efforts to prevent cyber-intrusions against IIoT systems in EPSs are explained, and different attack detection techniques are discussed. 
INDEX TERMS   Cyber-attacks, cyber-security, electric power systems, industrial internet of things, intrusion detection systems.
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CHAPTER 1

1.1  INTRODUCTION

The concept of Internet of Things (IoT), which was intro19 duced by Kevin Ashton in 1999, aims to connect anything  at anytime in anyplace . IoT is a novel paradigm shift in  Information Technology (IT), in which billions of physical  objects are connected to the internet and can share real-time data without needing human interference. Additionally, inno vations affected by IoT, such as sophisticated automation and  manufacturing technologies, exchange and administration of information, and smart and automatic processes and systems  are becoming increasingly popular for businesses and organi zations . By 2020, IoT connected 12.4 billion things, and it  is predicted that this number grows to 26.4 billion by 202The most important differences between conventional and  IoT-based networks, in terms of their security, are as follows:  • The first and foremost distinction between traditional  and IoT networks is related to the resourcefulness of end devices . IoT networks often includes embedded devices, such as Radio-Frequency Identification (RFID)  and sensor nodes, with resource constraints. They are often equipped with little memory, low computational power, little disc space, and minimal power consumption. Thus, IoT systems require lightweight safeguards  to balance security with available resources . How- ever, the conventional networks consist of a variety of  computers, servers, and devices. Thus, sophisticated and multi-factor security methods may support conventional  networks without considering any resource limitations.• In terms of security architecture, conventional networksuse a combination of firewalls, Intrusion DetectionSystems (IDSs), Intrusion Prevention Systems (IPSs),  and static network perimeter protection to secure the  network. Additionally, end devices are protected by host-based security techniques, such as anti-virus and  security/software patches. In contrast, host-based secu rity strategies cannot be applied to IoT devices with  resource restrictions . In fact, IoT devices have  numerous vulnerabilities, and the conventional defense  methods are not able to protect these devices.  • The majority of IoT devices are connected to the net work or gateway devices through slow and less-secure connections, such as 802.15.4, 802.11a/b/g/n/p, Long Range Radio (LoRa), ZigBee, NB-IoT, and SigFox.  As a result, IoT devices are susceptible to data leakage and other privacy concerns. For the conventional net works, however, end devices interact over secure and  more rapid wired/wireless channels, such as fibre optics, DSL/ADSL, WiFi, 4G and LTE  • Conventional-network devices utilize almost the same 66 operating system and data format. However, there are  diverse data contents and formats in IoT networks, due to the application-specific capabilities of devices and the  absence of an operating system. Due to this diversity, development of a default security protocol that suits all sorts of IoT systems and devices is yet challenging  Recently, IoT protocols and technology have been incor porated into industrial processes as well to address their ever increasing complexity, and make them robust against service  disruptions . Industrial IoT (IIoT) is a term coined to  describe the integration of intelligent electronics into manu facturing processes throughout a product’s life cycle . The  IIoT, which provides industrial systems with connectivity and 79 intelligence via sensing devices and actuators with ubiquitous  networking and computing capabilities, is a key component  of future industrial systems. For a faultless system, IIoT not only connects machines, but also has a human interface unit.  It is expected that IIoT takes over the routine tasks of quality control, assembly, and administration in the near future The advantages of IIoT, however, have been achieved at  the expense of exposing industrial processes to cyber-attacks,  since the increased number of interconnected networks 88 and devices provide cyber-attackers with more number ofaccess points. For this reason, IIoT providers have prior90 itized cyber-security as a top concern for IIoT adoption . Given that IIoT is a natural transition from IoT,  it inherits some of the IoT’s security problems. Additionally, IIoT applications have some other security needs that are  unique when compared to IoT applications. These unique concerns mostly stem from the absence of human interactions and autonomous machine/device activities in IIoT applica tions. Major differences between IIoT and IoT can be cate98 gorized as follows:  • Market focus: IoT covers a variety of sectors, such as 100 enterprises, healthcare, and the public sector. Thus, it tends to  concentrate more on universal applications. In contrast, IIoT  systems are focused on a smaller market, as they are onlyapplied to industrial settings, such as power plants, oil and  gas refineries, and manufacturing facilities .  • Objectives: IoT is usually deployed to improve pro- 1ductivity, health, and safety. IIoT, however, is usually less  user-centric and concentrates more on increasing security  and efficiency. Thus, in contrast to IoT, IIoT is an industrial  process that is not utilized by general consumers in their  individual lives • End devices: IoT and IIoT systems usually use differ- ent devices as they both have different focuses and objec-  tives. IIoT devices are built to provide their users with data  on equipment, and these devices are integrated with the existing equipment, instead of working alone. In contrast,  IoT devices—such as smartphones, smartwatches, and smart thermostats—are often employed in the daily life, and can be used independently  • Risk of failure: The risk of failure in IoT devices is  relatively low as these devices are only applied on a small scale. Typically, IoT devices are not utilized for restorative  practices that pose a threat when they fail. In contrast, failure  of IIoT devices is more hazardous, since IIoT is linked to an  industrial system .  • Development needs: IoT manufacturers aim to develop technologies to suit the user’s daily life. Hence, IoT devel-  opment concentrates more on improving the comfort of its users. In contrast, IIoT development usually emphasizes on creating new devices that efficiently improve the operation  of its consumers .  • Compatibility with legacy systems: IoT devices don’t  have to be compatible with legacy systems. These devices are  not designed with backward compatibility as they often work  independently. In contrast, IIoT devices should be compatible with the legacy systems and equipment in manufacturing  plants, since most IIoT devices assist the legacy systems in  offering digital information and receiving IT system com- mands .  • Environmental requirements: IoT devices are usually  designed to function in normal environments with a standard  temperature and ecological pressure. IIoT devices, however,  are made more durable and reliable, since they are primarily  used in harsher environments, like factories, energy plants,  and oil refineries. Thus, manufacturers of IIoT devices usu-  ally craft their products to tolerate extreme temperatures, humidity, and radio interference to ensure they provide reli-  able services  • Ecosystem architecture: An IoT system consists of a  public cloud, which is manageable by an operator. When an inquiry is received, it is examined and directed through  a particular route that needs proprietary data unavailable  for the inviting entity. Once the cloud-based IoT process ends, the outcomes are conveyed to the user through specific devices, such as smartphones . In contrast, the archi-  tecture of the IIoT network is entirely different. An IIoT  process is completed in a private cloud operated by a service  provider. The data collected through an IIoT network is used  to make an efficient decision, which is transmitted to theIndustrial Control System (ICS) via the organization’s IT  network .
  • Operation safety: For the majority of IoT systems, the  safety of operation is not a concern, as these systems do not usually handle industrialized processes. In IIoT ecosystem,  however, situation is entirely different, since an inappropriate action of the IIoT system can render a process unstable or unsafe, and can endanger people’s lives .
 • Operation reliability: In an IoT system, operation reliability is essential, since people’s decisions entirely depend on  the result of IoT processes. Thus, an IoT system should be capable of identifying and detecting deliberate or incorrect  acts by an approved individual. Additionally, an IoT network should be equipped with measures to detect any data manipulation and cyber-attacks In IIoT systems, this  requirement is even more serious, since IIoT systems are often the components of ICSs in critical infrastructure  Additionally, IIoT devices also need to last for a longer time, since industrial plants and equipment are built for larger time  horizons. Therefore, IIoT devices need to function reliably  for a longer time than typical IoT devices .  
• Communication media: The architecture of an IoT ecosystem should match its communication media and pro tocols. As operations are consumer-oriented, the major ity of IoT ecosystems utilize communication media such as Bluetooth, WI-FI, and cellular networks, as well as  standard IT protocols. As a part of ICSs, an IIoT net work offers wireless and wired communication links among the ICS servers, sensors, and Programmable Logic Con trollers (PLCs) using ICS-oriented protocols. Communica189 tion latency in IIoT ecosystems is an important concern, since  in such systems sensitive information must be shared almost  simultaneously  
• Cyber-security defense: In both IoT and IIoT systems, cyber-risks are of significant concern, since the majority of  endpoint devices in both systems can serve as attack entry  points. As an IoT ecosystem deals with consumer-oriented  end devices, their cyber-security is a fundamental problem,  since this technology comes with cost limitations that prevent deployment of cyber-security measures. For an IIoT ecosystem, cyber-security risks are even higher, although  investment resources for retrofitting and upgrading are easier  to obtain. Thus, extra security measures are essential for IIoT  systems  One of the major applications of IIoT networks is in  EPSs, since these systems are undergoing a revolution to  increase their efficiency, dependability, security, cost effi ciency, resiliency, and sustainability . IIoT systems can  benefit the three main domains of EPSs—i.e., power gen eration, transmission, and distribution—by providing them with real-time feedback, and allowing them to better serve  their consumers via more-advanced monitoring and control  capabilities. Additionally, IIoT systems can facilitate faster  adoption of renewable and sustainable energy solutions by dynamically controlling the demand and synchronizing it  with the supply . Thus, integration of IIoT systems inIndustrial Control System (ICS) via the organization’s IT  network 
 • Operation safety: For the majority of IoT systems, the safety of operation is not a concern, as these systems do not  usually handle industrialized processes. In IIoT ecosystem, however, situation is entirely different, since an inappropriate  action of the IIoT system can render a process unstable or  unsafe, and can endanger people’s lives  • Operation reliability: In an IoT system, operation relia bility is essential, since people’s decisions entirely depend on the result of IoT processes. Thus, an IoT system should be capable of identifying and detecting deliberate or incorrect acts by an approved individual. Additionally, an IoT ne work should be equipped with measures to detect any data  manipulation and cyber-attacks . In IIoT systems, this  requirement is even more serious, since IIoT systems are  often the components of ICSs in critical infrastructure . Additionally, IIoT devices also need to last for a longer time,  since industrial plants and equipment are built for larger time  horizons. Therefore, IIoT devices need to function reliably  for a longer time than typical IoT devices .
  • Communication media: The architecture of an IoT ecosystem should match its communication media and protocols. As operations are consumer-oriented, the major ity of IoT ecosystems utilize communication media such as Bluetooth, WI-FI, and cellular networks, as well as  standard IT protocols. As a part of ICSs, an IIoT net186 work offers wireless and wired communication links among  the ICS servers, sensors, and Programmable Logic Con188 trollers (PLCs) using ICS-oriented protocols. Communica tion latency in IIoT ecosystems is an important concern, since  in such systems sensitive information must be shared almost  simultaneously 
  • Cyber-security defense: In both IoT and IIoT systems,  cyber-risks are of significant concern, since the majority of  endpoint devices in both systems can serve as attack entry  points. As an IoT ecosystem deals with consumer-oriented  end devices, their cyber-security is a fundamental problem, since this technology comes with cost limitations that pre vent deployment of cyber-security measures. For an IIoT  ecosystem, cyber-security risks are even higher, although  investment resources for retrofitting and upgrading are easier to obtain. Thus, extra security measures are essential for IIoT systems  One of the major applications of IIoT networks is in  EPSs, since these systems are undergoing a revolution to  increase their efficiency, dependability, security, cost efficiency, resiliency, and sustainability . IIoT systems can benefit the three main domains of EPSs—i.e., power gen eration, transmission, and distribution—by providing them  with real-time feedback, and allowing them to better serve  their consumers via more-advanced monitoring and control capabilities. Additionally, IIoT systems can facilitate faster  adoption of renewable and sustainable energy solutions by dynamically controlling the demand and synchronizing it  with the supply Thus, integration of IIoT systems inEPSs can bring about potential economic, social, and envi-  ronmental benefits. Cyber-security, however, is a growing challenge for EPSs,  since it directly impacts their reliability and overall cost. Statistics reveals that, so far, (i) 91% of power generating  companies have been the victims of cyber-attacks; (ii) cyber-  attacks against electricity and water suppliers account for 38% of all identified threats; and (iii) 61% of oil and gas  suppliers, which provide power generation companies with  their required fuel, are not able to detect sophisticated cyber- attacks . As these statistics demonstrate, EPSs are highly  vulnerable to cyber attacks, and are attractive targets for  adversaries. On the other hand, integration of IIoT in EPSs  can intensify this problem due to the inherent vulnerabilities  and resource limitations of IIoT systems. Therefore, it is crucial to investigate the cyber-security challenges of IIoT-  based applications in EPSs, and take necessary measures to secure such systems.  The remainder of this paper is organized as follows:  Section II elaborates on integration and applications of IIoT systems in EPSs; Section III explains major IIoT architec-  tures for EPSs; cyber-security challenges and requirements of IIoT-based applications in EPSs are discussed in section IV; Section V reviews cyber-attacks against different layers of IIoT systems in EPSs; security enhancement measures for  IIoT-aided applications are described in section VI; and the paper is concluded in Section VII.


1.2 OBJECTIVES

Thus, based on the above statistics, it is necessary to investigate the vulnerabilities of IIoT-based applications in EPSs, identify probable attacks and their consequences, and develop intrusion prevention and detection approaches to secure IIoT systems. On this basis, this paper first elaborates on the applications of IIoT-based systems in EPSs, and evaluates their security challenges. Afterwards, it comprehensively reviews various cyber-attacks against IIoT-assisted EPSs, with a particular focus on attack entry points and adversarial methods. Finally, efforts to prevent cyber-intrusions against IIoT systems in EPSs are explained, and different attack detection techniques are discussed.






IIoT SYSTEMS IN EPSs
IIoT networks in EPSs use smart devices to collect data from the grid through a cyber layer. This data is then used to operate the grid more efficiently, and to serve the customers better. Thus, connectivity and interoperability are two important features of IIoT networks, which lead to higher standard procedures and services. The following subsections elaborate on major applications of IIoT systems in EPSs

ELECTRIC POWER GENERATION
IIoT systems—which are a combination of cloud-based ana-  lytics, IT, and Operational Technology (OT) technologies can be implemented for different applications in the power  generation process to improve the operator’s situational  awareness using the real-time data coming from power plants.  This enhanced situational awareness can improve the oper-  ation of power plants, facilitate integration of renewable  energy, and enhance the timely/predictive maintenance of  generating units. Some of the applications of IIoT systems  in electric power generation are as follows.

OPTIMIZING FUEL MIX
The first application of IIoT systems is to optimize the fuel  mix of different types of generating units. This task is of high  importance, since there is a wide range of generating units  in a power network, which are becoming increasingly diver-  sified . Thus, integration of IIoT systems in EPSs canmaximize the efficiency of power generation by balancing the  fuel mix. As a result, it is critical that operators have real-time  data about all the assets in the network to analyze the supply  and demand, and their reaction to the energy price On the other hand, energy providers are required to update  and adjust their business models to take advantage of new  IIoT applications’ capabilities . For instance, it is critical  to use the insights gained by big data analytics to balance the fuel mix.



EMISSION MONITORING OF POWER PLANTS
  IIoT-based embedded systems can be used for monitoring  harmful gas emissions from thermal power plants by measur ing the Carbon Monoxide (CO) and Particulate Matter (PM)  concentrations emitted by them . Additionally, IIoT sys2 tems can control the condition of combustion and minimize  the emission of Sulphur Dioxide (SO2) in power plants using  combustion images . In fact, it is critical to monitor the  gases generated by thermal power plants in order to reduce  their negative effects on the environment and diminish their  health threats . Such IIoT-based systems utilize a variety  of sensors to determine the concentration levels of the gases in  the atmosphere, and send the sensed information to the cloud computation center. If the measured data exceeds the emis sion requirements, the operator is notified to take appropriate  actions and minimize hazardous emissions

DIGITIZING POWER MARKETS 
The power market is another important application for IIoT  systems. So far, the volumetric tariffs have been used as a  revenue model in conventional EPSs. In this model, people  are the source of information, skills, and knowledge for the  power market. This invaluable resource becomes inaccessible if current employees retire. In order to preserve the wisdom and expertise of senior employees, digital advance ments must be made. For instance, new income streams must  be developed for future EPSs to accurately evaluate and distribute investment costs and other activities . Addition- ally, small-scale energy resources are not taken into account  for market participation in the national or regional levels.  Furthermore, conventional markets are unable to cope with  renewable energy resources in real-time due to their stochas-  tic nature . Thus, a new IIoT-based information-driven infrastructure is needed to boost the productivity of power  markets by considering new components, such as local energy  generation units


 

CONTROL OF RENEWABLE ENERGY RESOURCES

 It is imperative to increase the penetration level of renewable energy resources in future EPSs. These sources of energy, however, are intermittent in nature, and are highly dependent on environmental factors; for instance, the speed and direc- tion of the wind affect the generation of wind power plants,  and solar irradiation impacts the output power of photovoltaic  cells. To improve the efficiency of such resources and the reliability of the entire grid, IIoT systems can be used to  ensure a constant supply of safe, economical, and reliable  energy. In fact, IIoT systems can use sensor measurements, a cloud computing platform, and enhanced  load and weather models to accurately and efficiently control  renewable energy resources .

DIGITIZING POWER GENERATION
  To intelligently operate EPSs and effectively balance the  demand and supply, it is crucial to collect real-time data from  both transmission and distribution networks. To this aim,  IIoT systems can be implemented, and the required data can  be collected using smart meters, intelligent feeders, Phasor Measurement Units (PMUs), and micro PMUs . This  data can be processed for forecasting the load, estimating the  states of the system, and controlling the EPS in a distributed  manner. For instance, Digital Twin, built by General Electric, is an ensemble of physics-based methods and advanced data analytics that employs IIoT systems to model the present state of every asset in a digital power plant .







POWER TRANSMISSION 

 Existing transmission systems are faced with challenges, such  as slow reaction to outages, high power losses, data theft, and  poor monitoring of transmission lines and other components.  Such challenges can be addressed by implementing IIoT systems for real-time monitoring of transmission networks  As an example, an IIoT-based monitoring platform has  been developed for substations in  and has been pract cally implemented in a petrochemical facility’s local power  substation in Texas, USA . This platform monitors all critical parameters of substations, including voltage,  frequency, power, circuit breaker status, and transformer tem peratures, in steady-state and during transients. In this platform, high-resolution time-stamping and synchronization are  provided using industrial-standard GPS, and high-speed and  reliable data acquisition and processing are achieved using  FPGA-embedded controllers. The controllers are equipped  with predefined event triggering mechanisms with recording  functions. When such events occur, the controller records the information and sends it to a control center through the  IIoT platform. This data can be used to prevent future similar  incidents.  Additionally, IIoT-aided systems have been used to prevent physical damages to transmission towers, e.g., caused  by theft, natural catastrophes, hazardous constructions, and the growth of tree limbs beneath the wires. To monitor and  prevent such damages, IIoT-enabled transmission towers use  various sensors to detect early signs of potential risks, and  prompt an immediate and appropriate action. Anti-theft fas teners, lean sensors, cameras, and vibration sensors are some  components that can be used for this purpose. Every time a risk is detected by these components, a signal is sent to the  control center to make appropriate decisions 





C. POWER DISTRIBUTION
 Similar to transmission systems, distribution networks are  faced with a number of challenges, including power outages,  ineffective demand response, electricity theft, and inefficient  integration of distributed energy resources. These challenges can be addressed by employing IIoT systems in different domains of distribution systems, as discussed below. 

SMART GRIDS
 Smart grids enjoy a bi-directional flow of information  between consumers and suppliers, which can be used for  system optimization and efficient energy distribution In smart grids, IoT/IIoT-related systems can be used for  different purposes in energy generation, smart homes, transportation systems, and smart industry . For example,  consumers’ energy demand patterns can be extracted by  collecting data via an IoT platform. Another application of IIoT-based systems in smart grids istrolling and monitor ing of battery-powered devices, thus distributing the energy more efficiently Additionally, IIoT-enabled loads, storage devices, and  renewable generating units have enabled customers to gen-  erate a part or the entire of their required energy locally, and  even to trade the surplus energy with the network. In this con-  text, intelligent loads share their data—such as their demand,  power consumption, and the time of use—to optimize their  power consumption and cost. Energy storage devices, such  as batteries and electric vehicles, are also used to deal with  uncertainties and the intermittent nature of generating units,  as well as to participate in demand response programs .  Moreover, in an IIoT-enabled smart grid, all assets con-  nected to the grid can interact with each other to ensure that  the distribution of energy is perfectly managed whenever and  wherever it is required. In such a smart grid, the operator is notified before any acute problem occurs, thus an appropriate corrective or preventive action can be taken in advance. For  example, exceeding the demand over the grid’s capacity can  be detected by real-time monitoring of loads and generating 408 units. Thus, the energy consumption of flexible loads can  be rescheduled to a time when demand is expected to be  lower. Additionally, dynamic pricing models can be used to  decrease the consumption or increase the generation during  peak hours .
SMART LOAD MANAGEMENT 
 In general, electric energy consumption can be divided into four categories: residential, commercial, industrial, and trans-  portation. The following discusses how IoT/IIoT can be used to manage the energy consumption in residential and indus-  trial loads.  Residential loads include, but are not limited to, lighting,  appliances, and water heaters, as well as Heating, Ventilation,  and Air Conditioning (HVAC) systems. IoT systems can be used to manage energy consumption of the appliances and  lighting systems. For instance, IoT/IIoT systems can notify customers when their energy consumption exceeds the stan- dard level. Additionally, IoT/IIoT-based home energy man- agement systems can monitor the energy usage to schedule  and run some flexible loads, e.g. some appliances, during low-demand hours. This contributes significantly to the effi- cient use of electrical energy and reducing greenhouse gas emissions . Moreover, given that HVAC energy consump- tion accounts for half of the total energy consumption in most  buildings, IoT/IIoT-based HVAC management systems are critical for managing electric energy and its cost in buildings.  For instance, such systems can determine unoccupied spaces  in buildings, and manage the operation of the HVAC system in these spaces.  Industrial loads can be also managed by using IIoT-based  systems. For instance, by monitoring each component and its consumption, the components that consume more energy than  expected can be detected. Additionally, quality control can be  performed by using an agile and flexible IIoT system that rec-  ognizes failures in real-time. These IIoT systems lead to a bet-  ter management of components, detecting and fixing faults









CHAPTER 2

LITERATURE SURVEY


[1] J. Gubbi, R. Buyya, S. Marusic, and M. Palaniswami, ‘‘Internet of Things (IoT): A vision, architectural elements, and future directions,’’  Future Generat. Comput. Syst., vol. 29, no. 7, pp. 1645–1660, 2013.

Ubiquitous sensing enabled by Wireless Sensor Network (WSN) technologies cuts across many areas of modern day living. This offers the ability to measure, infer and understand environmental indicators, from delicate ecologies and natural resources to urban environments. The proliferation of these devices in a communicating–actuating network creates the Internet of Things (IoT), wherein sensors and actuators blend seamlessly with the environment around us, and the information is shared across platforms in order to develop a common operating picture (COP). Fueled by the recent adaptation of a variety of enabling wireless technologies such as RFID tags and embedded sensor and actuator nodes, the IoT has stepped out of its infancy and is the next revolutionary technology in transforming the Internet into a fully integrated Future Internet. As we move from www (static pages web) to web2 (social networking web) to web3 (ubiquitous computing web), the need for data-on-demand using sophisticated intuitive queries increases significantly. This paper presents a Cloud centric vision for worldwide implementation of Internet of Things. The key enabling technologies and application domains that are likely to drive IoT research in the near future are discussed. A Cloud implementation using Aneka, which is based on interaction of private and public Clouds is presented. We conclude our IoT vision by expanding on the need for convergence of WSN, the Internet and distributed computing directed at technological research communityThe next wave in the era of computing will be outside the realm of the traditional desktop. In the Internet of Things (IoT) paradigm, many of the objects that surround us will be on the network in one form or another. Radio Frequency IDentification (RFID) and sensor network technologies will rise to meet this new challenge, in which information and communication systems are invisibly embedded in the environment around us. This results in the generation of enormous amounts of data which have to be stored, processed and presented in a seamless, efficient, and easily interpretable form. This model will consist of services that are commodities and delivered in a manner similar to traditional commodities. Cloudcomputing can provide the virtual infrastructure for such utility computing which integrates monitoring devices, storage devices, analytics tools, visualization platforms and client delivery. The cost based model that Cloud computing offers will enable end-to-end service provisioning for businesses and users to access applications on demand from anywhere. Smart connectivity with existing networks and context-aware computation using network resources is an indispensable part of IoT. With the growing presence of WiFi and 4G-LTE wireless Internet access, the evolution towards ubiquitous information and communication networks is already evident. However, for the Internet of Things vision to successfully emerge, the computing paradigm will need to go beyond traditional mobile computing scenarios that use smart phones and portables, and evolve into connecting everyday existing objects and embedding intelligence into our environment. For technology to disappear from the consciousness of the user, the Internet of Things demands:  a shared understanding of the situation of its users and their appliances,  software architectures and pervasive communication networks to process and convey the contextual information to where it is relevant, and  the analytics tools in the Internet of Things that aim for autonomous and smart behavior. With these three fundamental grounds in place, smart connectivity and context-aware computation can be accomplished. The term Internet of Things was first coined by Kevin Ashton in 1999 in the context of supply chain management. However, in the past decade, the definition has been more inclusive covering wide range of applications like healthcare, utilities, transport, etc.  Although the definition of ‘Things’ has changed as technology evolved, the main goal of making a computer sense information without the aid of human intervention remains the same. A radical evolution of the current Internet into a Network of interconnected objects that not only harvests information from the environment (sensing) and interacts with the physical world (actuation/command/control), but also uses existing Internet standards to provide services for information transfer, analytics, applications, and communications. Fueled by the prevalence of devices enabled by open wireless technology such as Bluetooth, radio frequency identification (RFID), Wi-Fi, and telephonic data services as well as embedded sensor and actuator nodes, IoT has stepped out of its infancy and is on the verge of transforming the current static Internet into a fully integrated Future Internet . The Internet revolution led to the interconnection between people at an unprecedented scale and pace. The next revolution will be the interconnection between objects to create a smart environment. Only in 2011 did the number of interconnected devices on the planet overtake the actual number of people. Currently there are 9 billion interconnected devices and it is expected to reach 24 billion devices by 2020. According to the GSMA, this amounts to $1.3 trillion revenue opportunities for mobile network operators alone spanning vertical segments such as health, automotive, utilities and consumer electronics. A schematic of the interconnection of objects is depicted in Fig. 1, where the application domains are chosen based on the scale of the impact of the data generated. The users span from individual to national level organizations addressing wide ranging issues. This paper presents the current trends in IoT research propelled by applications and the need for convergence in several interdisciplinary technologies. Specifically, in Section 2, we present the overall IoT vision and the technologies that will achieve it followed by some common definitions in the area along with some trends and taxonomy of IoT in Section 3. We discuss several application domains in IoT with a new approach in defining them in Section 4 and Section 5 provides our Cloud centric IoT vision
The effort by researchers to create a human-to-human interface through technology in the late 1980s resulted in the creation of the ubiquitous computing discipline, whose objective is to embed technology into the background of everyday life. Currently, we are in the post-PC era where smart phones and other handheld devices are changing our environment by making it more interactive as well as informative. Mark Weiser, the forefather of Ubiquitous Computing (ubicomp), defined a smart environment  as ‘‘the physical world that is richly and invisibly interwoven with sensors, actuators, displays, and computational elements, embedded seamlessly in the everyday objects of our lives, and connected through a continuous network’’. The creation of the Internet has marked a foremost milestone towards achieving ubicomp’s vision which enables individual devices to communicate with any other device in the world. Theinter-networking reveals the potential of a seemingly endless amount of distributed computing resources and storage owned by various owners. In contrast to Weiser’s Calm computing approach, Rogers proposes a human centric ubicomp which makes use of human creativity in exploiting the environment and extending their capabilities . He proposes a domain specific ubicomp solution when he says—‘‘In terms of who should benefit, it is useful to think of how ubicomp technologies can be developed not for the Sal’s of the world, but for particular domains that can be set up and customized by an individual firm or organization, such as for agricultural production, environmental restoration or retailing’’. Caceres and Friday discuss the progress, opportunities and challenges during the 20 year anniversary of ubicomp. They discuss the building blocks of ubicomp and the characteristics of the system to adapt to the changing world. More importantly, they identify two critical technologies for growing the ubicomp infrastructure—Cloud Computing and the Internet of Things. The advancements and convergence of micro-electro-mechanical systems (MEMS) technology, wireless communications, and digital electronics has resulted in the development of miniature devices having the ability to sense, compute, and communicate wirelessly in short distances. These miniature devices called nodes interconnect to form a wireless sensor networks (WSN) and find wide ranging applications in environmental monitoring, infrastructure monitoring, traffic monitoring, retail, etc.  This has the ability to provide a ubiquitous sensing capability which is critical in realizing the overall vision of ubicomp as outlined by Weiser . For the realization of a complete IoT vision, efficient, secure, scalable and market oriented computing and storage resourcing is essential. Cloud computing  is the most recent paradigm to emerge which promises reliable services delivered through next generation data centers that are based on virtualized storage technologies. This platform acts as a receiver of data from the ubiquitous sensors; as a computer to analyze and interpret the data; as well as providing the user with easy to understand web based visualization. The ubiquitous sensing and processing works in the background, hidden from the user. This novel integrated Sensor–Actuator–Internet framework shall form the core technology around which a smart environment will be shaped: information generated will be shared across diverse platforms and applications, to develop a common operating picture (COP) of an environment, where control of certain unrestricted ‘Things’ is made possible. As we move from www (static pages web) to web2 (social networking web) to web3 (ubiquitous computing web), the need for data-on-demand using sophisticated intuitive queries increases. To take full advantage of the available Internet technology, there is a need to deploy large-scale, platformindependent, wireless sensor network infrastructure that includes data management and processing, actuation and analytics. Cloud computing promises high reliability, scalability and autonomy to provide ubiquitous access, dynamic resource discovery and composability required for the next generation Internet of Things applications. Consumers will be able to choose the service level by changing the Quality of Service parameters.
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Thanks to rapid technological developments, new innovative solutions and practical applications of the Industrial Internet of Things (IIoT) are being created, upgrading the structures of many industrial enterprises. IIoT brings the physical and digital environment together with minimal human intervention and profoundly transforms the economy and modern business. Data flowing through IIoT feed artificial intelligence tools, which perform intelligent functions such as performance tuning of interconnected machines, error correction, and preventive maintenance. However, IIoT deployments are vulnerable to sophisticated security threats at various levels of the connectivity and communications infrastructure they incorporate. The complex and often heterogeneous nature of chaotic IIoT infrastructures means that availability, confidentiality and integrity are difficult to guarantee. This can lead to potential mistrust of network operations, concerns about privacy breaches or loss of vital personal data and sensitive information of network end-users. This paper examines the privacy requirements of an IIoT ecosystem in industry standards. Specifically, it describes the industry privacy dimensions of the protection of natural persons through the processing of personal data by competent authorities for the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties. In addition, it presents an overview of the stateof-the-art methodologies and solutions for industrial privacy threats. Finally, it analyses the privacy requirements and suggestions for an ideal secure and private IIoT environmenIn a world where humans and machines are called upon to collaborate and coexist, the business organizational structures of the past create barriers and obstacles that not only waste energy unnecessarily but are likely to devalue information and hinder the diffusion of knowledge. At this point, the IIoT is transforming the way businesses operate and, by extension, those of the manufacturing industry [1]. IIoT is essentially about connectivity, in simple terms allowing objects, machines and devices to transfer data over a network without using human resources. In the future, it is possible that almost every manufactured item - whether infrastructure or consumable - will be embedded with sensors, allowing businesses to monitor performance and support failing operations, thereby adding value to the production process or journey of the buyer [2] In this context, IIoT in industrial production is one of the most future-oriented technologies for industry because it combines two digitization strategies, Artificial Intelligence (AI) and Industry 4.0 [3, p. 4]. The product of these two technologies combines big data technologies with sensor connectivity and high-level automation technologies, which upgrade substantial the industrial environment [4]. On the other hand, this closer networking of the digital world of machines creates the potential for profound changes in the global industry and many areas of private and social life. Based on all this, it is necessary to present tomorrow's future trends in everything related to IIoT technology applicationsGrowth of IIoT applications. Manufacturing automation continues to grow, with the number of companies choosing to automate and implement IIoT soaring to new levels due to the impact of the COVID-19 pandemic. Machine learning and robotics are two applications that increase automation. Machine learning increasingly automates manufacturing processes, so less human intervention is required, while the increasing number of human jobs being taken over by robotics results in fewer people in the workplace. 2. The wireless revolution. Not every IIoT application has access to local sockets. This is one of the reasons why more and more companies are using advanced IIoT wireless technologies, such as 5G, to connect to IIoT equipment in transit. The arrival of 5G is tailored to IIoT connectivity needs and makes a big change in connectivity for the industry in terms of Industry 4.0. An added advantage is that 5G ensures that the company's network is completely isolated, ensuring everything is secure and accessible. 3. Adoption of virtuaRealityty for remote operations. VirtuaRealityty becomes dominant for industrial applications regarding training and commissioning. Devices that combine a screen, camera and microphone become more sophisticated, and machine suppliers more often collaborate with their customers or service engineers through VR. The ability to commission machines remotely has made companies realize that being onsite is not always necessary. The machine supplier can work with the customer through an augmented reality headset such as a HoloLens. The customer sees virtual reality instructions and maintenance data to perform the necessary tasks, while the machine supplier receives a live feed of what the customer sees. 4. Use of machine data to improve customer relations. Connected machines have opened new ways to use machine data and improve customer relationships. It is not only interesting for large companies but also for smaller companies to make use of their data. Due to the increase in connected machines, the number of companies with access to critical machine data has also increased tremendously. It is a big challenge for many companies to discover new possibilities. The use of data is not only important to improve and optimize companies' machines, but also to create a better long-term relationship with customers. Machine data can, for example, be used to prevent equipment failures by predicting and performing machine maintenance before a fault occurs. In this way, machine downtime can ultimately be reduced . Machine learning. Machine learning is a branch of ΑΙ where systems must be able to learn automatically and improve from experience without being programmed by humans. Applying machine learning can be quite difficult because preprocessing to label and normalize a lot of data takes time. Unsupervised learning or self-learning methodologies create higher-scale automation . This means that human intervention is no longer needed since the data from the device is automatically sent to the algorithm. Thus, machine learning detects patterns of normal usage; therefore, after some time, italso tracks unusual patterns. For example, a machine creates several terns, but when a part of the machine fails, new patterns are created with donations from the normal pattern. When such a situation occurs, machinery suppliers receive a notification so they know that maintenance is required . "Smart" packaging. Smart packaging using direct materials with built-in connectivity provides advanced benefits for industries. A primary aspect of smart packaging is that it enables consumers to engage with it and generate data to handle a product more effectively. Smart packaging can take the form of video recipes and other demonstrations that explain the use of the product. ΙΙοΤ and packaging work together in different ways, including sensors, QR codes, and augmented reality/virtual reality/mixed reality options. The idea is to add consumer value and collect data through intelligent monitoring to optimize operations and enhance efficiency . As can be easily seen, the development of IIoT is a big step in the realization of Industry 4.0 and the upcoming Industry 5.0, as it promotes the large-scale automation and optimization of processes related to intelligent sensors (e.g., configuration, high-volume handling data, decision-making, etc.). But this involves significant technical difficulties due to industrial wireless networks' large scale and complex structure. In addition, recording and transmitting large amounts of data create serious security and privacy concerns, as some may contain sensitive industry and personal information.

[3] Q. Jing, A. V. Vasilakos, J. Wan, J. Lu, and D. Qiu, ‘‘Security of the 1560 Internet of Things: Perspectives and challenges,’’ Wireless Netw., vol. 20, 1561 no. 8, pp. 2481–2501, Nov. 2014

 Internet of Things (IoT) has gained increasing visibility among emerging technologies and undoubtedly changing our daily life. Its adoption is strengthened by the growth of connected devices (things) as shown in recent statistics. However, as the number of connected things grows, responsibility related to security aspects also needs to increase. For instance, cyberattacks might happen if simple authentication mechanisms are not implemented on IoT applications, or if access control mechanisms are weakly defined. Considering the relevance of the subject, we performed a systematic literature review (SLR) to identify and synthesize security issues in IoT discussed in scientific papers published within a period of 8 years. Our literature review focused on four main security aspects, namely authentication, access control, data protection, and trust. We believe that a study considering these topics has the potential to reveal important opportunities and trends related to IoT security. In particular, we aim to identify open issues and technological trends that might guide future studies in this field, thus providing useful material both to researchers and to managers and developers of IoT systems. In this paper, we describe the protocol adopted to perform the SLR and present the state-of-the-art on the field by describing the main techniques reported in the retrieved studies. To the best of our knowledge, ours is the first study to compile information on a comprehensive set of security aspects in IoT. Moreover, we discuss the placement, in terms of architectural tiers, for deploying security techniques, in an attempt to provide guidelines to help design decisions of security solution developers. We summarize our results showing security trends and research gaps that can be explored in future studies. I nternet of Things (IoT) is a disruptive paradigm that brings the next wave of evolution of the Internet by extending communication among any kind of smart object (thing), and enabling the integration of heterogeneous technologies. As a consequence, IoT leads to the development of novel applications, as well as the improvement of existing ones, enabling unprecedented data collection. With  billion of connected things estimated by , the spread of IoT paves the way to a myriad of applications that can improve life quality of our society. Considerable benefits can be seized, for instance, in healthcare, smart cities, smart home applications and intelligent transport systems (ITS). All these applications avail improvements due to the increased amount of data that can be obtained from things, which helps decision making processes. However, all these benefits come together with the responsibility of providing them in a secure way. If any of these systems are compromised, not only financial issues could happen. For example, in a healthcare IoT application, a tampered sensor may expose private data or deliver wrong measures of heart rate leading to prescription errors; or in an ITS if traffic lights control are hacked, this may cause the occurrence of a car crash. Thus, in this context, besides financial loss, a security flaw can lead to violation of data privacy and, in the worst cases, it may even incur physical damage to human beings. On the one hand, having connectivity at anytime for anything and anywhere is tempting and brings many advantages, but on the other hand, new requirements and challenges arise that need to be considered in the design of IoT systems and applications. According to the authors in  security issues, such as privacy, authorization, verification, access control, information storage, and management, are major challenges in an IoT environment. As we will discuss in Section I.A, many of the characteristics inherent to the IoT environment, such as the large scale, dynamism, and heterogeneity of devices, contribute to making such security aspects challenging. Addressing these challenges and providing suitable security solutions is essential for the
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