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Web-scrapping tool to be developed to search and report Critical and High Severity Vulnerabilities of OEM equipment (IT and OT) published at respective OEM websites and other relevant web platforms
 

ABSTRACT
· Background: Critical Sector organisations uses a number of IT and OT equipment (e.g. Networking and hardware device, Operating Systems, Applications, Firmware etc.). These devices/application come with vulnerabilities from time to time. 
· There should be timely information sharing mechanism by which the concerned equipment users at critical sector orgs should be altered regarding any critical / high severity vulnerabilities in their equipment within the shortest possible time. Detailed description: The ICT components (HW/SW) being used by Critical Sector Organisations become vulnerable from time to time.
·  These vulnerabilities can be categorised as Critical, High, Medium and Low. Any exploitation of these vulnerabilities can cause havoc in multiple Critical Sector Organisations where such vulnerable equipment are being used. Keeping in view of the above, there is a need to monitor all such vulnerability information published at the equipment’s OEM websites and also other relevant websites. 
· Once a critical or high severity vulnerability information is published at OEM website or any other relevant website, the ‘to be developed scrapper’ will immediately take that vulnerability input along with possible mitigating strategy published in the website and send the information to predefined email id(s). Note: The NVD website publishes such OEM vulnerable information. But the same comes with a time lag. 
· It is therefore needed to get such information directly from OEM websites and /or from other relevant websites where such vulnerable information is published almost in real time. Expected Outcome: An automatic script using open source tools to be developed for the OEM vulnerability information scrapping and reporting. 
· Tool should know various vulnerability information published data formats/syntax at OEM websites (both for IT and OT hardware and application) and come up with optimum solution for monitoring and reporting of such vulnerability information.
· The output of the tool that will be emailed to pre-designated email id(s) is as per following (shared with example; all fields may not be available at the time of reporting): * Product Name: Chrome * Product Version: - NA * OEM name: Google * Severity Level (Critical/High): High * Vulnerability: The N-able PassPortal extension before 3.29.2 for Chrome inserts sensitive information into a log file. 
· * Mitigation Strategy: Install patch from https://me.n-able.com/s/security-advisory/aArHs000000M8CCKA0/cve202347131-passportal-browser-extension-logs-sensitive-data * Published Date: Jan 2024 * Unique ID: CVE-2023-47131










CHAPTER-1
INTRODUCTION
· In today's era, every emerging paradigm is giving birth to a generation of a huge amount of data. Whether the data is in text, image, audio, video, or in any other raw or furnished form, it always acts as an important resource, so in the case of e-commerce. 
· Assuming the data as the most important resource for your e-Commerce business. According to Isa et al. [1], “It is important to every business to know their level of market competition, for example customers demand, customers’ pattern of buying and their sales performance.
· ” You can view the data on your competitor’s website. Now, the question arises how will you download it in a usable format? Most people prefer to copy and paste it manually. However, it’s not a feasible way to do it when concerning large websites with hundreds of pages. 
· So, this is where web scraping plays its role. It is a process of automating the uprooting of data adequately and actively, no matter what is the amount and size of the data, on your computer. 
· Moreover, there are web sites that do not permit to copy and paste the data. here, Web scraping serves as the best technique to extract any kind of data needed. That's not enough. Let’s assume, you copy and paste some useful data but how will you turn it in a format of your preference? Web scraping works on that too.
·  It helps to save the data in a particular format, mostly CSV, hence You would then be able to retrieve, examine, and utilize the data the style you desire. Although the most common format is CSV, many web scraping techniques and tools produce the data in an excel sheet too.
·  Other than these two formats some advanced formats are also supported by modern web scrapers, namely JSON, which is more advantageous as it supports API also. So, web scraping clarifies the process of deriving data, promotes it up by automating it, and generates easy access to the scrapped data by providing it in the desired format. Some websites contain a large amount of data regarding. 





CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The process of scraping data from the Internet can be divided into two sequential steps; acquiring web resources and then extracting desired information from the acquired data. Specifically, a web scraping program starts by composing a HTTP request to acquire resources from a targeted website. 
· This request can be formatted in either a URL containing a GET query or a piece of HTTP message containing a POST query. Once the request is successfully received and processed by the targeted website, the requested resource will be retrieved from the website and then sent back to the give web scraping program.
·  The resource can be in multiple formats, such as web pages that are built from HTML, data feeds in XML or JSON format, or multimedia data such as images, audio, or video files. After the web data is downloaded, the extraction process continues to parse, reformat, and organize the data in a structured way. 
· There are two essential modules of a web scraping program – a module for composing an HTTP request, such as Urllib2 or selenium and another one for parsing and extracting information from raw HTML code, such as Beautiful Soup or Pyquery.
· 
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Legal and Ethical Concerns
· Compliance Issues: Web scraping can sometimes violate terms of service of websites or legal regulations, especially if done on a large scale. Ensure compliance with legal standards and website terms of use.
· Privacy Risks: Scraping sensitive or proprietary information might inadvertently breach privacy or security policies.
· Technical Challenges
· Site Structure Variability: OEM websites and relevant platforms often have diverse and constantly changing structures, making it challenging to maintain a scraping tool.
· Dynamic Content: Many modern websites use JavaScript to load content dynamically. This requires advanced scraping techniques, which can be more complex and error-prone.
· Anti-Scraping Measures: Websites may employ anti-scraping technologies such as CAPTCHAs, IP blocking, or rate limiting, which can hinder data collection efforts.
· Data Accuracy and Quality
· Incomplete Data: Scraping might not capture all relevant data or could miss critical updates if websites change their layout or content presentation.
· False Positives/Negatives: The tool might misclassify vulnerabilities due to inaccurate parsing or interpretation of data, leading to incorrect reporting.
· Maintenance and Upkeep
· Frequent Updates Required: Websites frequently update their structures or content, requiring continuous maintenance and updates to the scraping tool.
· Scalability Issues: As the number of OEM sites and platforms increases, maintaining and scaling the scraping tool can become increasingly complex.




2.2. PROPOSED SYSTEM
· Of the various types of web scraping programs, some are created to automatically recognize the data structure of a page, such as Nutch or Scrapy, or to provide a web-based graphic interface that eliminates the need for manually written web scraping code, such as Import.io. Nutch is a robust and scalable web crawler, written in Java. 
· It enables fine-grained configuration, paralleling harvesting, robots.txt rule support, and machine learning. Scrapy, written in Python, is an reusable web crawling framework. It speeds up the process of building and scaling large crawling projects. 
· In addition, it also provides a web-based shell to simulate the website browsing behaviors of a human user. To enable nonprogrammers to harvest web contents, the web-based crawler with a graphic interface is purposely designed to mitigate the complexity of using a web scraping program.
·  Among them, Import.io is a typical crawler for extracting data from websites without writing any code . It allows users to identify and convert unstructured web pages into a structured format. Import.io’s graphic interface for data identification allows user to train and learn what to extract.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Timely and Automated Vulnerability Detection
· Real-Time Updates: Automates the process of checking for new vulnerabilities, enabling quicker identification of critical and high-severity issues.
· Continuous Monitoring: Provides ongoing vigilance without manual intervention, ensuring vulnerabilities are detected as soon as they are published.
· Comprehensive Coverage
· Wide Scope: Can be configured to scrape multiple OEM websites and relevant platforms, aggregating information from a broad range of sources.
· Varied Sources: Accesses vulnerabilities from different platforms (OEM sites, security forums, advisories) to provide a more comprehensive view of potential threats.
· Efficiency and Resource Savings
· Reduced Manual Effort: Minimizes the need for manual checking of individual websites, freeing up resources and time for security teams.
· Scalability: Capable of handling large volumes of data and multiple websites simultaneously, scaling as needed.
· Improved Accuracy and Consistency
· Standardized Data Collection: Ensures a uniform approach to gathering vulnerability information, reducing human error and inconsistency.
· Automated Reporting: Generates standardized reports on critical and high-severity vulnerabilities, improving the reliability of the information provided.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Crawler Module
· Scraper Module
· Data Filtering and Classification Module
· Data Storage and Management Module


Crawler Module
· Website Discovery: Identifies and lists the target OEM websites and relevant web platforms to be scraped.
· Page Navigation: Handles navigation through different web pages, directories, and sections where vulnerability information might be published.
· Link Extraction: Extracts links from pages to identify further content related to vulnerabilities.


Scraper Module	

· Content Extraction: Parses and extracts relevant vulnerability data from web pages, such as security advisories, bulletins, or technical documents.
· Data Parsing: Utilizes techniques to parse different formats (HTML, JSON, XML) and structures (tables, lists, paragraphs) to capture vulnerability details accurately.
· Dynamic Content Handling: Manages and interacts with JavaScript or other dynamic content loading mechanisms to ensure all relevant information is captured.


Data Filtering and Classification Module
· Severity Classification: Identifies and classifies vulnerabilities based on their severity (Critical, High, Medium, Low) using keywords, CVSS scores, or other indicators.
· Filtering Rules: Applies predefined rules to filter out irrelevant or duplicate entries and focus on critical and high-severity vulnerabilities.

Data Storage and Management Module
· Database Management: Stores extracted vulnerability data in a structured database or data repository for easy retrieval and management.
· Data Integrity: Ensures data accuracy and consistency through validation checks and normalization processes.
· Versioning: Maintains historical records and versions of vulnerability data to track changes over time.





CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

Data Integrity Module
· Function: Ensures that data has not been altered or corrupted during encryption, transmission, or storage.
· Features:
· Implements hashing algorithms (e.g., SHA-256) to verify data integrity.
· Provides mechanisms for detecting and reporting data tampering or corruption.

















CHAPTER 5
CONCLUSION 
CONCLUSION

· In today’s era, one can find the emergence of a new paradigm in every couple of years, so is the emergence of web scraping. This paradigm has its roots in the requirement of analysis of structured as well as unstructured data. 
· There are various aspects related to web scraping. Some of them have been discussed in this paper. Initially we have discussed various applications of web scraping. This paper is majorly focused on tools of web scraping. 
· The availability of these tools has made helped a lot of entrepreneurs to expand their business. As manual data extraction can be tedious tools offer a variety of services that help the user to meet his/her needs. 
· [bookmark: _GoBack]The tools discussed above have some of their pros and cons which help us choose a better fit for the work to be done. Later we hope to expand our knowledge on these tools and come up with a prototype. 
