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Recovery of Deleted Data and Associated Metadata from XFS and Btrfs Filesystems 

ABSTRACT
· Background : Digital evidence has become increasingly crucial in forensic investigations. The recovery of deleted data from storage devices is essential for reconstructing timelines, identifying suspects, and uncovering critical information. Traditional file systems like FAT and NTFS have been extensively studied, and tools for recovering deleted data from them are relatively mature. However, modern file systems like XFS and Btrfs, designed for performance and reliability, employ complex data structures that pose signifycant challenges for data recovery.
·  Forensic investigations often involve recovering various file types, including documents files, log files, and system files. These files contain valuable information about system activities, user behaviour, and potential criminal activities. The ability to recover deleted files along with their complete metadata, such as creation, access, modification, and deletion timestamps, is crucial for establishing timelines and corroborating evidence.
·  Detailed Description :XFS and Btrfs file systems offer advanced features like journaling, copy-on-write, and efficient data allocation. While these features enhance system performance and data integrity, they also complicate the process of recovering deleted data. When a file is deleted in these file systems, the data itself is not immediately erased; instead, the file system marks the allocated blocks as free for reuse. 
· Background : Digital evidence has become increasingly crucial in forensic investigations. The recovery of deleted data from storage devices is essential for reconstructing timelines, identifying suspects, and uncovering critical information. Traditional file systems like FAT and NTFS have been extensively studied, and tools for recovering deleted data from them are relatively mature. However, modern file systems like XFS and Btrfs, designed for performance and reliability, employ complex data structures that pose signifycant challenges for data recovery.
·  Forensic investigations often involve recovering various file types, including documents files, log files, and system files. These files contain valuable information about system activities, user behaviour, and potential criminal activities. The ability to recover deleted files along with their complete metadata, such as creation, access, modification, and deletion timestamps, is crucial for establishing timelines and corroborating evidence.
·  Detailed Description :XFS and Btrfs file systems offer advanced features like journaling, copy-on-write, and efficient data allocation. While these features enhance system performance and data integrity, they also complicate the process of recovering deleted data. When a file is deleted in these file systems, the data itself is not immediately erased; instead, the file system marks the allocated blocks as free for reuse. 
· 3. Extract complete metadata: Recover accurate creation, access, modification, and deletion timestamps, file names, and other essential metadata associated with deleted files. 4. Provide user-friendly interface: Offer an intuitive interface (GUI/CLI) for easily navigate recovered data and generate reports. 
· 5. Ensure data integrity: Implement robust data validation and verification mechanisms to maintain the integrity of recovered data.
· 











CHAPTER-1
INTRODUCTION
· The Linux file system is used in various operating systems, such as Debian, Red Hat, and Fedora, and uses Ext as the default file system. In addition, most Android smartphones and Internet of Things devices (e.g., artificial intelligence speakers) use Ext as the basic file system [1–3]. 
· Recently, Linux file systems, such as XFS, the Open Zettabyte file system (OpenZFS), and Btrfs, have been released for large files and with improved processing speed and scalability. Red Hat 7.0, BUFFALO’s NAS products, and Samsung Techwin’s CCTV products use XFS as the default file system.
·  The user and system information, usage traces, files, etc., are generally stored in the file system, and data may be deleted due to unexpected errors, accidents, or anti-forensics. The deleted data in the file system may have significant value from the point of view of digital forensics; hence, the method of extracting and recovering files stored in the file system has been actively studied. 
· In some studies, a file extraction and recovery method based on the open metadata of the Ext2/3 file system [4] and a deleted file recovery method based on the journal area of the Ext4 file system [5,6] have been suggested. Moreover, studies on the metadata analysis of the XFS file system and the recovery method of deleted files have been implemented [7–9].
· Most of the studies on file extraction and recovery methods for file systems are performed based on metadata and journal areas; hence, an accurate analysis of the structure of the file system is required. Due to the file system characteristics, the structure of the file system may change due to periodic version updates for security and stability. 
· Accordingly, metadata and journal structure analysis for each version of the file system must be performed. Based on existing research on file systems, commercial tools and open sources that can be used in an actual investigation have been developed. 
· For example, TSK [10,11], an opensource tool developed in 2005, provides metadata-based extraction and recovery of file systems. 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· To compensate for the aforementioned case, a file recovery method using the journal area of the XFS file system has been examined [8]. The recovery of a deleted file is achieved by leveraging the feature that information, such as the size and offset of the deleted file, remains in the journal area of the XFS file system.
·  However, it is very difficult to apply because the experimental environment that can affect the file system metadata is not detailed, and the current XFS version v5 is newer than tested. In the case of UFS Explorer, which is a commercial tool, it has been found that it is impossible to recover files less than 1 KB compared to supporting the recovery of files having 3 GB or more [9]. 
· Accordingly, using the advantages of the open-source project, file system forensic researchers have conducted studies to overcome the limitations of TSK. In 2017 and 2018, the data structures of ZFS and Btrfs were analyzed, and a data extraction tool based on TSK was implemented [12,13]. 
· Both papers proposed a data extraction model based on pool storage, which was also used in this work to extract data. However, the foregoing model did not properly follow the development framework of TSK and only employed certain functions, resulting in insufficient extensibility.
·  
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Limited Metadata Recovery:
· Metadata Complexity: XFS uses a complex data structure for metadata, including inodes, allocation groups, and log files. Recovering metadata accurately can be challenging.
· Log-Structured Approach: XFS maintains a log (journal) of file operations which can be useful for recovery, but if the log is overwritten or corrupted, it complicates the process.
· Complex Snapshot Mechanism:
· Snapshot Management: Btrfs supports snapshots, which can complicate recovery. Snapshots might retain deleted files or metadata, but managing and recovering from them can be complex.
· Recovery Success Rate:
· Partial Recovery: Depending on how much data has been overwritten or how the filesystem was used after deletion, the recovery might only be partial, leaving gaps or corruption in the restored files.
· 



2.2. PROPOSED SYSTEM
· The file extraction and recovery tools developed for specific versions of file systems may not work normally if the file system version has been updated. This is because the metadata structure employed for file extraction and recovery has been changed by the update. In particular, TSK, a well-known file system forensic tool, does not consider the journal area in the Ext4 file system and has no function for recovering deleted files. 
· In the case of the XFS file system, file extraction and recovery are impossible because it is not supported by TSK. This section presents the analysis of the Ext4 file system journal checksum v3 and XFS file system v5 to identify the modified metadata structures and propose a file extraction and recovery framework based on TSK.
·  The proposed framework is based on TSK, which is well-known to users as opensource digital forensics and is easily extensible. The TSK-based framework architecture for recovering deleted files from an Ext4 file system and extracting files from an XFS file system is shown in Figure 1. The proposed framework operates based on the file extraction and recovery command in TSK (i.e., tsk_recover); it does not affect other TSK functions.
· 
· 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Journaling and Logging:
· Transactional Integrity: XFS uses a journaling mechanism that logs changes before they are committed. This can be advantageous for recovery because the journal can provide a record of operations leading up to and beyond the point of deletion, potentially aiding in reconstructing lost files or metadata.
· Snapshot and Subvolume Features:
· Snapshot Recovery: Btrfs supports snapshots, which can retain a consistent view of the filesystem at a particular point in time. This can be advantageous for recovery as snapshots might still contain the deleted files or metadata, allowing for straightforward restoration from a snapshot.
· Advanced Features:
· File System Design: Both XFS and Btrfs offer advanced filesystem features (like journaling in XFS and snapshots in Btrfs) that can be leveraged during recovery to improve the chances of successfully restoring deleted data.
· Support for Large Volumes:
· Scalability: Both filesystems are designed to handle large volumes of data efficiently. This scalability can be beneficial when recovering large datasets, as these filesystems are optimized for high performance and large storage capacities.
· Community and Documentation:
· Support Resources: Both XFS and Btrfs have substantial community support and documentation, which can provide valuable resources and guidance for recovery efforts.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· XFS Recovery Tools
· Btrfs Recovery Tools
· Journaling and Log Files
· Checksums and Error Detection
· 


XFS Recovery Tools
· xfs_repair: This tool is used to repair XFS filesystems and can help recover data by fixing inconsistencies in the filesystem's metadata. It scans the filesystem for errors and attempts to correct them, potentially recovering deleted files if their metadata is still intact..
· xfs_undelete: Although not included by default in all distributions, xfs_undelete is a specialized tool designed to recover deleted files from XFS filesystems. It works by scanning for deleted inodes and attempting to reconstruct files from them.
· 


Btrfs Recovery Tools	

· btrfs restore: This command-line utility allows for the restoration of files from a Btrfs filesystem image. It can be used to recover deleted files and metadata from Btrfs volumes by scanning the filesystem for lost data.
· btrfs rescue: This set of tools includes commands like btrfs rescue chunk-recover and btrfs rescue zero-log to assist with recovering data from damaged or corrupted Btrfs filesystems.



Journaling and Log Files
· Log Recovery: XFS maintains a log of filesystem changes, which can be crucial for recovery. The log can sometimes be used to restore recent changes or reconstruct deleted metadata. Tools that interact with the XFS log can sometimes recover recently deleted files if the log has not been overwritten.
· 

Checksums and Error Detection
· Checksum Verification: Btrfs uses checksums for data and metadata, which helps in detecting and repairing data corruption. While not a recovery module per se, checksum information can aid in verifying the integrity of recovered files and metadata.








CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· File systems are constantly updated, and major metadata changes that are implemented can affect the success or failure of digital forensic investigations. Accordingly, a technique for analyzing the metadata change in the Ext4 and XFS file systems according to this necessity was proposed, and a TSK-based framework was developed. In addition, we compared its recovery rate and accuracy with those of existing commercial tools and verified that it was more effective. 
· In particular, by applying the file extraction method of the XFS file system to the proposed framework, it was proven that unsupported file systems can be extended. As such, it was confirmed that it can be helpful in file system forensic investigations by presenting a file extraction and recovery methodology through metadata analysis of the file system before and after data deletion. Therefore, in future research, forensic research targeting the file system environment applied to actual CCTV and servers, and metadata analysis and recovery methodologies for Btrfs and OpenZFS, should be performed. 
· In addition, research on a TSK-based integrated file system forensic framework that can be used by real investigators should be considered. 
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