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De-anonymizing of entities on the onion sites operating on TOR Network



ABSTRACT
· Background: Dark web is being used for illegal purposes and number of market places are being operated by the underground operators which facilitate illegal buying/selling of drugs/weapons/data leaks/counterfeit moneys/documents etc. Platforms, being anonymise to the LEA, make it difficult to identify the market place running on dark web mainly TOR Network. Description: Running the illegal sites on dark web network only requires the access of TOR Browser and TORRC file to run the market from local system. 
· For hosting the services, people may utilise the paid or freely available hosting servers. 
· Being on TOR network (V3), it is very difficult to identify the underground operator running the market. Amid running market on TOR network, the underground operator provides the access of his portal though his ISP/VPN services which has been taken from the respective ISP of his country and the VPN service provider.
· Expected Solution: It is expected that any solution like tool or technique may be developed the underground operator running the market may be identified. 
· The participants may target finding the actual IP/VPN IP being used by the players of the onion sites. The participants may also try to find out other personally identifiable information (PII) regarding the underground operators active on the onion sites.
· 











CHAPTER-1
INTRODUCTION
· Over the past few decades, many online services have impacted the daily lives of Internet users. With that, a genuine concern has emerged as to how to browse the Internet while maintaining privacy. 
· Privacy-preserving mechanisms over the Internet are all the more important for whistle-blowers and citizens of totalitarian governments, who are usually in dire need to protect their online identity. Other use cases of anonymous networks include sensitive communications of military and business organisations over the public Internet [1]. 
· The above reasons have led to the research and development of anonymous communication systems [2]. The early anonymity systems such as Mix-Net [3], Babel [4], and Mixminion [5] were not widely adopted as they suffered from high latency issues and are now superseded by low-latency systems, as we now discuss. 
· The Onion Router project, which is more commonly known as Tor [6], is the most popular low latency anonymity network to date.
· Tor provides anonymity to users and supports the deployment of anonymous services, known as hidden services. However, as the anonymity provided by Tor was available to everyone, it quickly became an accessory to cybercrime and other criminal activities [7], as well as a tool for terrorists to anonymously spread their propaganda [8]. 
· This forced Law Enforcement Agencies (LEA) and governments to find ways to break its anonymity. Tor being an anonymity network, the most common objective of a Tor attack is to de-anonymise its users and services through de-anonymisation attacks. 
· In response to de-anonymisation, pro-anonymity researchers attempted to strengthen users’ expected anonymity by improving security and fixing known bugs. The Tor network also grew in size over the years. This growth, combined with the security improvements, played a vital role in securing the Tor network against most legacy de-anonymisation attacks.
· 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· We find that many Tor users misunderstand technical aspects of onion services, such as the nature of the domain format, rendering these users more vulnerable to phishing attacks. Second, we find that users have many issues using and managing onion services, including having trouble discovering and tracking new onion domains.
·  Our data also suggests that users may visit onion domains that are slight variations of popular onion domains, suggesting that typos or phishing attacks may occur on onion domains. 
· Third, users want improvements to onion services such as improved performance and easier ways to keep track of and verify onion domains as authentic.
·  Many of the shortcomings that we discover could be addressed with straightforward and immediate improvements to the Tor Browser, including improved security indicators and mechanisms to automatically detect domains that may be typos or phishing attacks.
.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
1. Privacy Violations
· Risk to Individuals: De-anonymization can lead to the exposure of sensitive personal information, which may result in harassment, stalking, or worse. People who use Tor for privacy reasons—whether for legal activities or to evade persecution—can suffer severe consequences if their identities are revealed.
· Chilling Effect: The fear of being de-anonymized can deter people from using Tor for legitimate purposes, such as whistleblowing, political activism, or protecting personal privacy.
2. Legal and Ethical Issues
· Illegality: Attempting to de-anonymize individuals on the Tor network often involves activities that may be illegal or unethical. For instance, it may involve hacking, illegal surveillance, or other forms of unauthorized access.
· Misuse of Information: Even if de-anonymization is achieved, the information might be used unethically. This can include blackmail, false accusations, or other harmful actions against individuals.
· 3. Security Risks
· Targeted Attacks: De-anonymizing users can expose them to targeted attacks. For example, if an activist’s identity is revealed, they might face physical threats or violence from those opposed to their views.
· Collateral Damage: Attempts to de-anonymize one person can inadvertently affect others. For instance, weaknesses in the Tor network exposed during de-anonymization efforts might be exploited to target multiple users.
· 4. Impact on the Tor Network
· Network Integrity: De-anonymization efforts can undermine the security and reliability of the Tor network itself. Revealing vulnerabilities can lead to attacks on the network infrastructure, potentially compromising its effectiveness.
· Reduced Trust: If users believe that their anonymity on Tor is not guaranteed, they may lose trust in the network. This can lead to decreased usage, which weakens the network and its ability to protect privacy.
· 



2.2. PROPOSED SYSTEM
· The system would start with a Traffic Analysis Module that employs sophisticated algorithms to monitor and correlate traffic patterns, aiming to identify relationships between users and onion sites. Complementing this, the End-to-End Timing Attacks Module would focus on analyzing the time delays in data transmission to detect correlations that could reveal user identities. 
· The Network Analysis Module would involve monitoring traffic at key points within the Tor network, such as exit nodes and hidden services, to uncover potential identifiers. 
· Additionally, the De-Anonymization Techniques Module would utilize advanced profiling and fingerprinting methods to build detailed user profiles based on browsing behavior and technical characteristics. The Vulnerability Exploitation Module would focus on identifying and exploiting weaknesses in Tor software and protocols to gain insights into user identities. 
· Integrated with these modules, the Data Integration and Analysis Module would cross-reference data from various sources to create comprehensive user profiles. 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· 1. Combatting Illegal Activities
· Disrupting Criminal Networks: De-anonymizing entities can help law enforcement agencies and other authorities to identify and dismantle illegal operations, such as drug trafficking, human trafficking, or other forms of organized crime that utilize the anonymity of Tor to operate.
· Preventing Harm: By uncovering the identities of individuals involved in illegal activities, authorities can prevent potential harm to victims and address criminal actions more effectively.
· 2. National Security and Counterterrorism
· Preventing Terrorism: De-anonymizing individuals who are using Tor for planning or executing terrorist activities can be crucial for national security. Identifying and disrupting such activities can prevent potential attacks and enhance public safety.
· Tracking Extremist Groups: Authorities can track and investigate extremist groups that operate on Tor, reducing the risk of radicalization and violent actions.
· 3. Legal and Investigative Purposes
· Criminal Investigations: In some cases, de-anonymizing individuals may be necessary for legal investigations and prosecution. This can be crucial for building cases against suspects involved in serious crimes where anonymity has been used to evade justice.
· Judicial Oversight: Properly executed de-anonymization, under judicial oversight, can support lawful investigations and ensure that due process is followed, balancing privacy concerns with the need for security.
· 4. Improving Anonymity Technologies
· Strengthening Privacy Tools: Understanding the techniques and methods used to de-anonymize users can lead to advancements in privacy technologies. Researchers and developers can use this knowledge to strengthen the anonymity and security features of tools like Tor, ensuring that users are better protected in the future.
· 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Traffic Analysis
· End-to-End Timing Attacks
· Network Analysis
· De-anonymization Techniques


    Traffic Analysis and Monitoring Module
· Purpose: To continuously monitor and analyze network traffic to detect anomalies that may indicate a DDoS attack.
· Traffic Flow Analysis: Monitors traffic patterns and volume to identify unusual spikes or changes.
· Behavioral Analysis: Uses machine learning and behavioral analytics to detect deviations from normal traffic patterns.
· Real-Time Monitoring: Provides live visibility into traffic and attack metrics, allowing for immediate response.

Traffic Analysis

· Correlation Attacks: This technique involves analyzing the timing and volume of traffic entering and exiting the Tor network to find correlations that may reveal the identity of a user. By correlating traffic patterns, it is sometimes possible to infer the source and destination of data, potentially identifying users.
· Traffic Fingerprinting: By studying patterns in traffic (such as packet size, timing, and frequency), attackers can identify distinctive characteristics of users’ activities. This information can sometimes be used to infer the identity of the user behind a particular onion site.
· 



End-to-End Timing Attacks
· Timing Analysis: In this method, attackers analyze the time it takes for data to travel between the user and the onion site. If attackers can measure the timing precisely enough, they might correlate these measurements with traffic patterns to identify users.
· Latent Timing Attacks: This involves monitoring the time intervals between specific activities or requests on the onion site and correlating them with activities observed on the exit nodes or other parts of the Tor network.
· 

Network Analysis
· Exit Node Compromise: If an attacker controls or monitors a Tor exit node, they can observe outgoing traffic. By analyzing the data leaving the Tor network, they might be able to deduce which user is associated with specific actions on an onion site.
· Hidden Service Compromise: Attacking or gaining control over the hidden service (the onion site itself) can provide direct insights into its traffic patterns, user behavior, and potentially de-anonymize users interacting with it.
· 
De-anonymization Techniques:
· Fingerprinting and Profiling: By analyzing specific behaviors or characteristics (such as browsing patterns, device types, or software versions), attackers can build profiles that may help identify users.
· Browser and Software Fingerprinting: Users' browsers and software often leave unique fingerprints that can be analyzed to identify them, even when using Tor. For instance, specific configurations or plugins can create distinctive profiles.








CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· In this paper, we first classified Tor attacks into four main categories based on the objective of the attack and explained those categories with examples. Following this, we elaborated on de-anonymisation attacks with a taxonomy based on the components used for attack execution. 
· Under the classification of de-anonymisation attacks, we provided a corpus of attacks published in the literature, giving brief descriptions on how the attacks are executed and how de-anonymisation is achieved. We then discussed each attack category’s significant features while giving some insights into future work and highlighting unique attacks. 
· We also provided insights into the evolution of these attacks over the years. Finally, we discussed several security-related issues in Tor using the information on articles written by the Tor development team. We noticed a few important features while completing this work. 
· 1. Most of the earlier de-anonymisation attacks focus on compromising network components of the Tor circuit. The main reason for this was the low number of relays in the Tor network when they were published. 
· However, with Tor’s increasing popularity, the number of voluntary relays has increased, and the practicality of the attacks that can be executed by compromising a small set of Tor relays has decreased. Therefore, recent attacks assume passive adversaries that can observe the traffic at the source and destination links. 
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