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DDoS Protection System for Cloud Architecture and Tool



ABSTRACT
· Background: Many organization are using Cloud for hosting their web applications. The attackers can try to attack these webservers for achieving Denial of Service attack. Specifically, Distributed Denial-of-Service (DDoS) attack is a malicious attempt to disrupt the normal traffic of a targeted server, service or network of Cloud infrastructure by overwhelming the target or its surrounding infrastructure with a flood of internet traffic. 
· DDoS attacks achieve effectiveness by utilizing multiple compromised computer systems assources of attack traffic. Exploited machines can include computers and other networked resources. Therefore, it is essential to develop appropriate security tools to counter and protect against these attacks. 
· Description: The most obvious symptom of a DDoS attack is that a website or service suddenly becomes slow or unavailable. But since a number of causes such a legitimate spike in traffic can create similar performance issues, further investigation is usually required. 
· Therefore, suitable analytics tools need to be developed to clearly identify an attack as DDoS. Following are some of the patterns for a DDoS attack: 1. Suspicious amounts of traffic originating from a single IP address or IP range 2. 
· A flood of traffic from users who share a single behavioral profile, such as device type, geolocation, or web browser version 3. An unexplained surge in requests to a single page or endpoint 4. Odd traffic patterns such as spikes at odd hours of the day or patterns that appear to be unnatural (e.g. a spike every 10 minutes) There are other, more specific signs of DDoS attack that can vary depending on the type of attack. 
· The tool developer should be creative to consider other signs also. For the above problem statements, following assumptions can be made: 1. Cloud is hosting a website and providing some services to its users. 2. The website should be always up and providing services to its users (high availability). 
· 3. The attackers can flood the website directly or via other nodes (DDoS). 4. The attacker can also sabotage the link between a client and webserver. 5. The attack can come from outside or from within the cloud infrastructure. A solution needs to be built by suitably designing the cloud architecture and developing some tool (s) to automatically detect and recover from the DDoS attack. 
· Expected Solution: A set of developed tool(s) along with a suitable Cloud architecture to be demonstrated. The demonstrated website should be protected well against different types of DDoS attack. In case of an attack, the developed security tools should be able to automatically detect and protect a website hosted on cloud infrastructure against DDoS attacks. 
· The solution should also demonstrate the automatic recovery from the attack. As high availability is an essential feature, the down time (recovery time) should be minimized to the extent possible.











CHAPTER-1
INTRODUCTION
· With the new advancements in virtualization, the use of Cloud and Cloud based products is booming. Many of the private sector companies have shifted to cloud computing as it has many advantages over the traditional computing. 
· Cloud Computing is known to provide Infrastructure (IAAS), Platform (PAAS) and Software (SAAS) as a service to its users. With highly personal data being stored on Cloud servers, it has to maintain an up time of more than 99.9% to ensure the quality of service to be delivered to its customers [1]. 
· With such rise in the use of Cloud Computing, there has been a considerable growth in the issues regarding its security. In recent times, there have been a number of DDoS attacks on the Cloud Computing servers affecting their availability to the users considerably.
·  DoS is Denial of service attack which flood the servers with huge amount of requests such that the server cannot handle them and starts denying service to requests received further.
·  DDoS is Distributed Denial of Service attack which is performed by a group of network of computers together to flood the server which would in return lead it to denial of service.
· Cloud Flare, a company which provides security for websites, was successful to handle and mitigate the largest ever DDoS attack in history [2]. Spamhaus.com was being flooded with requests. 
· According to Cloudflare’s blog, the peak network traffic was more than 300 Gbps of incoming requests. This is the highest ever recorded network traffic for DDoS attack which occurred in between 19th March, 2013 and 23rd March, 2013.
·  According to the Cloud Security Alliance’s report, the DDoS attack holds fifth rank in the list of top nine most notorious attacks observed on the Cloud in the year 2013 [3]. Computerworld, a leading company dealing with computer and technology analysis mentions that DDoS is Cloud’s security Achilles heel [4] which has denied the Cloud to be called a fully reliable source of solutions to our computing problems. 
· With these reviews about DDoS attacks on the cloud, the next part explains the various types of attacks observed on Cloud which this paper deals with.
·  
· 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· DDoS attacks are major security risks in a cloud computing environment, where resources are shared by many users. A DDoS attack targets resources or services in an attempt to render them unavailable by flooding system resources with heavy amounts of unreal traffic.
·  The objective of DDoS attacks is to consume resources, such as memory, CPU processing space, or network bandwidth, in an attempt to make them unreachable to end users by blocking network communication or denying access to services.
·  Dealing with DDoS attacks at all layers in cloud systems is a major challenge due to the difficulty of distinguishing the attacker’s requests from legitimate user requests, even though the former come from a large number of distributed machines. 
· In this paper, we present an in-depth analysis of DDoS attacks in cloud computing and discuss the challenges in defending against these attacks.
· 
.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Cost:
· High Expenses: Advanced DDoS protection services, especially those with traffic scrubbing, can be costly. The cost can scale with the level of protection and traffic volume.
· Performance Impact:
· Latency: Traffic scrubbing and filtering can introduce latency as requests are analyzed and cleaned before reaching the destination.
· Bandwidth Limits: Some services may have bandwidth limitations, potentially impacting legitimate traffic during high-volume attacks.
· Scalability Issues:
· Resource Limitations: Some tools may not scale effectively with sudden, massive increases in traffic, potentially leading to service degradation during a large-scale attack.
· False Positives and Negatives:
· Blocking Legitimate Traffic: Overly aggressive filters or misconfigured rules might block legitimate traffic, leading to potential service disruptions.
· Evasion Techniques: Sophisticated attackers might use techniques to bypass DDoS protection, such as using smaller, more frequent attacks that are harder to detect.
· Dependency on Provider:
· Vendor Lock-In: Relying on a specific cloud provider’s DDoS protection service may create dependency and limit flexibility in choosing or switching providers.
· 



2.2. PROPOSED SYSTEM
· The main drawback in detecting a DDoS attack is that it cannot be said for sure that the packet received is from a legitimate source. If we can tell for sure if the connection request is from a legitimate source, then we can surely proceed further in detecting and preventing the attack being carried on. 
· The proposed system uses a new method called Double TCP for establishing a TCP/IP connection between the server and the client which can tell whether the packet is coming from the source as mentioned in the header or if it is spoofed. 
· Using Double TCP, the Layer 4 DoS and DDoS attack performed on the server can also be prevented as no Transmission Control Block (TCB) is created until and unless the client replies back to the server with the pattern to authenticate itself. 
· On connection established, the system needs to check further chances of Layer 7 attacks hidden in HTTP or XML requests. The request is forwarded to the Probability-based Malicious Request Detection (PBMRD) system which handles these requests for a safe execution. 
· The Double TCP connection mechanism and the PBMRD System are explained in the sections below followed by the explanation on the Hidden Markov Model and its use in the proposed system. 
· 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Scalability:
· Elastic Resources: Cloud-based DDoS protection systems can dynamically scale resources to handle large volumes of traffic, providing resilience against high-capacity attacks.
· Distributed Architecture: Anycast networks and traffic distribution techniques ensure that traffic is spread across multiple data centers, preventing overload on a single point.
· Enhanced Security:
· Layered Protection: Combining network-based and application-based defenses offers comprehensive protection against various attack vectors.
· Automated Threat Detection: Advanced systems use machine learning and behavioral analysis to identify and mitigate threats in real-time.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Traffic Analysis and Monitoring Module
· Threat Detection Module
· Traffic Filtering and Scrubbing Module
· Mitigation and Response Module


    Traffic Analysis and Monitoring Module
· Purpose: To continuously monitor and analyze network traffic to detect anomalies that may indicate a DDoS attack.
· Traffic Flow Analysis: Monitors traffic patterns and volume to identify unusual spikes or changes.
· Behavioral Analysis: Uses machine learning and behavioral analytics to detect deviations from normal traffic patterns.
· Real-Time Monitoring: Provides live visibility into traffic and attack metrics, allowing for immediate response.

Threat Detection Module

· Purpose: To identify potential DDoS attacks and assess their severity.
· Signature-Based Detection: Identifies known attack patterns and signatures.
· Anomaly Detection: Uses statistical and machine learning techniques to recognize abnormal behavior that may indicate an attack.
· Rate-Based Detection: Monitors the rate of requests to detect flooding attacks.
· 



Traffic Filtering and Scrubbing Module
· Purpose: To filter out malicious traffic while allowing legitimate traffic to pass through.
· Packet Filtering: Blocks or allows traffic based on predefined rules and policies.
· Deep Packet Inspection (DPI): Analyzes packet contents to detect and block sophisticated attacks.
· Traffic Scrubbing: Redirects traffic to scrubbing centers where malicious packets are removed, and clean traffic is forwarded.

Mitigation and Response Module
· Purpose: To implement defensive measures and counteract detected DDoS attacks.
· Rate Limiting: Controls the number of requests from a single IP address or user to prevent abuse.
· Challenge-Response Tests: Employs CAPTCHAs or other challenges to differentiate between legitimate users and automated bots.
· Traffic Redirection: Uses techniques like Anycast to route traffic through multiple data centers, distributing the load and minimizing the impact.








CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· DDoS attacks are currently a major threat and work against the availability of cloud services. With each developed defense mechanism against DDoS attacks, an improved attack appears. Defense mechanisms to protect against DDoS attacks are not always effective on their own.
·  Combining different mechanisms to build hybrid defense mechanisms, in particular with different cloud computing layers, is highly recommended. It is extremely important to investigate the effects of these different types of DDoS attacks on the cloud system. 
· In this paper, historical examples of DDoS attacks have been presented. We also investigated the effect of different types of DDoS attacks on the cloud environment. Finally, we analyzed and identified recommended defense mechanisms against DDoS attacks in cloud-based systems. 
· [bookmark: _GoBack]

