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Creating an application to identify the presence of government issued personally identifiable information (PII) embedded in documents and data, inadvertently or otherwise




ABSTRACT
· Background: In today’s digital age, a wide variety of services and processes take place online. Users of these digital facilities are required to upload government-issued containing documents or provide data for successfully availing the services. However, the uploaded documents or data which are required to facilitate these digital services and processes contain personally identifiable information (PII), i.e. any data that can be used to identify an individual uniquely. 
· These documents can be like Aadhaar card, PAN, Credit Card, Driving License etc and can include data like names, address, phone number, email address, and financial information, among others of the user. The handling of PII is crucial as its exposure can lead to privacy breaches, identity theft, and financial fraud among other cyber related issues. Detailed Description: The above problem statement envisages that an application be developed to identify whether PII, in the form of government-issued documents such as Aadhaar, Driving license, MHA-issued ID Cards, etc.
·  is embedded in the uploaded document or provided data. Notable, the PII may be included inadvertently as well. PII, by its nature, is sensitive data, and its exposure must be protected against in order to safeguard users’ privacy. 
· Entities and organizations handling documents or data containing users’ PII must be mindful of the complex challenges that arise with it – they have to balance data storage, encryption, access controls, data retention policies, data management processes with users’ knowledge and consent, notification of breaches by users, grievance redressal, etc. 
· Such an application will aid in alerting individual users to verify whether it is necessary to upload or provide PII-containing document.
·  Simultaneously, it will allow the personal data processing entity to check whether such PII document or data is required, and in case not necessary, help in removing, redacting or masking the PII document or data from the uploaded or provided document or alerting the individual user regarding the same. 
· This application would be useful for the purposes of data protection compliance, risk mitigation, enhanced security, improved data quality, operational efficiency, and legal and regulatory compliance. 
· Expected Solution: A software application or library package to detect and alert users when there is personally identifiable information (PII) related to identified government-issued identification documents (Aadhaar card, PAN, Driving License to start with) embedded in the uploaded documents or providing data, while uploading or reviewing. 
· In addition, the software application may be placed in public domain and shall allow the receiver of the document in removing, redacting or masking the PII from the document and data, if required.
· 











CHAPTER-1
INTRODUCTION
· The progressive digitization of functional domains of various processes in individual human and business contexts produces various data types. The data are generated in text format, audio format, video format, image format, and many more custom formats. 
· The business objectives often demand to store or archive these data for longer, making it voluminous. The analogy of various formats of data and larger size of it is popularized in the recent past as verity and volume, respectively [1].
·  The ever-evolving business models at the pace of technological advancements have provided possibilities of innovative business applications in the healthcare industry, banking & finance, education, aviation, Défense etc. 
· There are many contexts where certain information in these data is very private to a user or a system [2]. Providing necessary security to this private information becomes essential to mitigate associated risk due to system design vulnerabilities, potential threats, and attacks.
· The study of security towards this private information is popular as privacy preservation. The complexities and challenges of designing effective privacy preservation methods depend solely on the type of the data format, its size, and the data flow into the application. 
· However, another popular term appears in the context of designing security models to preserve privacy – "Personally Identifiable Information" (PII). The data which can be used to identify a person is the higher layer meaning of PII [3]. Fig. 1 shows the relationship between PII and private information.
·  In the last decade, the increasing popularity of the Internet and PII collection has raised serious concerns about privacy policy. A surge in personal data breaches for an in-depth understanding of preferences, authenticating customers and employees has become a common occurrence in data-driven organizations. 
· Even government organizations heavily rely on the collection of PII to carry out an important decision. Therefore, people are required to share their personal data. However, a significant concern arises towards comprehending the responsibilities regarding the uses of PII and its protection [4]. More specifically, the people are not knowing, how the government organization and corporates are handling individuals' PII. 
· 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Most of the existing schemes are based on rule-based approaches, limiting the scope and applicability of existing solutions in the real context. The rule-based approaches are based on the set of procedures and principles to represent knowledge from the structured data.
·  Since, in real-world cases, the organization mostly maintains a large corpus which stores PII in the textual data format such as emails, contracts, IPv4 and MAC addresses, and telephone numbers. Among these textual data, emails contain more entropy compared to the other textual data. 
· Apart from this, the textual corpus, especially email, is mostly unstructured since the information is presented in the native format, especially the email contents written with the different writing styles, contains the short subjective textual body.
·  Therefore, the rule-based approaches are not much suitable for identifying PII from the unstructured large text corpus because they mainly deal with structured data formats. However, with the advent of machine learning (ML) models and advancement in natural language processing (NLP), PII of individuals from large unstructured text corpus can be efficiently identified, which cannot be addressed by applying the existing rule-based solution discussed so far [11- 13]. In the existing literature, many efforts have been put forward by the researchers.
.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Complexity of PII Detection: Government-issued PII can be highly variable in format and context (e.g., social security numbers, tax IDs). Designing an application that accurately identifies all types of PII across diverse documents and formats can be technically challenging.
· False Positives/Negatives: There is a risk of false positives (identifying non-PII as PII) or false negatives (failing to identify actual PII). Both can lead to either unnecessary panic or missed compliance issues.
· Privacy Concerns: The application itself will handle sensitive data, raising concerns about how this data is processed, stored, and protected. Ensuring the application complies with data protection regulations is critical.
· Cost and Resource Intensive: Developing, maintaining, and updating the application can be resource-intensive. Regular updates may be needed to keep up with evolving PII formats and regulatory requirements.
· 


2.2. PROPOSED SYSTEM
· The performance validation of the proposed system C-PIIM is carried out concerning clustering performance metrics and PII probability in the text corpus. The significant contribution of the proposed work can be summarized as follows: 
· · The proposed system addresses the problem of automatically detecting and classifying the possibly included PII attributes from the large text data. 
· · The study also addresses the problem of precise feature extraction from low-quality textdata by introducing an effective data modeling and processing mechanism. 
· · A topic modeling is done to determine a set of contexts that show which category of text document has the most probable vulnerable PII. 
· · The hybrid nature of the deep learning technique is employed to achievehigher accuracy inclassifying the PPI from the email or text data. The design and development of the proposed system are carried out in such a manner that it can meet corporate production requirements by automatingmonitoring and detecting PII and ensuringagreement.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Data Security and Compliance: Helps organizations comply with regulations and standards such as GDPR, CCPA, or sector-specific regulations like HIPAA, which often require the protection of PII. By identifying PII, organizations can implement appropriate safeguards.
· Mitigation of Data Breaches: By scanning and identifying sensitive information, the application helps prevent accidental exposure or unauthorized access, thus reducing the risk of data breaches.
· Improved Data Management: Facilitates better data governance by locating and categorizing PII. This can be especially useful for data cleanup and ensuring that only necessary information is retained.
· Efficiency and Automation: Automates the process of identifying PII, saving time and resources compared to manual scanning and review. This can be particularly advantageous in handling large volumes of documents
· 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Data Ingestion Module
· Data Parsing and Extraction Module
· PII Detection Module
· Data Classification and Tagging Module
· 


    Data Ingestion Module
· Functionality: Handles the intake of various types of documents and data sources, such as text files, PDFs, spreadsheets, and databases.
· Features:
· Support for different file formats and data sources.
· Integration with cloud storage services and local file systems.
· Preprocessing to standardize and clean data before analysis.
· 

Machine Learning Models

· Functionality: Extracts raw text from documents and data sources.
· Features:
· Optical Character Recognition (OCR) for scanned documents and images.
· Text extraction from PDFs, HTML, and other structured formats.
· Parsing of structured data (e.g., CSV, XML, JSON) to extract relevant fields.
· 



PII Detection Module
· Functionality: Identifies government-issued PII within the extracted text.
· Features:
· Pattern Matching: Uses regular expressions and pattern recognition to identify common PII formats, such as Social Security Numbers (SSNs), Tax Identification Numbers (TINs), or Passport Numbers.
· Machine Learning: Applies natural language processing (NLP) and machine learning models to recognize and classify PII in more complex or less structured contexts.
· Contextual Analysis: Assesses the context around potential PII to reduce false positives and improve accuracy.
· 

Data Classification and Tagging Module
· Functionality: Classifies and tags identified PII for further action.
· Features:
· Categorizes PII based on type (e.g., SSN, TIN, etc.).
· Tags documents or data entries with metadata indicating the presence of PII.
· Integrates with data management systems to update records or flags.
· 








CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· As PII collection continues to increase, the costs of data breaches also increase, ranging from economic losses to reputation losses. For understanding the risks associated with privacy opening, several efforts have been made in the literature to detect PII disclosure and leaks. However, there are limited works regarding PII detection in the large unstructured text corpus. 
· In this paper, NLP and Byte-mLSTM mechanisms  are used to design an effective model for the purpose of PII leak detection.The proposed system comprises topic modeling for segmenting and grouping data storage categories that account for disclosure of potential or most vulnerable PII.
·  Byte mLSTM as unsupervised learning is employed as an effective clustering mechanism to detect vulnerable PII in the text data. 
· The study outcome proved the effectiveness of the proposed clustering-oriented PII detection compared to the existing hierarchical clustering approach. 
· The proposed model can be used in real-time scenarios like in the corporates to warn their employees against sending PII included in the email. 
· However, the model is limited to detection of full PII, cannot detect Quasi PII. The proposed study will be extended in future work considering the quasi PII and de-identification process.
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