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Centralized application-context aware firewall





ABSTRACT
· Description: Develop an application firewall for end-points that can identity and restrict access of application to external network/hosts. The application firewall should provide further granular control of restricting domains, IP addresses and protocols for each application. 
· The firewall should be manageable through a centralized web console where policies for each end-point and application can be centrally deployed. Firewall agent should also be able to monitor network usage behaviour of each application and generate alerts on central dashboard for any traffic anomaly using AI/ML. 
· Challenge: Applying separate firewall policies for each application running on the end-point and managing them through a central web console. 
· Usage: End-point security, network security Users: Cyber security teams Available Solutions (if Yes, reasons for not using them): Individual components are available Desired Outcome: The solution should provide following components: 1. Solution should identify the domains and protocols that any application is trying to access. 
· Context-aware application firewall agent that shall manage firewall policies for each application running on end-point. The agent shall also collect network usage logs of each application and send it to central server. 
· 3. Central web management console that shall be able to manage all end-points and applications 4. Solution should work for Windows end-points. Bonus points for Linux 5. Solution should also detect abnormal network behaviour of applications





















CHAPTER-1
INTRODUCTION
· Internet of Things (IoT) applications enable advanced and intelligent services that make users everyday life easier. In this work, we are interested in the smart city field. It is a topical field and it includes a number of interesting IoT applications such as e-health, smart home, vehicular networks, etc.
·  The implementation of smart city IoT applications and devices may involve risks related to the users’s security and privacy (disclosure, espionage, theft, etc.). These problems have been addressed in a large number of works [1, 9, 11].
·  However, these solutions do not consider users characteristics, such as privacy preferences, mobility, usability, etc. To overcome these problems, the emphasis should be on a user-centric approach. 
· Due to its importance and relevance for IoT and other digital services, the European Telecommunications Standards Institute (ETSI) has adopted several standards[4]. Indeed, it allows users to play a central role in security and privacy. 
· Thus, implementing security and privacy mechanisms according to some relevant information about users (e.g. contexts) and without their explicit intervention become necessary. Furthermore, the security and privacy mechanisms specified in many research works are proposed or implemented to address specific security threat models to which the targeted system is exposed.
·  Since the situation of a considered user could change due to many factors (e.g. mobility), the threat models will also change. Therefore, to ensure optimal security and address the detected vulnerabilities properly, the implementation of several security mechanisms is necessary according to different user situations.
·  Context-aware security and privacy is an effective way to implement usercentric security and privacy. It will allow to manage the threat models related to the users frequent context changes. This is done by dynamically deploying security and privacy mechanisms that respond to the threat model characterizing user’s current context without his intervention.
· 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· There is a great number of works that deal with contextawareness in pervasive and mobile applications ([3],[4],[8]- [12], [14], [15]). The majority deals with utilizing contextual information about the users and their environment and utilizing the latter to adapt the content that is to presented or exchanged between the devices and remote services ([8], [9]).
·  Appropriate selection of the available content resources can be also performed ([15]). To our best knowledge there is no complete framework that allows users to build end-to-end context-aware applications for mobile devices. Regarding commercial or open source frameworks for Cloud-based deployment of Internet of Things applications and services, there is also a number of platforms available.
·  Xively [25], Nimbits [28] ThingSpeak [26], Evrythng [29] and iDigi [27] are a few that could be mentioned. Xively has been one of the first on-line database service providers that allow developers to connect sensor data to the Web.
·  Nimbits is a data processing service you can use to record and share sensor data on the cloud. It is a free, social and open source platform for the Internet of Things based on Google App Engine. 
· 
· 

.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Single Point of Failure: If the centralized firewall fails, it can disrupt the entire network’s security posture. Redundancy and high availability measures are necessary but can add complexity and cost.
· Performance Bottlenecks: A centralized firewall may become a bottleneck if it’s handling a large volume of traffic. This can lead to latency issues or reduced network performance if not properly scaled.
· Scalability Challenges: As the network grows, scaling a centralized solution to handle increased traffic and more complex security policies can be difficult and costly.
· Complex Configuration and Management: Managing and configuring a centralized application-context aware firewall can be complex, particularly in large or dynamic environments. This complexity can increase the risk of misconfigurations, which can lead to security vulnerabilities or operational issues.
· 


2.2. PROPOSED SYSTEM
· The logical architecture of the COMPOSE platform is depicted in Fig. 1. The main components of the framework are the COMPOSE Marketplace, the Run-Time engine and the Ingestion layer consisting of Smart Objects and services. The COMPOSE marketplace implements a ServiceOriented Architecture, where any resource is provided and consumed in the form of a service. 
· An Object is then elicited to a service object when it becomes accessible through a network connection. While an object would be the sensing device monitoring the status of a house, for example, its corresponding service object is the abstraction of a given feature provided, such as data on the temperature inside the house. 
· Service objects will comply to the COMPOSE standardized interfaces, and will be potentially running the COMPOSE runtime environment in order to be (i) accessed from the Marketplace for gathering information (ii) actuated (iii) dynamically reprogrammed at run-time. Different interfaces will be defined in order to address objects heterogeneity. 
· Service objects can be stand-alone or composite. Composite service objects are the aggregation or composition of simple ones. For example, the house service object is the aggregation of various objects providing information on temperature, presence, light, sound, and more.
·  Composite service objects can provide information obtained from the aggregation of multiple data flows coming from different stand-alone service objects. 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Comprehensive Visibility and Control: These firewalls provide deep visibility into application traffic, allowing for precise control over which applications and services can communicate across the network. This granular control helps prevent unauthorized access and mitigate application-layer attacks.
· Enhanced Security: By understanding and inspecting traffic at the application level, centralized firewalls can identify and block sophisticated threats that might bypass traditional, port-based firewalls. They can recognize and manage application-specific vulnerabilities and enforce security policies more effectively.
· Simplified Policy Management: Centralizing security policies in one place makes it easier to create, deploy, and manage rules across the entire network. This can lead to more consistent enforcement and simpler policy updates.
· Efficient Resource Use: Centralized firewalls can optimize resource utilization by applying security policies and performing traffic inspection in a single location, rather than distributing these tasks across multiple devices.
· 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Application Identification and Classification
· Deep Packet Inspection (DPI)
· Intrusion Prevention System (IPS)
· Threat Intelligence Integration


     Application Identification and Classification
· This module is responsible for recognizing and categorizing applications and services based on their traffic patterns, signatures, and behaviors. It allows the firewall to enforce policies specific to different applications and services.
· 
Deep Packet Inspection (DPI)

· DPI analyzes the data payload of network packets to detect and prevent malicious activity or policy violations that might not be visible through superficial inspection. This module is crucial for understanding application-level data and enforcing security policies.
· 
Intrusion Prevention System (IPS)

· An IPS module detects and responds to suspicious or malicious activity by analyzing network traffic and comparing it against known threat signatures and behavior patterns. It can block or alert on potential threats in real-time.

Threat Intelligence Integration
This module incorporates threat intelligence feeds to stay updated on the latest threats and vulnerabilities. It helps in identifying and mitigating emerging threats and enhancing the firewall’s ability to protect against known attacks.







CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· COMPOSE projects provides among others tools and an infrastructure for developing and hosting smart and contextaware mobile applications. Communication with sensors and external resources provides customized information and appropriate content adaptation based on context and user preferences.
·  The COMPOSE Marketplace serves as a back-end infrastructure for hosting the smart services that process and store user data. Future work includes the evaluation of the proposed framework and the developed use case in a real environment.
·  In addition, the enhancement and further development of COMPOSE platform will allow to integrate better security and user/device authentication mechanisms, as well as service discovery and recommendation services for building more content-rich applications. 
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