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Secure Online Auction Portal Project

ABSTRACT
· Online auction is a business model where the items are sold through price bidding. Bidding have the start price and ending time. Potential buyers in the auction and the winner is the one who bids the item for highest price within the stipulated time.
·  For buying product online user must provide his personal details like email address, contact number and Aadhaar card scanned-copy. Now, there comes the role of security. The email address will be verified via link having a certain expiry time.
·  And, the contact number too is validated using an OTP. Only an authenticated user will have the authority to bid. This prevents various frauds accordingly in online auction gaining trust of the clients. Basically, It is a “SECURE ONLINE AUCTION SYSTEM”. 
· The whole projected is divided into modules which will be worked upon separately for a final integration to get the desired online auction service.
·  

















CHAPTER-1
INTRODUCTION
· The website is a final product that performs some activities. It is meant to serve some purpose. The purpose is usually defined by the demand or necessity in the market. The market comprises end-users that will be using the product, sellers and buyers in our case. 
· As developers, our job is not only to create websites that serves the purpose but also be it easier to use and cater to many people. We cannot assume a user is well versed with web surfing. Thus, we need to provide an aesthetic and self -explanatory user interfaces.
·  There are several online auction sites like ebay, listia but the security protocols have not been taken care. So, the major concern for the trust by a user is proper validation and verification of a genuine product. 
· Online auction sites, such as eBay and Yahoo! Auctions, are experiencing a dramatic increase in their popularity. The number of auction items hosted by eBay has increased from 110 million to approximately 266 million between July 2010 and September 2014 .
·  A seller lists an item online for a set amount of time and buyers must place a bid higher than the last bid in order to purchase. Online auctions have removed the physical and logistical limitations of geographic proximity, time to organise, physical space, and small target audience.
·  'Auctions’ or ‘reverse auctions’ or simply ‘e-Auctions’. Online auction is nothing but a group which is based for auction. In an online auction system, If you want to sell something by auction then you can post that on website. It is just a selling and buying of products. 
· In this project user can do a bid on particular product. The main objective of the e-Auction process is that it must be possible to obtain the particular product at best value and the highest but best price. 
· It is not possible to achieve the best value outcomes while the focus remains on price. There are two categories of users first is customers and second is vendor. Vendor can sell his products on this website and customer can purchase it accordingly.
·  Product will be given to only those customers who can put a high bid price on the particular product to purchase. A single user can do more than one bid on product. There are two categories of users one is customers and second one is vendor, both have their own' registration forms’. 
· There is a common 'login page' for vendors and for users but when both of them login, it would be easily find out that whether it is a vendor or a buyer because their registration forms are different.
·  There are of their 'registration details' two home pages i.e. one page has a different behaviour if vendor login then it shows the vendor’s menu and if the customer login it will show customer menu . 
· Customers should have an appropriate knowledge of the online- Auction subject, it's market and it's market price. 
· .




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· This system is designed as an online web-based application which can be accessed by any other devices it can be, either a computer, tablet, iPad, iPhone, mobile phone or PDAs.
· This system is targeted to serve primarily to the local towns and other cities, then after when more modification is made it can serve to the whole country where more business enterprises can have access to the system and finally reach out to the entire parts of world. 
· Using this online auction management system, bidders will be able to get connected to the specific sellers who will offer them necessary information or can give them hand or ideas to sell their items. 
·  
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Security Concerns:
· Data Breaches: Even with robust security measures, there is always a risk of data breaches, which can expose sensitive user information and financial details.
· Fraud Risks: Online auction platforms are susceptible to various types of fraud, including fake listings, bid manipulation, and identity theft.
· Complexity in Implementation:
· Development Costs: Building a secure, functional, and user-friendly auction platform requires significant investment in both time and money.
· Ongoing Maintenance: Regular updates and maintenance are necessary to address security vulnerabilities and keep the system running smoothly.
· User Trust and Adoption:
· Trust Issues: Users may be skeptical about the security and legitimacy of an online auction platform, especially if it’s new or lacks a strong reputation.
· User Education: Educating users about how to use the platform securely and effectively can be challenging.
· Regulatory Compliance:
· Legal Requirements: Compliance with various regulations and standards (e.g., GDPR, CCPA) can be complex and may require ongoing legal and administrative efforts.
· Jurisdictional Challenges: Different regions may have different regulations, making it difficult to create a universally compliant platform.
· 



2.2. PROPOSED SYSTEM
· This system is a web-based programme that allows users to buy and sell anything; they may trade anything by publishing an advertisement. Users may submit their items for auction on this app, and bidders can register and bid on any accessible product. 
· Some existing applications allow users to bid, but because the goods is not accessible in your location, you are unable to check the product before purchasing it. The user of the online Auction programme would be eligible to auction for products that are accessible in his location.
·  This set up is planned to be enormously having the potential to support a number of participants in a live auction. The requirement of web-based auction or online bidding is that it is often more precisely stated for the customer.
·  It can become an adequate exercise when it is additionally built crystal clear as a situation of certainty. Nowadays, Online Auction has become more extensive in each and every kind of commercial usage. 
· 


2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Enhanced Security:
· Data Protection: Implementing robust security measures helps protect sensitive user data, such as personal information and financial details, from breaches and unauthorized access.
· Fraud Prevention: Advanced security features can reduce the risk of fraudulent activities, including fake listings and bid manipulation.
· Accessibility and Convenience:
· Global Reach: An online auction platform can reach a global audience, allowing users from different regions to participate in auctions without geographical constraints.
· 24/7 Availability: Unlike traditional auctions, online platforms can operate around the clock, providing users with more flexibility and convenience.
· Efficiency and Scalability:
· Automated Processes: Online auctions streamline various processes, such as bidding, payment, and listing management, making them more efficient than traditional methods.
· Scalability: The platform can be designed to handle a large number of users and auctions simultaneously, accommodating growth and high traffic volumes.
· 4. Transparency and Fairness:
· Real-Time Bidding: Users can view live updates on bids and auction status, enhancing transparency and ensuring fair competition.
· Audit Trails: Comprehensive logs and records of all transactions and activities help maintain the integrity of the auction process and resolve disputes effectively.
· 





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  i3 process.
· Hard Disk	: 500 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 8 GB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  i3 process.
· Hard Disk	: 500 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 8 GB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows 10.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2019










2.5 MODULE DESCRIPTION
· User Management Module
· Auction Management Module
· Payment Processing Module
· Security and Compliance Module

User Management Module
· Registration and Authentication: Secure user registration, login, and authentication mechanisms, including options for multi-factor authentication (MFA).
· User Profiles: Manage user profiles, including personal information, preferences, and account settings.
· Role Management: Different access levels for admins, sellers, buyers, and other roles, with corresponding permissions.
· .

Auction Management Module
· Auction Creation: Tools for sellers to create and manage auctions, including item listings, descriptions, images, and reserve prices.
· Auction Types: Support for various auction types, such as standard, Dutch, reverse, and sealed-bid auctions.
· Bidding System: Real-time bidding functionality, including bid placement, automatic bidding (proxy bidding), and bid increment management.
· 

Payment Processing Module
· Payment Integration: Secure integration with payment gateways to handle transactions, including support for multiple payment methods (credit cards, digital wallets, etc.).
· Transaction Security: Encryption and secure handling of payment information to prevent fraud and data breaches.
· Fee Management: Calculation and management of auction fees, commissions, and other charges.

Security and Compliance Module
· Data Encryption: Encryption of data both in transit and at rest to protect user information.
· Access Control: Implementation of role-based access control (RBAC) and other security measures to restrict access to sensitive information.
· Regulatory Compliance: Ensure compliance with relevant regulations and standards, such as GDPR, CCPA, and PCI DSS.



















CHAPTER 3









CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· The online auction system has made customers more efficient and efficient in their behavior and has driven businesses to new heights, forcing many to make the adjustments and changes necessary to reach a new market of knowledgeable consumers. 
· The rapid growth of e-auctions has led to an e-transformation in global retail infrastructure. Thanks to a growing internet and higher incomes and a more large population, despite many obstacles.
·  Secure online payments, good for electronic stores, return policies and exciting discounts help you understand the benefits of the auction system.
· [bookmark: _GoBack]
