16





Virtual Private Network





ABSTRACT
· This study aimed to identify the differences between state-of-the-art VPN solutions on different operating systems. It was done because a novel VPN protocol is in the early stages of release and a comparison of it, to other current VPN solutions is interesting. 
· It is interesting because current VPN solutions are well established and have existed for a while and the new protocol stirs the pot in the VPN field. Therefore a contemporary comparison between them could aid system administrators when choosing which VPN to implement. 
· To choose the right VPN solution for the occasion could increase performance for the users and save costs for organizations who wish to deploy VPNs. 
· With the remote workforce increasing issues of network reliability also increases, due to wireless connections and networks beyond the control of companies.





















CHAPTER-1
INTRODUCTION
· A Virtual Private Networks (VPN) is a way to extend a private network through a public network such as the Internet. Users may then use the VPN to access data on the private network through the Internet as if they are directly connected to the private network.
·  It is understood that using a VPN may reduce performance of the network connection, due to the fact that VPN adds encryption overhead which will increase the latency. The performance is sacrificed to achieve a higher degree of privacy. 
· By examining different VPN implementations, we can find out how much the performance degrades. According to a study by two companies FlexJobs and Global Workplace Analytic in 2017, more and more employees are working from home: Between 2005 and 2015 telecommuting grew by 115%.
·  An on-site user that is working on corporate network infrastructure, which is controlled and maintained by the corporation will likely have a more stable connection than the remote worker
· Virtual Private Networks are defined broadly as a way to extend a private network through the public network such as the Internet (Brown, 1999). A private network is a network that exists in a Local Area Network (LAN). 
· The extension of a private network that is done with the use of VPN technology can be used to access other private networks remotely through the use of a VPN tunnel. 
· A tunnel in networking is a way to send data that is not normally supported by a network protocol by repackaging data in a packet to another protocol.
·  If two routers have tunneling configured it is possible to encapsulate the data to send directly to each other over the Internet and then decapsulate the payload that was sent through the tunnel to send it onwards to the destination. 
· In addition to tunneling private networks together, other strong aspects of VPN are the capabilities of adding encryption and integrity to the tunnel (Brown, 1999).
·  VPN can be used to keep sensitive data inside the private network and ensure that the data is unchanged during transport. 
· It adds one extra layer of security by not exposing the private network to the public Internet but at the same time being able to access a private network remotely
· 




CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· A remote worker may use different types of connections that are not managed by the remote workers company. This could lead to an unstable network connection as it is not controlled by professionals directly, as they preferrably are on-site. 
· Considering this scenario, VPN can potentially differ in performance if the connection is unreliable. The fact that the amount of remote workers is increasing and that VPN is a multi-billion-dollar industry,which is also projected to grow further according to Khan et al. 
· (2018), begs the question to be answered; how does the performance of certain VPN implementations differ? This project compares state-of-the-art VPNs and how they differ in performance under normal and unreliable network conditions on different operating systems (OSs). 
· The performance is measured in throughput and degradation is measured in how much, if any, performance was lost after the connection unreliability were introduced. 

.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· 1Reduced Speed: VPNs can slow down your internet connection. This is due to the encryption process and the distance between you and the VPN server.
· Compatibility Issues: Some websites and services might not work properly with a VPN or might block VPN traffic. This can affect your browsing experience or access to certain content.
· Potential Security Risks: Not all VPN providers are equally secure. Some might have vulnerabilities or could log your data. It's important to choose a reputable VPN service.
· Cost: High-quality VPN services usually require a subscription fee. While there are free VPN options, they often come with limitations or potential privacy concerns.




2.2. PROPOSED SYSTEM
· The results are intended to be used as an aid to system administrators when to evaluate the options for which VPN solution to deploy. The results can be used as a steppingstone to create other VPN experiments and to avoid pitfalls that were discovered in this study. 
· If a system administrator intends to use the same configuration as in this study, then the results can be beneficial without having to do their own testing. The structure of the rest of this study is as such: Chapter 2 covers general background information about the VPN solutions that are used in the testing of this report and the metrics that are measured when testing the performance of VPNs.
·  Chapter 3 is about the motivation for undertaking this study, why it is important to benchmark VPN performance and especially under unreliable network conditions, this chapter also contains the research question and the objectives that are undertaken to answer the research question.
· 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Enhanced Privacy and Anonymity: VPNs mask your IP address and encrypt your internet traffic, helping to keep your online activities private and making it more difficult for websites, advertisers, and other entities to track your behavior.
· Improved Security: By encrypting your data, VPNs protect it from hackers and other malicious actors, especially on public Wi-Fi networks. This encryption ensures that sensitive information, such as passwords and financial details, is secure.
· Access to Geo-Restricted Content: VPNs allow you to bypass geographic restrictions by connecting to servers in different countries. This enables you to access content that might be restricted or unavailable in your region, such as streaming services or websites.
· Secure Remote Access: For businesses, VPNs enable employees to securely access company resources and data from remote locations. This is particularly useful for telecommuting and accessing work-related files from outside the office.





2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· VPN Client
· VPN Server
· Encryption Module
· Authentication Module
· 


VPN Client
· Purpose: The software or application installed on a user's device (e.g., computer, smartphone) that initiates and manages the VPN connection.
· Functions: Connects to the VPN server, handles encryption and decryption, and provides user interface features such as server selection and connection status.

VPN Server
· Purpose: The server to which the VPN client connects, providing access to the internet or a private network.
· Functions: Accepts incoming VPN connections, manages encryption/decryption, routes traffic, and can offer additional features like DNS resolution.
· 

Encryption Module

· Purpose: Handles the encryption and decryption of data transmitted between the VPN client and server.
· Functions: Uses cryptographic algorithms (e.g., AES, RSA) to secure data and ensure privacy. Ensures that data cannot be easily intercepted or read by third parties.
· WebSockets: PHP libraries like Ratchet or Swoole to handle real-time communications and updates.
· Redis: Used for caching and real-time data updates.

Authentication Module
· Purpose: Manages the authentication process to verify the identity of users and devices
· Functions: Can include username/password combinations, multi-factor authentication (MFA), digital certificates, or other methods to ensure that only authorized users can access the VPN.





















CHAPTER 3









CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· If deploying a VPN service on a reliable network connection in a Windows environment, then the recommendation based on the results in this study is to use WireGuard. If the environment is based on Linux it is similar to Windows recommended to use WireGuard.
·  If the environment consists of macOS devices primarily, the recommendation is to make use of IPSec. 
·  If deploying VPN on a network connection where 200ms latency is expected, in a Windows environment, then the recommendation based on the results in this study is to use WireGuard. If the environment is based on Linux it is recommended to use IPSec. If the environment consists of macOS devices primarily, the recommendation is to make use of OpenVPN. 
· If deploying VPN on a network connection where 1% packet loss is expected the result show that WireGuard performs best on all operating systems.
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