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Credit Card Fraud Detection Using Machine Learning  with Python





ABSTRACT
· Online transactions have become a significant and crucial aspect of our lives in recent years. It's critical for credit card firms to be able to spot fraudulent credit card transactions so that customers aren't charged for things they didn't buy. 
· The number of fraudulent transactions is rapidly increasing as the frequency of transactions increases. Machine Learning and its algorithms can be used to solve such issues. With Credit Card Fraud Detection, this project aims to demonstrate the modelling of a data set using machine learning. 
· Modeling prior credit card transactions with data from those that turned out to be fraudulent is part of the Credit Card Fraud Detection Problem. The model is then used to determine whether or not a new transaction is fraudulent. 
· Our goal is to detect 100% of fraudulent transactions while reducing the number of inaccurate fraud classifications. Credit Card Fraud Detection is an example of a common classification sample. On the PCA converted Credit Card Transaction data, we concentrated on evaluating and pre-processing data sets, as well as deploying different anomaly detection techniques such as the Local Outlier Factor and Isolation Forest algorithm. 




















CHAPTER-1
INTRODUCTION
We explore the performance of diverse ma- chine learning algorithms on an actual dataset and suggest an ensemble based approach that harnesses the strengths of multiple models. Our experimental outcomes demonstrate the effectiveness of machine learning in accurately identifying fraudulent transactions while minimizing false positives.
With the increase of people using credit cards in their daily lives, credit card companies should take special care in the security and safety of the customers. According to (Credit card statistics 2021) the number of people using credit cards around the world was 2.8 billion in 2019, in addition 70% of those users own a single card at least. 

Reports of Credit card fraud in the US rose by 44.7% from 271,927 in 2019 to 393,207 reports in 2020. There are two kinds of credit card fraud, the first one is by having a credit card account opened under your name by an identity thief, reports of this fraudulent behavior increased 48% from 2019 to 2020.

 The second type is by an identity thief uses an existing account that you created, and it’s usually done by stealing the information of the credit card, reports on this type of fraud increased 9% from 2019 to 2020 (Daly, 2021).



CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· This Project is focused on credit card fraud detection in real world scenarios. Nowadays credit card frauds are drastically increasing in number as compared to earlier times. Criminals are using fake identity and various technologies to trap the users and get the money out of them. 
· Therefore, it is very essential to find a solution to these types of frauds. In this proposed project we designed a model to detect the fraud activity in credit card transactions. This system can provide most of the important features required to detect illegal and illicit transactions. 
· As technology changes constantly, it is becoming difficult to track the behavior and pattern of criminal transactions. To come up with the solution one can make use of technologies with the increase of machine learning, artificial intelligence and other relevant fields of information technology; it becomes feasible to automate this process and to save some of the intensive amounts of labor that is put into detecting credit card fraud. I
.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Previous research has explored a plethora of methods to tackle fraud detection, ranging from supervised and unsupervised approaches to hybrid ones.
· Consequently, under- standing the technologies associated with credit card fraud detection and gaining insights into various fraud types have become imperative.
· Over time, the evolution of fraud patterns has introduced novel forms of fraudulent activities, thereby piquing the interest of researchers



2.2. PROPOSED SYSTEM
· Fraud detection is a problem that applies to a variety of businesses, including banking and finance, insurance, government agencies, and low enforcement, among others. Millions of transactions can be searched using advanced data mining algorithms to find patterns and detect fraudulent transactions. Credit card fraud detection is a technique for detecting fraudulent credit card transactions and preventing customers from being charged for products they did not purchase.
·  The major goal of our project is to make Credit Card Fraud Detection more accessible to people who are victims of credit card online fraud. The primary goal of a credit card fraud detection system is to keep our transactions and security safe. Fraudsters won't be able to make repeated transactions on a stolen or counterfeit card before the cardholder notices the fraudulent activity with this approach. The model is then used to determine whether or not a new transaction is fraudulent. Our goal is to detect 100% of fraudulent transactions while reducing the number of inaccurate fraud classifications.

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· This paper provides an extensive review of prior work, tracing the evolution of credit card fraud detection meth- ods and underscoring the pivotal role of machine learning in advancing this field
· We delve into the intricacies of data preprocessing, highlighting the significance of ade- quately preparing datasets to extract meaningful insights. Additionally, we outline our methodology, encompassing the selection of machine learning algorithms, feature engineering, and the development of an ensemble-based ap- proach that amalgamates the strengths of multiple models.
· Our findings not only demonstrate the accuracy of our machine learning models but also emphasize the importance of striking a balance between fraud detection and minimizing false positives, a critical consideration in the financial sector


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows 10.
· Platform		: Python










2.5 MODULE DESCRIPTION
· Data Overview
· Data Preparation
· Data Cleaning
· Data Integration
· Data Transformation
· Data Reduction


Data Overview
· This dataset was compiled by merging two primary sources: the fraud transactions log file and the comprehensive transactions log file. The fraud transactions log file contains records of all instances of online credit card fraud, whereas the all transactions log file encompasses all transactions logged by the respective bank over a specified timeframe. 
· To preserve confidentiality, certain sensitive attributes such as card numbers were encrypted using hashing techniques, as per the agreement between the bank and the authors of the study.
· Upon examining the combined dataset, it became evident that the distribution of data was heavily skewed due to the disproportionate numbers of legitimate transactions and fraudulent occurrences. Specifically, the file contain- ing fraud cases comprised 200 records, whereas the transaction log file contained 917,781 records
· 

Data Preparation

· Initially, the raw data were segmented into four distinct datasets based on identified fraud patterns. This segmenta- tion was informed by insights provided by the bank. The four datasets are as follows: Transactions associated with Risky Merchant Category Codes (MCC). 
· Transactions exceeding 10000rs in value. Transactions flagged with risky ISO Response codes. Trans- actions originating from unknown web addresses. These four datasets were then utilized in two distinct approaches: Type A: Transforming the raw data into numerical rep- resentations. Type B: Categorizing the raw data without any transformation. For datasets 1, 2, and 3, Type A data preparation methodology was applied, while Type B was applied solely to dataset number 4. 
· The data preparation process typically involves cleaning, transformation, inte- gration, and reduction of data. In the case of Type A prepa- ration, all of these steps were applied to the first three datasets to prepare them numerically. However, for cate- gorical data preparation (Type B), all steps except for data transformation were implemented. The fundamental steps involved in Type A data preparation are outlined below:
· 

Services
· AngularJS supports the idea of "Separation of Concerns" using the architecture of services. These are the JavaScript functions which are responsible to perform a specific tasks only. 
· This makes them an individual entity which can be, maintained and tested. Controllers can be called on the basis of requirement. Services are normally injected using dependency injection mechanism of AngularJS
· 

Data Cleaning
· Filling in missing values is a crucial aspect of the data cleaning process. Various approaches exist to address this issue, such as excluding entire tuples, but many of these methods are prone to introducing biases into the data.
·  How- ever, since the source file containing genuine transactions did not have any records with missing values, this was not a concern. Tuples containing meaningless values were re- moved from the files as they do not contribute to generat- ing meaningful data and could potentially bias the dataset. 
· Furthermore, additional changes were made, including removing unnecessary columns and splitting the datetime column into two separate components.
Data Integration
· Prior to implementing further modifications, the two data sources were integrated because the fraudulent and genuine record files were stored separately. Figure 1 illus- trates the mapping process employed to merge the datasets together.
Data Transformation
· In this stage, all categorical data were unified into a comprehensible numerical format. The transactional dataset encompasses various data types with diverse ranges. Con- sequently, data transformation involved normalization, which scales the attribute data to fit within a smaller numeric range.
Data Reduction
· The chosen strategy for data reduction is dimensional- ity reduction. This approach aims to mitigate the risk of learning incorrect data patterns, ensuring that the selected features effectively eliminate irrelevant aspects and charac- teristics of the fraud domain, as highlighted in . 
· Principal Component Analysis (PCA) is a widely recognized method for dimensionality reduction. By applying PCA, the fea- ture selection issue is addressed from a numerical analysis standpoint. PCA effectively selects features by identifying the appropriate number of principal components.





CHAPTER 3









CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 
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CHAPTER 5
CONCLUSION 
CONCLUSION

· Credit card fraud detection has long been a focal point of research and is expected to remain an intriguing area of study in the foreseeable future. This enduring interest is primarily driven by the dynamic nature of fraud pat- terns.
·  In this paper, we propose an innovative credit card fraud detection system capable of identifying four distinct patterns of fraudulent transactions using algorithms best suited for each pattern, while also addressing challenges identified by previous researchers in this field. 
· By integrat- ing predictive analytics and an API module for real-time fraud detection, end-users are promptly notified through a graphical user interface (GUI) upon detection of a suspi- cious transaction, empowering fraud investigation teams to take immediate action. We meticulously selected optimal algorithms for each of the four main fraud types through literature review, experimentation, and parameter tuning, as outlined in the methodology. 
· Additionally, we evalu- ated sampling methods to effectively handle the skewed distribution of data. Our findings underscore the significant impact of re- sampling techniques in achieving higher classifier perfor- mance. 
· The machine learning models identified as LR, NB, LR, and SVM demonstrated the highest accuracy rates in capturing the four fraud patterns (Risky MCC, Unknown web address, ISO Response Code, Transaction above 10000), achieving accuracy rates of 74, 83, 72, and 91 percent, re- spectively. While these models exhibit satisfactory accu- racy levels, our focus moving forward is on enhancing pre- diction capabilities to achieve even better accuracy. Moreover, future extensions of this research aim to explore location- based fraud detection methods
·  
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