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Credit card fraud detection using artificial neural network






ABSTRACT
· Frauds in credit card transactions are common today as most of us are using the credit card payment methods more frequently. This is due to the advancement of Technology and increase in online transaction resulting in frauds causing huge financial loss. 
· Therefore, there is need for effective methods to reduce the loss. In addition, fraudsters find ways to steal the credit card information of the user by sending fake SMS and calls, also through masquerading attack, phishing attack and so on. 
· This paper aims in using the multiple algorithms of Machine learning such as support vector machine (SVM), k-nearest neighbor (Knn) and artificial neural network (ANN) in predicting the occurrence of the fraud. 
· Further, we conduct a differentiation of the accomplished supervised machine learning and deep learning techniques to differentiate between fraud and non-fraud transactions.






















CHAPTER-1
INTRODUCTION
· Fraud is an offensive activity, carried out by an unauthorized person by cheating innocent. Credit card fraud involves stealing the essential credentials from the cardholder and using it unauthorized manner by the fraudsters either by using phone calls or SMS. This fraud in credit card may also happen using some software applications that are under the control of fraudsters.
· In recent years, as there is advancement of technology, most of them are using credit card for buying their needs so the frauds associated with it is also rising gradually. 
· In the present world, almost all the enterprises from small to big industries are using the credit card as mode of payment. Credit card fraud is happening in all organization such as appliances industry, automobile industry, banks and so on. 
· Many of the process like data mining, machine learning algorithmic approaches are applied to identify the fraud in the credit card transactions but did not get considerable result. Hence, there is a need of effective and efficient algorithms to be developed that works significantly. 
· we try to avoid the fraudster using our credit card before the transaction gets approved by using artificial neural network algorithm and compared with few other machine learning algorithms.
· Fraud is an offensive activity, carried out by an unauthorized person by cheating innocent. Credit card fraud involves stealing the essential credentials from the cardholder and using it unauthorized manner by the fraudsters either by using phone calls or SMS. This fraud in credit card may also happen using some software applications that are under the control of fraudsters.
· The credit card fraud detection takes place as: the user or the customer enters the necessary credentials in order to make any transaction using credit card and the transaction should get approved only upon being checked for ay fraud activity. For this to happen, we first pass the transaction details to the verification module where, it is classified under fraud and non-fraud categories. Any transaction that is put under fraud category is rejected. Otherwise, the transaction gets approved.
· 





CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· Every year, billions of dollars are lost due to credit card fraud, causing huge losses for users and the financial industry. This kind of illicit activity is perhaps the most common and the one that causes most concerns in the finance world.
·  In recent years great attention has been paid to the search for techniques to avoid this significant loss of money. In this degree project, we address credit card fraud by using an imbalanced dataset that contains transactions made by credit card users. 
· 
.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Now -a-days, most of them are using credit cards for buying the goods which are so much in need but can't afford at the moment. In order to meet the needs credit cards are used and the fraud associated with it is also increasing so there is a need of developing a model that's fit well and predicts at higher accuracy.
· Application fraud: When a fraudster acquires the control over the application, steals the credentials of customer, and makes a fake account and then the transactions takes place.
· Electronic or manual card imprints: In this form of fraud, the fraudster skims the information from the magnetic strip which is present on the card then uses the credentials and fraud transactions are carried out
· Card not present: This is a type of credit card in which physical card is not present during transaction
· 
·  



2.2. PROPOSED SYSTEM
· The Proposed system uses the Artificial Neural Network to find the fraud in the credit card transactions. Performance is measured and accuracy is calculated based on prediction. And also classification algorithms such as Support vector machine and k-Nearest Neighbor are used to build a credit card fraud detection model. 
· We compare all the three algorithms used in the experiment and made a decision that artificial neural networks predicts well than system developed using support vector machine and k-nearest neighbor algorithms. 
· The dataset used in the experiment consist of 31 attributes out of which 30 attributes consist of information related to name, age, account information and so on and last attribute give the outcome of the transaction in either 0 or 1.
· ANN is biologically inspired by human brain. The neurons are interconnected in the human brain like the same nodes are interconnected in artificial neural network. 
·  depicts the structure of ANN with input, output and hidden layers. Inputs are x1, x2…Xn and output is y. w1…wn are the weights associated with inputs x1…xn respectively. There are 15 hidden layers used in this neural network. The activation function used in our credit card fraud detection model is RELU.
· 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· The classification task can be understanding as sequential decision-making process, that uses a multiple agents to interact with the environment to obtain the optimal classification policy.
· propose an ensemble pruning approach which is based on Reinforcement Learning framework.
· They use Markov Decision Process and considered the ensemble pruning problem as a one player game, and select the best classifiers. 
· establish a deep reinforcement learning based model divided into instance selector and relational classifier, with the aim to learn the relationship classification in noisy text data.



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Support Vector Machine
· K-nearest algorithm
· Artificial Neural Network


Support Vector Machine:
· Data cleaning and preprocessing of data
· Resampling the data as normal and fraud class i.e. normal = 0 and fraud =1 under
· Under sampling of data is done
· Data is scaled (if any null value then eliminated) and normalized.
· Dataset is splitted into two set as train data and test data using split () on training data is used to split the data.
· 
K-Nearest Neighbor
· Loading of dataset pd.read.csv (csv file) # reads the csv file and loads

Normal = 0
•Fraud = 1 # resampling
•Data is scaled and normalized
•Train_test_split() # splitting of dataset into train and test data
· Trained the data using Knn classifier
· KNeighborsClassifier() # knn classifier which does classification of transactions

Artificial Neural Network (ANN):
· pd.read.csv(.csv) # reads the dataset
· resampling of data
· StandardScaler() #scaling and normalization of data
· Train_test_split() #Splitting of data
· Prediction of fraud is made and this trained data is stored .it can used to test (training the model takes longer time so it is stored)





CHAPTER 3









CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

MODEL DIAGRAM
[image: An external file that holds a picture, illustration, etc.
Object name is bioengineering-10-00018-g001.jpg]
















CHAPTER 5
CONCLUSION 
CONCLUSION

· Nowadays the use of credit cards increases uncontrollably, being one of the most popular online and regular purchase payment methods. Because of this, credit card fraud also begins to grow. Every day a large number of transactions occur which are a source of a great deal of information which, together with analysis techniques and human resources, can be used to concentrate attention on investigating suspicious behavior. 
· Credit card fraud is a problem that requires a lot of research interest because it causes a big loss of money for users and banks. Fraud detection is a particularly challenging and complex task because fraudsters also innovate in their fraud techniques, so it is necessary to generate more innovative systems that help stop them. For this reason it is necessary to find methods to guarantee the security of cardholders when they use their credit cards to make purchases or electronic payments
· 
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