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Credit Card Fraud Detection and Prevention By Face Recognition






ABSTRACT
· Internet banking is now becoming the most commonly used form of banking transactions. Confidentiality can be compromised in the process of electronic purchases. 
· We therefore introduced a new approach to prevent theft during online transactions in order to protect information through a two-step mechanism of authentication. 
· The primary step of authentication is OTP verification. If the OTP has been checked, the face should be recognized. The details are collected and the authorization for both true and fraudulent transactions is submitted to the bank. 
· The new credit card scanning device has beneficial characteristics such as certain health, user-friendliness, etc. The purpose of the application is to reduce credit card fraud by knowledge of the Face System. Customers get the most accessible and highly efficient electronic banking program.





















CHAPTER-1
INTRODUCTION
· When user successfully logged in into his/her account, then services interface appears which includes Balance enquiry in which user can check the amount in his/her account, Mini Statement is a service which tells the user about his/her recent transactions made to their account, Transfer Funds is a service by which user can make online transactions rapid and secure, Regenerate ATM pin is a service from which user can reset its forgotten pin or the pin he/she wants to change etc.
· In the past few years, banking process was done inside the large rooms of building which was brisk task for both the customers and the banking staff but now people are using online banking as opposed of visiting the bank which grant ease for customers to perform transactions. 
· The face recognition becomes the more important topic in computer vision [1]. In this paper, we propose to inspect the use of facial recognition for login and for banking purposes. The main motive of the proposed system is to provide secured banking transactions to the end users [2] and is to limit banking frauds and fraudulent activities. 
· According to [3], financial institutions must have effective and reliable methods to authenticate their customers. This paper proposes an authentication system that we designed it by combining two parts: - first part is face recognition and the second part is the Banking system.
· We are using Python language and OpenCV library for designing the face recognition and MySQL for the bank records. 
· In this System, when user is trying to open his/her account firstly it will recognize the user's face and trying to match that this user is the correct one or fake by matching with faces data stored in the database. Once the face
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CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· These systems use predefined rules and thresholds to flag suspicious transactions. Rules can include parameters like transaction amount, frequency, and location.
· These systems use algorithms and models that learn from historical data to identify patterns and anomalies indicative of fraud.
· This approach analyzes patterns of user behavior, such as spending habits and transaction frequency, to detect deviations that may indicate fraud.
· Continuous monitoring of transactions in real-time or near-real-time to identify suspicious activities based on various criteria.

.
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Limited Flexibility: Rules need constant updating to adapt to new fraud patterns. Outdated rules can lead to missed fraud or false positives.
· High False Positives: Legitimate transactions may be flagged as fraudulent, causing inconvenience for users.
· Scalability Issues: As transaction volumes grow, managing and updating rules can become cumbersome.
· Data Quality Dependence: The effectiveness of machine learning models depends heavily on the quality and quantity of training data. Poor data can lead to inaccurate predictions.
· Complexity and Maintenance: Machine learning models require ongoing training, fine-tuning, and monitoring to remain effective, which can be resource-intensive
· 



2.2. PROPOSED SYSTEM
· This paper proposes to inspect the use of facial recognition for login and for banking purposes. The potency of our system is that it provides strong security, username and password verification, face recognition and pin for a successful transaction.
·  Multilevel Security of this system will reduce problems of cyber-crime and maintain the safety of the internet banking system. The end result is a strengthened authentication system that will escalate the confidence of customers in the banking sector. 
· .

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Biometric Authentication: Face recognition provides a biometric layer of authentication, which is more difficult to forge or steal compared to traditional methods like passwords or PINs.Unique 
· Identifier: Each person’s facial features are unique, providing a strong, personalized security measure that’s hard to replicate.
· Seamless Authentication: Face recognition allows for quick and frictionless authentication, eliminating the need for passwords or PINs. Users can simply look at the camera to verify their identity.
· No Physical Tokens Required: Unlike physical cards or devices, face recognition doesn’t require users to carry or remember anything, simplifying the authentication process.







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   


2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005










2.5 MODULE DESCRIPTION
· Image Acquisition
· Training the Model
· Recognition
· Bank Database


Image Acquisition

· Before any recognition can even be attempted, the system must acquire an image of the subject with sufficient quality [4] to detect and recognize the face. 
· First, we acquire 100 images from webcam of 136×136 pixels per user and then we convert these images into grayscale as it is separating the luminance plane from the chrominance planes. 
· Luminance is also more important for distinguishing visual features in an image. 

Training the Model

· After image acquisition, we convert them into matrix and assigned the specific matrix with a label and after that we will create a LBPH face recognizer model and will train it with image matrix with their correlated labels and will save along with the process
· 
Recognition
· After getting the XML record of the training data set utilizing python. We have used OpenCV which presents a Haar cascade classifier .
·  The Haar cascade classifier and training recognizer will be used for face recognition. The pre-trained model will be provided by the real time frame of the user and the model will predict the label and the confidence score. 
· If the confidence scores are appropriate the user will be authenticated else marked as unknown
·  

Bank Database 
· We have divided bank database into two tables: first one will hold the account details of the users like account number, username, pin, banking password etc. 
· And the next part will hold the details of transaction that will take place with proper information so the user will be provided with bank statement. We used MySQL for creating bank database 





















CHAPTER 3









CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 


















CHAPTER 5
CONCLUSION 
CONCLUSION

· Nowadays demand of online banking is spiking constantly with which cyber-crime, online scams, banking frauds are also increasing. Our proposed system uses face recognition features to make net banking systems more secure for authentication as the facial id cannot be hacked or stolen. 
· This system is a well-built method of authentication and verification as it is uniquely bound to individuals, it will build customer pleasure and lonesome the utilization of money. Multilevel Security of this system will reduce problems of the cyber-crime and maintain the safety of internet banking system
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