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ABSTRACT

· Authenticating the students’ identity and authenticity of their work is increasingly important to reduce academic malpractices and for quality assurance purposes in Education. 
· There is a growing body of research about technological innovations to combat cheating and plagiarism. However, the literature is very limited on the impact of e-authentication systems across distinctive end-users because it is not a widespread
· practice at the moment. A considerable gap is to understand whether the use of eauthentication systems would increase trust on e-assessment, and to extend, whether students’ acceptance would vary across gender, age and previous experiences.
· This study aims to shed light on this area by examining the attitudes and experiences of 328 students who used an authentication system known as adaptive trust-based e-assessment system for learning (TeSLA). 



 




CHAPTER-1
INTRODUCTION
· Evidence from mixed-method analysis suggests a broadly positive acceptance of these e-authentication technologies by distance education students. 
· However, significant differences in the students’ responses indicated, for instance, that men were less concerned about providing personal data than women; middle-aged participants were more aware of the nuances of cheating and plagiarism; while younger students were more likely to reject e-authentication, considerably due to data privacy and security and students with disabilities due to concerns about their special needs.
·  There will also be a new solution that uses the QR code to assist preserve more data. The system outcome's goal is to improve the present login authentication mechanism. 
· Security is extremely important while accessing services in a web context, more so for the consumer and the supplier. The accessed information must be managed in such a manner that its security is not jeopardized. Passwords are secure if they are kept secret by the user.
·  Not everyone understands the dangers of leaked passwords and other security breaches. Client-side assaults against online banking and electronic commerce have recently increased as a result of a lack of security knowledge among end users. 
· As a result, the end user would be unaware whether their computer or platform had a vulnerability that may lead to attacks on the client-side. Today, the passwords are by far the most used authentication technique.
· To accomplish any web-based financial exchange, the online user will be required to input his or her password into an online system. 
· The need for more advanced security measures for transaction verification in the online environment grows as technology improvements continue to affect how society pays for products and services. 
· This study proposes a solution to the problem by merging multiple authentications and techniques to give an enhanced and safe online transaction between the client and the server in order to alleviate these security difficulties. 
· Also, this study offers an anti-form snatching strategy that prevents an attacker from "grabbing" sensitive data and altering it as it is given to the server by the client, as well as protecting online content. 






CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM


· European research on the impact of policies for plagiarism in higher education highlighted an increasing level of student plagiarism and cheating (Bermingham, Watson, & Jones, 2010; IPPHEAE, 2013; Park, 2004; QAA, 2016). 
· The amount of plagiarism and cheating in highstakes assessments has increased with the introduction of e-assessments (Harmon & Lambrinos, 2008; Underwood & Szabo, 2003). 
· This means that the authentication of student digital identities has become especially important for reducing cheating in online distance education (Chew,  Ding, & Rowell, 2015).
· Cheating in online assessments has been examined at various levels. For example, Harmon and Lambrinos’ study (2008) investigated whether online examinations are an invitation to cheat and found that more mature students who have their direct experience or working with academics are less likely to cheat. This group were also found to be more open to eauthentication systems, believing that they will assure the quality of the online assessment and will contribute to a satisfactory assessment experience
 




2.1.1 DRAWBACKS OF EXISTING SYSTEM 
· Complexity: Setting up and maintaining an e-Authentication system can be complex and resource-intensive. It requires integration with existing systems, careful management of digital certificates, and continuous updates to address vulnerabilities.
· Cost: There are substantial costs associated with implementing and maintaining e-Authentication systems. This includes initial setup costs, ongoing maintenance, training staff, and upgrading technologies as security threats evolve.
· User Experience: Depending on the implementation, e-Authentication systems can sometimes lead to a poor user experience. Processes such as multi-factor authentication (MFA) or biometric verification may be perceived as cumbersome or time-consuming by users.
· Privacy Concerns: Collecting and storing personal information for authentication purposes raises privacy concerns. There is a risk of data breaches or misuse of personal information if the authentication system is compromised. 

2.2. PROPOSED SYSTEM
· Meanwhile, Underwood and Szabo (2003) highlight an interrelationship between gender, frequency of internet usage and maturity of students, and an individuals’ willingness to commit academic offences. 
· Their study, which focused on UK students, found that new undergraduates are more likely to cheat and plagiarise than students in later years of their degree. Finally, here, Okada, Mendonca, and Scott (2015) stressed that reliable examinations, credible technologies and authentic assessments are key issues for quality assurance (reducing cheating) in formative and summative assessments.
·  Students can easily cheat on the internet by texting answers, cutting-pasting ideas without attribution or purchasing professionally written essays and claim as their own original work. 
· One way of addressing this problem is the use of new technologies and promote more authentic assessments as advocated (Whitelock, 2011). 
· 

2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Enhanced Security: E-Authentication systems bolster security by requiring users to verify their identities through multiple factors such as passwords, biometrics, or hardware tokens. This reduces the risk of unauthorized access, data breaches, and identity theft.
· Protection Against Credential Theft: Traditional password-based systems are vulnerable to credential theft through techniques like phishing. E-Authentication systems, especially those using multi-factor authentication (MFA), provide an additional layer of security that makes it significantly harder for attackers to compromise accounts.
· Compliance Requirements: Many industries and jurisdictions have regulatory requirements for securing user data and implementing strong authentication measures. E-Authentication systems help organizations meet these compliance standards, avoiding legal and financial penalties.
· User Convenience: While there may be initial resistance, modern e-Authentication systems are designed to balance security with user convenience. Technologies such as biometrics or one-time passwords (OTPs) simplify the authentication process, making it quicker and easier for users to access their accounts securely. 

2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.




2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005


2.5 MODULE DESCRIPTION
· User Enrollment Module
· Authentication Policy Module
· Authentication Engine Module
· Multi-Factor Authentication (MFA) Module




2.5.1 User Enrollment Module :
Purpose: This module handles the initial registration and enrollment of users into the authentication system. 
Functions: It collects user credentials (e.g., usernames, passwords), personal information, and possibly biometric data or security questions. 
Features: Often includes user verification processes to ensure the validity of information provided during enrollment. 



2.5.2 Authentication Policy Module :
· Purpose: Defines the rules and policies governing the authentication process. 
· Functions: Specifies criteria such as acceptable authentication methods (e.g., passwords, biometrics, OTPs), multi-factor authentication requirements, session management policies, and access control rules. 
· Features: Allows administrators to configure and enforce security policies tailored to organizational needs and compliance requirements. 


2.5.3 Authentication Engine Module:
· Purpose: Core component responsible for verifying the authenticity of user credentials during login attempts. 

· Functions: Performs validation checks against stored user credentials or external identity providers (e.g., LDAP, Active Directory). 
· Features: Supports various authentication methods and integrates with external systems for user identity verification. 
· 

2.5.4 Multi-Factor Authentication (MFA) Module:
 
· Purpose: Enhances security by requiring users to provide multiple forms of verification before accessing systems or data.
· Functions: Offers options such as SMS-based OTPs, email verification codes, hardware tokens, biometric scans (fingerprint, facial recognition), or app-based authenticators (e.g., Google Authenticator).
· Features: Allows customization of MFA policies based on user roles or sensitivity of accessed resources 
· 





Software details
· A web application (web app) is an application program that is stored on a remote server and delivered over the internet through a browser interface. Web services are web apps by definition and many, although not all, websites contain web apps.
· Developers design web applications for a wide variety of uses and users, from an organization to an individual for numerous reasons. Commonly used web applications can include webmail, online calculators or e-commerce shops. While users can only access some web apps by a specific browser, most are available no matter the browser. 
Front end
· Hyper Text Markup Language (HTML) is the backbone of any website development process, without which a web page does not exist. Hypertext means that text has links, termed hyperlinks, embedded in it. When a user clicks on a word or a phrase that has a hyperlink, it will bring another web-page. A markup language indicates text can be turned into images, tables, links, and other representations.
· Cascading Style Sheets (CSS) controls the presentation aspect of the site and allows your site to have its own unique look. It does this by maintaining style sheets that sit on top of other style rules and are triggered based on other inputs, such as device screen size and resolution. The CSS can be added either externally, internally, or embedded in the HTML tags 
Database
· A Database Management System (DBMS) is a software system that is designed to manage and organize data in a structured manner. It allows users to create, modify, and query a database, as well as manage the security and access controls for that database.
· A database is a collection of interrelated data which helps in the efficient retrieval, insertion, and deletion of data from the database and organizes the data in the form of tables, views, schemas, reports, etc. 
· For Example, a university database organizes the data about students, faculty, admin staff, etc. which helps in the efficient retrieval, insertion, and deletion of data from it. 
Cloud web server
· Cloud-based application development plays a significant part in today's world. Cloud has allowed a generation of Internet-enabled applications. What started as one of the major technological advancements, has revolutionized the entire development paradigm and made it simpler than ever to develop applications.
· Cloud-based application development has become a revolutionary trend in the IT industry today due to its various benefits over traditional software development models. It helps cloud application development services to reduce the costs of software maintenance and deployment. 
· It provides a flexible environment for the developers which allows them to work on projects from anywhere using any device with internet access. 

CHAPTER 3
CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.
4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.
4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.







CHAPTER 5
CONCLUSION 

CONCLUSION

· In conclusion, the outcomes of this study support the use of innovative technologies in assessment, while underscoring the need for the developers of e-authentication systems and pedagogical teams to recognize and respond to the widely differing nature of examinees. 
· Understanding students’ attitudes and experiences on e-assessment systems will guide back to the problem. To reduce plagiarism and cheating in online assessment, a trust-based system for e-authentication which combines various instruments will enable high quality assurance. 
· The perceptions and needs of distinctive users involved in this process through a RRI approach (Von Schomberg, 2011) must be taken into account to increase trust of e-authentication systems (Baneres, Baro, Guerrero-Rold an, & Rodr ıguez, 2016; Okada et al., 2015). 

 


