

Secure cloud storage with data dynamic using secure network coding
ABSTRACT

In the age of cloud computing, cloud users with limited storage can outsource their data to remote servers. These servers, in lieu of monetary benefits, offer retrievability of their clients’ data at any point of time. Secure cloud storage protocols enable a client to check integrity of outsourced data. In this article, we explore the possibility of constructing a secure cloud storage for dynamic data by leveraging the algorithms involved in secure network coding. We show that some of the secure network coding schemes can be used to construct efficient secure cloud storage protocols for dynamic data, and we construct such a protocol (DSCS I) based on a secure network coding protocol. To the best of our knowledge, DSCS I is the first secure cloud storage protocol for dynamic data constructed using secure network coding techniques which is secure in the standard model. Although generic dynamic data support arbitrary insertions, deletions and modifications, append-only data find numerous applications in the real world. We construct another secure cloud storage protocol (DSCS II) specific to append-only data — that overcomes some limitations of DSCS I. Finally, we provide prototype implementations for DSCS I and DSCS II in order to evaluate their performance.
TABLE OF CONTENTS

	CHAPTER NO
	
	TITLES
	PAGE NO

	
	
	ABSTRACT
	ii

	1
	1.1
	INTRODUCTION
	1

	
	1.2
	MOTIVATION
	5

	
	1.3
	CONCEPTS AND CATEGORIZATION FOR CLOUD RESOURCE MANAGEMENT
	7

	
	1.4
	FRAMEWORK OVERVIEW
	10

	
	1.5
	ONLINE RESOURCE PREDICTOR
	11

	
	1.6
	WORKLOAD PREDICTION 
	14

	
	
	1.6.1 Different dimensions of workload forecasting 
	15

	
	
	1.6.2 Recent state-of-the-art and Comparison 
	16

	
	1.7
	ELASTIC RESOURCE MANAGEMENT
	19

	
	1.8
	MULTI-OBJECTIVE VM PLACEMENT
	21

	
	1.9
	APPROACHES
	22

	
	
	1.9.1 Constraint Programming 
	24

	
	
	1.9.2 Bin Packing 
	24

	
	
	1.9.2.1 Greedy Heuristics 


	24

	
	
	1.9.2.2 ACO Heuristics 
	26

	
	
	1.9.2.3 Subgraph Isomorphism Algorithms 
	28

	
	
	1.9.3 Stochastic Integer Programming 
	28

	
	
	1.9.4 Genetic Algorithm 
	29

	2
	
	LITERATURE SURVEY
	30

	
	2.1
	EXISTING SYSTEM
	36

	
	
	2.1.1 Disadvantage of existing system
	36

	
	2.2
	PROPOSED SYSTEM
	36

	
	
	2.2.1 Advantage of proposed system
	37

	
	2.3
	FEASIBILITY STUDY
	37

	
	
	2.3.1 Economical feasibility
	38

	
	
	2.3.2 Technical feasibility
	38

	
	
	2.3.3 Operational feasibility
	38

	3
	
	SYSTEM SPECIFICATIONS
	40

	
	3.1
	HARDWARE REQUIREMENT
	40

	
	3.2
	SOFTWARE REQUIREMENT
	40

	4
	
	SYSTEM DESIGN AND DEVELOPMENT
	41

	5
	
	TESTING AND IMPLEMENTATION
	42

	
	5.1
	TESTING
	42

	
	
	5.1.1 Unit testing
	42

	
	
	5.1.2  Block box testing
	42

	
	5.2
	SYSTEM IMPLEMENTATION
	42

	6
	
	RESULT AND DISCUSSION
	43

	7
	
	CONCLUSION
	46

	
	
	REFERENCES
	47


CHAPTER 1
1.1  INTRODUCTION
Commercial cloud service providers (CSPs) offer elastic computing benefits to cloud clients in the form of variety of VMs with different resource capacities at minimum capital investment which allow them to choose appropriate VMs for their applications execution and pay accordingly. However, the resource requirement changes over time that raises challenges for CSPs including inefficient resource utilization and extravagant power consumption. For instance, the effect of resources utilization deviation from their demanded capacity can be seen in Fig. 1 that shows a snapshot of resource utilization over a period of 24 hours, collected from Google Cluster dataset where the CPU and memory utilization fluctuates between 5-42% and 5-60% respectively. It reveals that most of the time user over-subscribes the resources that results into inefficient VM placement and leads to ample amount of resource wastage and power consumption. The reason behind over-subscription is that cloud clients are unaware of the actual resource usage of their applications and to avoid the risk of failure at peak time, they tend to over-estimate the resources. Moreover, the network traffic scales up due to placement of inter-dependent VMs on farther located servers. Cisco Global Cloud Index predicts that by the year 2021, network traffic among the devices within data center will grow at Compound Annual Growth Rate (CAGR) of 23.4%. Therefore, a network aware and power efficient resource management technique is needed to consolidate cloud workload on minimum number of active servers and minimize network traffic within data center. The elastic resource management includes several operations like, balanced scheduling of applications and VMs, controlling of server over/under-load by applying VM migration etc., each of which has been investigated individually in the existing work. For example, task scheduling is discussed in, VM placement and migration algorithms are presented in respectively. In the real cloud environment, all these operations work continuously in cooperative manner because the performance achieved by optimal task scheduling degrades, if VMs are not placed effectively on the server. Similarly, optimizing VM placement and ignoring optimization during VM migration cannot bring the possible power saving. Therefore, all these operations must be considered in cooperation to achieve the real benefits of performance optimization associated at different levels. Moreover, the existing literature suggests that prior knowledge of upcoming workload can assist in load balancing and reduction of performance degradation due to overloads. On the other hand, SLA violations may increase due to errors in predicting future workloads. Now, the two key challenges are: (i) How to deploy prediction system at data center to assist in the resource management? (ii) How to utilize the predicted information for improving performance of data center while avoiding risk of SLA violations? To address aforementioned challenges, an Online VM Prediction based Multi-objective Load Balancing (OP-MLB) framework is proposed that incorporates several algorithms to work in collaboration to provide efficient resource management for cloud environment. It includes SLA aware user’s application execution on VMs followed by the multi objective VM assignment and migration for handling of over/under-loaded servers. Furthermore, to effectively exploit over-subscription by cloud clients, an online-prediction system is developed and deployed at each VM that learns and predicts the future resource demand in parallel with application execution at respective VM to allow closer estimation of the expected resource demand beforehand. The physical resources are distributed on the basis of predicted resource demand combined with the error-driven padding (EDP) to avoid risk of SLA violations.
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Fig. 1: From Google Cluster trace: Snapshot of 24 hours resource utilization percentage on randomly chosen VM
A. Our Contributions 

The key contributions of the proposed work are: 

· A novel multi-objective load-balancing approach based on online resource prediction i.e. OP-MLB framework is proposed for elastic resource management at cloud data center. 

· A neural network based online predictor tuned with adaptive evolutionary algorithm is developed to forecast resource usage with enhanced accuracy by appending error-driven padding to predicted output.

· Multi-objective load balancing is presented with proactive VM placement and migration, where VMs are allocated subject to maximum resource utilization and minimum power consumption, communication cost. It triggers VM migration before overload occurrence to improve performance of data center. 

· Substantial power saving is achieved by exploiting oversubscribed cloud, applying successive optimization at different phases and reducing number of active servers and VM migrations. 

· Implementation and evaluation of proposed framework by using three real benchmark datasets reveal that proposed work outperforms the state-of-art approaches in terms of performance metrics like server overload prediction, resource utilization, reduction of power consumption and communication cost.
The related work is organized into two subsections: (A) the work which predicts the resource usage before load balancing and (B) overload handling and VM migration techniques. 

A. Resource prediction and allocation techniques 

Dynamic resource allocation and VM placement were presented in which future demands of the resource were predicted for energy efficient resource utilization. The future state of VMs was predicted by computing exponential weighted moving average (EWMA) based on past behaviors of VMs. Nguyen et al. presented VM consolidation method based on prediction of multiple resource utilization for power efficient data centers. There was always a risk of SLA violation and resource wastage due to prediction errors. To avoid that problem, Yu et al. presented stochastic load balancing, in which probabilistic distribution of prediction errors were padded to the predicted output. In addition, to handle improper VM migrations occur due to overloaded servers and inefficient resource utilization, hotspot (overloaded servers) were identified and a heuristic algorithm was proposed to decide VM migrations from hotspot to underutilized servers and fairly allocate VMs on available servers. Later, an energy-efficient VM prediction and migration framework was proposed in  where Wiener filter was used for prediction of resource usage and EWMA based safety margins were appended to the predicted output to avoid the SLA violation due to errors in prediction. An Online VM placement for raising cloud provider’s revenue was proposed in that employed First-Fit and Harmonic Algorithms(HA) for online VM placement and Decreased Density Greedy algorithm to handle SLA violation where HA outperformed FF for energy efficient VM placement. Recently, Saxena et al. have proposed a workload and security threats prediction based resource allocation model that considers network traffic and previous resource utilization before workload distribution on user VMs.
B. Overload Handling Techniques 

VMs migration have been used in after detection of server overloads. This approach causes delay in execution of user’s application and leads to SLA violation. To overcome this limitation, threshold-based VM migration is presented in where migration process is triggered before actual occurrence of overload on the basis of threshold value of server utilization. The threshold value can be set statically or depending upon workload fluctuations. However, this technique might trigger unnecessary VM migrations because exceeding threshold value does not always lead to overloading of server and also under-utilized servers are not addressed that causes wastage of resources and power. To tackle these limitations, overload avoidance techniques were introduced on the basis of prediction of resource demands. The prediction helps to estimate unseen over/under-load situation and decide VM migration. Energy aware VM migration is presented. Dabaggh et al. considered the energy consumed during VM migration and suggested to migrate VM from overloaded server to already active server and turn ON selected inactive server only if migration is impossible on all the active servers. However, they ignored the traffic management and network bandwidth cost required during VM migration. Meng et al. studied the effect of network resources while optimizing VM migration on host machines and proposed a two-tier approximation algorithm to solve traffic-aware VM mapping problem that resulted into increased throughput and decreased communication cost. Unlike existing works, OP-MLB framework provides a pragmatic solution of complex and challenging elastic resource management problem by developing and incorporating all the needed operations at unified platform and allowing interaction among them to optimize and tune/learn together to bring overall performance improvement of cloud data center.
1.2 Motivation 

The minimum upfront capital investment and maximum scalability features of cloud computing are fascinating to businesses, academia, research and every public or private organizations. Evidently, smooth and progressive working of all these organizations depend on the services offered by the cloud data center. The daily life examples include social networking, e-governance, online shopping and others. In 2016, operational cost expenditure on public cloud Infrastructure as a Service of hardware and software is forecast to reach $38 B, growing to $173 B in 2026. To meet the ever growing and dynamic demand of users, more and more virtual machines (VMs) are deployed on large number of servers and cooling devices are installed at data center that accounts for high power consumption. Infact, the operational cost due to power consumption is about 30% more than resource purchase cost. The energy consumption distribution of cloud data center reported in reveals that major portion of energy (40%), is consumed by the number of active servers and cooling or refrigeration system employed at cloud data center. Due to these reasons data center energy efficiency is now considered a chief concern for data center operators, ahead of the traditional considerations of availability and security. Cloud users submit different type of workloads, requiring heterogeneous resource capacities with varying priorities and pricing policies associated with their respective Service Level Agreements (SLAs). The resource demand changes over time in an hour, day, week, month and years with respect to the type of workload and deadline of execution submitted by the user. Therefore, it becomes difficult to estimate the upcoming resource demands and decide resource distribution. It is observed that most of the time resources are either under utilized or overloaded due to unbalanced VM placement leads to resource wastage and performance degradation. Even when running in the idle mode, servers consume a significant amount of energy. Large savings can be made by turning off these servers. At the same time, these power saving techniques reduce system performance, pointing to a complex balance between energy savings and high performance.
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Typical resource utilization at cloud data center
It clearly shows the resource under-utilization and overload events during typical resource capacity of a data center. It also highlights the major challenges that arise due to inefficient distribution of physical resources at data center. To avoid such scenarios the data centers are expected to have ideal resource capacity at any point of time such that it can fulfill all incoming requests without wasting resources. Again this can be achieved if resource manager knows the upcoming workload in advance by accurate forecasting of future demands. This emphasizes the need for automatic resource management techniques that enable systems to auto-adapt according to the dynamic resource demands by using the existing resources more efficiently.
1.3 Concepts and Categorization for Cloud Resource Management 

Elastic Resource Management is the process of allocation of computing, storage, networking resources to a set of applications, in order to jointly meet the performance objectives of the applications, the cloud service providers (CSPs) and the users of the cloud resources. The objectives of the CSPs is efficient and effective resource utilization within the constraints of Service Level Agreements (SLAs) with the cloud users. Efficient resource utilization is typically achieved through virtualization technologies, which facilitate statistical multiplexing of resources across customers and applications. conceptual framework for cloud resource management, where, m users have requested different applications to be executed at the data center. Each application has specific resource requirement that is to be satisfy by the data center.
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Conceptual framework for resource management in a cloud environment
Resource Management System (RMS) is deployed at the data center to receive application requests from cloud clients and generate satisfactory responses for them, by allocating required capacity of resources (as per application demand) in the form of VMs. RMS consists of VM Management Unit (VMU) and Task Management Unit (TMU). VMU is responsible for VM scheduling and placement on physical machines (PMs), VM migration in case of over/under-load at PM. TMU works on applications, received from cloud clients/users, divide them into tasks, schedule and assign them on selected VMs for execution. The workload execution information is collected as a historical workload database which is used to train the workload predictor for estimation of future workload and resource utilization information. This predicted information is utilized for decision making of energy-efficient resource distribution and optimized load balancing. 

Virtual Resource Management Techniques in cloud data center can be broadly categorized into workload management at application, virtual machine and physical machine levels. At application level, load management is required during task scheduling and assignment operations. Task scheduling means order of selection of task for execution while task assignment deals with selection of appropriate VM for task execution. Task scheduling and assignment can be performed by applying various methods. The traditional task scheduling methods includes First-In-First-Out (FIFO), Last-In-First-Out (LIFO), Shortest Job First (SJF), Round-Robin (RR) scheduling etc. Also, the tasks may be scheduled on the basis of execution cost and deadline, or a multi-objective combination satisfying multiple objectives simultaneously with a priority. Furthermore, the multiple constraints based VM selection for a task execution is performed by applying traditional approaches like FIFO, LIFO, sorting VMs according to resource capacity, probabilistic or maximum likely-hood method, heuristic and evolutionary optimization algorithms. The workload management at Virtual machine level can be divided into VM assignment or placement, VM migration and VM consolidation. VM assignment is the process of deployment of VM on selected server while VM migration is a process of shifting of VMs from over/under-loaded servers to a selected optimal server, and VM consolidation is a technique to deploy VMs on minimum number of active servers to reduce power consumption and resource wastage. existing VM placement and migration methods. The VMs can be allocated to available servers in the cluster by utilizing conventional/traditional methods like, First-Fit, Best-Fit, Random-Fit, or Worst-Fit where VMs resource requirements are satisfied by the respective server without any contention of resources. The VMs can be placed according to single objective like, deadline of user task execution, maximum CPU, reduced power consumption, security, reliability or maximum availability etc. Also, the VMs can be allocated satisfying multiple objectives concurrently with priority or non-dominated sorting based pareto-front solution. To accomplish the same, commonly used approaches are evolutionary optimization (such as PSO, ACO, Firefly, GA, and hybrid optimization algorithms etc.), Fuzzy clustering, game theory based VM allocation, greedy approach, probabilistic method, and other optimization methods. The VM allocation is further optimized by migrating VMs in case of resource contention by using live VM migration method i.e., hot VM migration and offline VM migration i.e., cold migration as per the requirement or VM movement decided by the load balancing unit. Additionally, VMs can be migrated while satisfying specific objectives including, energy-aware, network-aware, security-aware, or reliability-aware constraints etc.
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Categorization of Resource Management Techniques
The basic operations involved in management at physical machine level are server consolidation, handling over/underload at server, server resource provisioning. The server consolidation deals with minimizing the number of active servers by applying energy-efficient VM placement techniques. The over/under-load handling includes detection of respective condition at PM and mitigate its effect by employing VM migration. Resource provisioning is the efficient distribution of physical resources among VMs prior to arrival of actual demand from cloud user. Various under/over-load handling and resource provisioning techniques are mentioned in Fig. 3. The under/over-loading problem is tackled by migrating VMs from under/over-loaded servers to selected efficient server, where the destination server can be selected by applying different approaches such as first-fit, best-fit, random-fit, fuzzy approach based selection, or heuristic optimization etc. This problem can be confronted either reactively or proactively, where the former approach migrates VM after detection of overload, while the later approach estimates under/over-load prior to its occurrence and mitigate its effect by shifting VMs proactively. The physical resources of a server are provisioned using traditional methods, bin-packing algorithm and heuristic optimization methods while satisfying SLA and QoS constraints.
1.4 FRAMEWORK OVERVIEW

The proposed OP-MLB framework incorporates three phases viz. task assignment, online VM prediction and load balancing to provide concrete and optimal solution to the problem of elastic resource management in cloud environment as shown in Fig. 2. These three phases work in collaboration by interacting with each other. In the first phase, applications {Application1, Application2, ..., ApplicationM} submitted by the users {User1, User2, ..., UserM} are divided into subunits called as tasks {T1, T2, ..., T z}, which are assigned to computing instances’ called as VMs {V M1, V M2, ...,V MQ} for execution. During second phase, VMs loaded with user’s task perform task execution as well as predict resource utilization for the next interval concurrently. The allocated VMs are shown in filled blocks whereas vacant blocks specify de/un-allocated VMs. Every active VM carries distinct online-predictor depending on its configuration to forecast resource utilization information. Additionally, each server has its own load analyzer, that aggregates the predicted resource usage information of each VM and detects the occurrence of over/under-load beforehand. If the predicted resource usage is greater than theresource capacity of the server, then overload is detected and accordingly needed operations are performed to mitigate its effect in third phase.
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OP-MLB Framework
In the third phase, load balancing is achieved by performing VM assignment and migration to improve resource utilization by effective handling of over/under-loaded servers. The load analyzer informs cluster manager about the expected load at respective server in the cluster periodically, which utilizes this information during VM allocation on the selected server by applying the multi-objective VM placement optimization. The over/under-load situation detected by the online predictor is applied to perform necessary VM migration and balance the entire workload in the cluster. All the idle servers are shutdown to scale down the power consumption.
1.5 ONLINE RESOURCE PREDICTOR 

Consider a neural network (NN) represented as p − q − r, where p, q and r stands for a number of neurons in input, hidden and output layers respectively and NN connection weights are represented as Φ which are randomly generated in the range of [0, 1]. It receives combination of historical and live resource usage information from its host VM which is normalized to generate and feed p input values such as {d1, d2,..., dp} into input layer of NN. The training of NN begins with the randomly generated N different neural networks each of size L = (p+ 1)×q + (q ×r) = q(p+r+ 1) ⇒ q(p+ 2) as r = 1. One additional input is added to input neurons as a bias value. It forecasts VM resource utilization by extracting and correlating the patterns generated from the input data during learning/training process. Since the workload arrival at VM is dynamic, an Auto Adaptive Differential Evolution (AADE) learning algorithm is developed for dynamic and adaptive optimization of network weights. AADE algorithm consists of five key operations viz. initialization, evaluation, mutation, recombination (or crossover) and selection. It begins with initialization of N networks of size L, number of maximum generations (Gmax), mutation rate (µ) and crossover rate (Cr). These networks are evaluated by applying a fitness function i.e. Root Mean Squared Error (RMSE) as stated in Eq. 5 where m is number of data samples, za and zp are actual and predicted outputs (or resource utilization) respectively. Since accuracy is inversely proportional to RMSE, the learning objective is to minimize the fitness function. RMSE = 1 m Xm i=1 (za − zp) 2 (5) In order to explore the search space in multiple directions and generate new solutions with better fitness value, mutation and crossover operators are applied during iterative optimization process. Three mutation strategies opted for proposed work are: DE/best/1 (MS1), DE/current − to−best/1 (MS2) and DE/rand/1 (MS3). The mutation strategies MS1, MS2 shown in Eqs. 6 and 7 tend to be greedy as they exploit the best individual to generate mutant vectors while MS3 stated in Eq. 8 is applicable for raising population diversity. Λ j i = Φj best + µi × (Φj r1 − Φ j r2 ) (6) Λ j i = Φj i + µi × (Φj best − Φ j i ) + µi × (Φj r1 − Φ j r2 ) (7) Λ j i = Φj r3 + µi × (Φj r1 − Φ j r2 ) (8) where µ is mutation rate, Λ j i and Φ j i depict i th mutant and current vectors respectively, of j th iteration. The term Φ j best is the best solution found till j th generation and r1, r2 and r3 are mutually distinct random numbers in the range [1, N]. To decide the mutation scheme for current iteration, a random vector i.e. mutation selection probability (msp) is generated in the range [0, 1] for each network and updated during learning process. The mutation scheme selection parameter (℘) chooses most suitable mutation scheme based on the value of mspi (where 1 ≤ i ≤ N) as given in Eq. 9, where Γ1, Γ2 and Γ3 are the probabilities for opting the MS1, MS2 and MS3 mutation schemes respectively. ℘ =MS1, If(0 < mspi ≤ Γ1) MS2, If(Γ1 < mspi ≤ Γ1 + Γ2) MS3, otherwise (9) In reported experiments, initially Γ1=Γ2= 0.33, Γ3=0.34, so that each mutation scheme get equal chance of selection. Later on, these probabilities are updated by computing the ratio of total number of successful candidates which have reached next generation through respective mutation strategy and total number of candidates generated.
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Online VM Resource Predictor System
Thereafter, uniform crossover is applied to mutant vector (Λ j i ) and its corresponding current target vector (Φ j i ) to produce new solutions called as offspring (χ j i ) by applying Eq. 10 where < is randomly generated number in the range [0, 1] for each gene in the chromosome (or vector). The crossover-rate is randomly generated in the range [0, 1] with mean value of 0.5 and standard deviation 0.1 during each generation. If the value of < is smaller than i th gene crossover-rate (Crj i ), crossover is successful and i th genes swap between mutant and current vectors, else previous solution proceeds in the next generation. χ j i = ( Λ j i If(< ∈ (0, 1) ≤ Crj i ) Φ j i otherwise. (10) Finally, the successful candidates are selected on the basis of fitness value (i.e. least RMSE score) using Eq. 5. The population for next generation is selected by applying survival of fittest concept stated in Eq. 11, where Φ j+1 i is selected candidate for next generation, χ j i is solution generated after crossover and Φ j i is current solution. Algorithm 1 gives operational summary of AADE training process for online resource prediction. Φ j+1 i = ( χ j i (f itness(χ j i ) ≤ (f itness(Φj i )) Φ j i (otherwise.) (11) Error-driven padding (EDP): Although the proposed online predictor is capable of anticipating resource demands with closer precision, still 100% accuracy cannot be ensured for highly dynamic resource demands. These errors may cause over/under-load and SLA violations. In order to overcome the occurrence of these issues, error-driven precaution margins are padded with predicted resource demand. At tth instance, EDP is computed as EDPt = (1−ρ)×EDPt−1+ρ×RMSE where 0.5 < ρ ≤ 1. Furthermore, it is to be noted that during EDP computation, more weightage is given to most recent error to improve the accuracy of prediction. Therefore, the improved predicted output becomes zp + EDPt.
1.6 Workload prediction 

Cloud computing enables automatic resource scaling for every online transaction systems, which is one of the distinct key characteristics that distinguishes the cloud platform from the traditional computing models. However, initializing a new virtual instance in a cloud is not instantaneous, cloud hosting platforms introduce some delay period while allocating hardware resources. Therefore, prediction based analysis of resource usage is the key to several crucial system design and virtual machine deployment decisions such as, workload management, system sizing, capacity planning and automatic rule generation in the cloud. The general scenario of workload forecasting at cloud data center. Millions of users sends request over internet at cloud datacener. The requests are processed there and all the request arrived during particular prediction interval are aggregated as historical data, which is later use to forecast workload of future. The historical data is collected and pre-processed in order to normalize it. Then normalized data is transferred to prediction system to forecast future workload. This predicted workload would give prior information of forth coming load and this allows effective time for preparation and arrangements of resource provisioning, decision to manage power on or off status.
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General Workload Forecasting Model
The general application forecast means to predict the future behavior of the application in different ways such as the expected workload and the performance. It becomes an important step to predict application in different dimensions to efficiently manage the resources in cloud. As per the expected demands of application in future, the efficient resource provisioning could be detected and the sufficient amount of resources could be planned/allocated to accomplish QoS parameters such as CPU utilization, response time, availability, reliability and security. 

1.6.1 Different dimensions of workload forecasting 

The forecasting can be realized on virtual machines and physical machines. At virtual machine level, it is necessary to maintain sufficient servers for virtual machine provisioning in order to balance upcoming workload at data center. The workload forecasting can be distributed into various dimensions depending upon the application as follows:

· Need for Prediction: The two very basic requirement that motivates prediction are resource management and application management. Resource management lays emphasis on efficient utilization of resources to raise fiscal gains, prevent SLA violation, to maintain consistent resource availability, prevent SLA terms and condition violation and avoid wastage of resources. Another requirement for accurate prediction is application management, which deals with load balancing of applications on virtual machines making decision related to VM migration, VM allocation, VM provisioning over physical machines. 

· Characteristics: The various characteristics of workload prediction are accuracy of prediction outcomes, adaptability according to dynamic workload demands at different prediction intervals, proactive forecast in anticipation and effective utilization of historical data for future workload estimation. 

· Challenges: Commonly there are three challenges in workload forecasting. Time and space complexity needed in computing predicted workload should be reasonable in a way that its deployment is affordable. Data granularity is extremely important for workload forecasting. The coarse grained and long term data sampling causes the model to lose the dynamic and adaptive behavior of the system. On the other hand, the fine-grained and short term prediction takes excess time and includes spurious details that are irrelevant and increase complexity to capture them. Another big challenge is to decide the length of prediction, short prediction length leads to precise accuracy but have increased complexity. With larger prediction length, the number of data samples decreases and accuracy drops down.

· Evaluation Metrics: The various metrics to evaluate prediction model are cost involved in predicting workload, success achieved in the form of accuracy of anticipating future demands, profit obtained in the form of intelligent resource management and error estimated during prediction.

1.6.2 Recent state-of-the-art and Comparison 

This section exclusively dedicated to present a survey of recent cloud workload prediction models based on Neural Networks and Support Vector Machine as follows: 

Evolutionary Neural Network 

In this work, request coming from different users are aggregated into specific time units as historical data. Then, pre-processing of this data is done by normalizing it in the range of. Here, prediction model extracts patterns from actual workload and analysis of previous n workload values to predict upcoming workload on data center at n + 1 time instance. Then, self-adaptive differential evolution technique is applied to train the neural network. A biphase adaptive differential evolution (BaDE) learning algorithm trained neural network prediction model was proposed , which adopted dual adaptation viz., at level of crossover during exploitation process and mutation in exploration phase to improve the learning efficiency of neural network. This work outperformed  in terms of prediction accuracy. Later in 2020, an auto-adaptive neural network was developed in where the network connection weights are optimized with a help of tri-adaptive differential evolution algorithm (TaDE). The adaptation is employed at crossover, mutation, and control parameters generation level which allows enhanced learning of evolutionary neural network.
Multi-input and Multi-output Neural Network 

A multi-resource feed-forward evolutionary neural network based prediction model is proposed in by modifying the functionality of an existing single input and single output (SISO) feed-forward neural network. There are sets of neural nodes instead of conventional nodes at input, hidden and output layers to receive multiple inputs and predict output based on multiple attributes. It employed combined classification and prediction operations during network weight connections learning process and concurrently classifies the predicted information of multiple attributes. It has improved efficiency in terms of prediction accuracy with lesser requirement of space and time complexity as compared to equivalent number of SISO neural networks required for prediction of same number of attributes. 

SVM and Feed-forward Neural Network 

A weighted wavelet support vector machine based host load prediction model. The approach combined the functionality of wavelet transform and support vector machine, and assigned weight to the sample, that reflected the importance of different samples and improved the accuracy of workload prediction. A Bayesian approach was proposed in  for virtual machine workload prediction at data center. The method used resource demand forecasts to provision resources accordingly. A future workload prediction technique based on Back-propagation training on three-layered neural network was developed in [29] that produced workload prediction with acceptable accuracy on NASA HTTP web log traces for prediction interval upto 60 seconds. Cao et al. have applied historical data monitoring to predict the server load in future by applying machine learning method like Random Forest. This scheme outperformed the time series analysis method in terms of accuracy for the workload prediction.

Long Short-term Recurrent Neural Network (LSTM-RNN) 

The long short-term memory model in a recurrent neural network (LSTM-RNN) for fine-grained host load prediction was presented. Though the LSTM-RNN model learns long-term dependencies and produce high accuracy for prediction of server loads, it suffer from long computation time during training due to usage of Back-propagation algorithm between recurrent layers.

Complex-Valued Neural Network

In 2018, proposed a workload prediction approach based on resource usage of host at data center. To train the prediction model, they applied neural network based on complex values that is more efficient than traditional real-valued based neural network. The complex value based neural network can further be developed as Quantum version of neural network, that would enable greater performance and speed benefits to the data center.

Ensemble Prediction Framework 

CloudInsight workload prediction framework was proposed in [17] that leverages an integrated potential of multiple machine learning predictors (for e.g., SVM, Neural network, Random Forest, Linear regression etc.) concurrently for accurate prediction of heterogeneous workload in cloud data center. Multi-class regression method is used to assign weights for different predictors in the ensemble predictor framework in real-time according to the current accuracy achieved by different predictors. The ensemble prediction model is periodically optimized to tackle the sudden changes in the future workload. This prediction framework is inspired by the fact that an elastic resource management has inevitable dependency on workload predictors, which measures short-term and long-term deviations and fluctuations of heterogeneous cloud workloads. However, being pre-optimized for specific type of workload patterns learned during training via historical data, they are insufficient to estimate the real-world cloud workloads whose patterns are unseen, may dynamically change over time, and may be irregular. Consequently, these classical predictors often cause over-/under-provisioning of cloud resources. The experimental simulation based performance evaluation reveals that CloudInsight has 13%–27% higher accuracy than classical machine learning based predictors. Also, it minimized period of under-/over-provisioning contributing to high cost optimization and low SLA violations. 

Quantum Neural Network 

An Evolutionary Quantum Neural Network (EQNN) for prediction of heterogeneous kinds of cloud workloads including web, cluster, and high performance computing, etc. EQNN is an intelligent integration of specific principles of quantum computing and evolutionary algorithm trained neural network that utilizes C-NOT and rotation gates as an activation function within neural network. It is believed that quantum bit values (i.e., qubits) have better potential for exploration and exploitation than real numbers that allows intuitive learning of extracted patterns during training process. The pre-processed training input data is passed in the form of qubits generated with help of rotation gate and also the qubit values are generated for network connections instead of real-numbered weights. 
1.7 Elastic Resource Management 

An elastic resource management in cloud environment comprises of various inter-related operations such as (i) Task Assignment, (ii) VM Migration, (iii) Resource Prediction, and (iv) VM Allocation as depicted. All these operations interact with each other concurrently at common cloud platform to allow efficient distribution and management of available physical resources. Consider m cloud users have submitted their requests for execution in cloud environment, where Load Management Unit distributes different requests (i.e., applications divided into various tasks) on selected VMs by performing task assignment subject to the resource capacity constraints. The general functions performed by different interacting units with respect to the load management are as follows:
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Elastic Resource Management Framework
· Task Assignment: The tasks are assigned on the basis of their computational and storage requirements to the most appropriate VM and reduce wastage of resources as well. For instance, the tasks with small resource requirement are assigned to small size VM while large task to large size VM and so on, where size means resource capacity. 

· Resource Prediction: The expected demand of CPU and memory utilization of future tasks is determined based on the historical and current task execution by respective VM. Also, each VM prediction information is aggregated to detect any over/under-load on the server beforehand for prior mitigation of its undesirable effects on performance of entire load management unit. 

· VM Allocation: The VMs loaded with predicted resource usage are assigned to servers in energy efficient way such that power consumption and communication cost among inter-dependent VMs are minimum and resource utilization is maximum by applying suitable VM placement strategy. 

· VM Migration: To handle any over/under load (which severely degrades the performance of data center) during VM allocation, migration of VM is the best solution. The predicted resource usage information is utilized for proactive detection of any such situation and handle it by applying an appropriate energy and network traffic efficient VM migration strategy so as to minimize the chances of performance degradation.
An efficient VM Assignment and migration allows energy and network traffic optimization during load management which is further optimized by applying an appropriate resource prediction. Hence, the purpose of integration of all these operations during elastic resource management is to conserve the optimization achieved at each step by applying various greedy, heuristic, fuzzy-approach, machine learning and evolutionary optimization methods and finally encapsulates the entire energy optimization to allow smooth and cost-efficient performance on cloud data center.
1.8 MULTI-OBJECTIVE VM PLACEMENT 

The objective of the VM placement process is to allocate the VM on the most suitable PM or server. The process is required to consider multiple factors such as resources and performance. The clients (users) and service providers have different objectives and priorities in a sufficiently large distributed and virtualized computing environment. For instance, the users may prioritize the response time, QoS, and other parameters, whereas the service providers may seek to minimize the operational cost of the data center for maximizing their revenue. The objective of the proposed framework is to reduce the operational cost of a data center by maximizing the resource utilization and minimizing the power consumption. The framework attempts to find a suitable PM to host a VM in such a manner that both objectives are reasonably achieved. Let us consider that n VMs (VM1, VM2, …, VMn) of p users (U1, U2, …, Up) are hosted in a data center DC that consists of m PMs or servers (PM1, PM2, …, PMm). Let us also consider that α is a vector of size m that shows the status of each PM. The PMj is said to be active (αj  = 1) if one or more VMs are hosted on the server j; else, PMj is in the ideal state (αj  = 0). Similarly, β is a matrix of size n × m that keeps track of the VM placement. If PMj hosts VMi , then βij = 1; else, βij = 0. Let PMj have PMCPU j and PMMEMORY j capacities of the CPU and memory, respectively. The utilizations of the CPU and memory of VMi are VMCPU i and VMMEMORY i , respectively. The resource utilization of each resource is monitored independently, and the CPU utilization of each PM is computed using (1), which adds the CPU utilization of each allocated VM and divides it by the CPU capacity of the server. Similarly, the memory utilization of each server is observed using (2). and The CPU and memory resources are used to compute the resource utilization. However, the framework is sufficiently general to accommodate and consider any number of additional resources such as a disk. The average resource utilization of the data center (RUDC) is computed using (3), and the objective of the proposed allocation scheme is to maximize it. Here, |R| represents the number of resources under consideration, that is, |R|=2. A large-scale data center produces a large amount of heat during its operation. Therefore, a major part of its total consumed power is used to maintain the operational temperature. After the cooling infrastructure, the highest power consumption is that of the CPU, and the resource-utilization rate has a close relationship with the power consumption. The energy-saving schemes applied in the case of a single CPU follow the CPU states, that is, busy or ideal. In a busy state, the energy consumed by a processor depends on multiple variables, such as the utilization rate. However, in the ideal state, some of the components are switched off by the resource manager, and thus, the operating frequency is also reduced to reduce the power consumption. The framework uses power consumption modeling to measure the power consumption based on the resource utilization. This model has been widely used in the design of energy-aware VM placement approaches.
1.9 APPROACHES 

We review existing methods related to the optimization of VM placement, embedded in the cloud computing domain. Placement algorithms, that collect and study information from deployed applications, can be either static or dynamic. Static algorithms, which mainly do offline calculations, take as an input the information that is formerly collected. After a primary placement, a relocation may not be considered for several months. Static allocation normally indicates initial VM placements that will be actively running in subsequent phases of the system administration. As for dynamic VM placement, it is implemented on shorter timescales, preferably shorter than periods of significant variability of the resource demand (Shankar and Bellur, 2010), (Abdelsamea et al., 2014). It does online VM placement, including VM migrations. One very important difference between static and dynamic VM placement algorithms is the fact that dynamic solutions consider potential VM live migrations and therefore require larger amount of resources than the static solutions, which can badly affect the performance of the hosted applications. Since the static solutions are primitive and outdated (Usmani and Singh, 2016), we are interested to study the dynamic VM placement optimization solutions. As shown in Figure 1, our classification is based on four main approaches: 1) Constraint Programming, 2) Bin Packing, 3) Stochastic Integer Programming, and 4) Genetic Algorithm. We detail in the following the algorthims that were implemented through these approaches.
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VM placement approaches
1.9.1 Constraint Programming 

Foremost Constraint Programming is used where we have already completely collected the input information, so we start the cost function calculations after we are aware of the VM requirements. Since this approach can always consider additional constraints, it can always be expandable. However, in cases where we have several constraints to take into consideration, this approach may take too much time to find the most suitable VM placement. Therefore, the main challenge consists in finding the optimal solution before any modification in terms of the constraint parameters. Although this approach formally expresses the demands of VMs in terms of constraints, it has been modestly adopted. In 2009, Hermenier et al. (Hermenier et al., 2009) introduce the Entropy resource manager, which is a constraint programming-based solution allowing for a dynamic server consolidation. It tackles both problems of finding the available servers, and migrating the VMs to these servers. This solution is only applied in homogeneous data centers. In 2010, Van et al. (Van et al., 2010) propose an interactive resource management framework that ensures both dynamic VM provisioning and placement, by treating them as two constraint satisfaction problems. 

1.9.2 Bin Packing 

Bin Packing is used for dynamic VM placement when all servers have the same amount of resources (CPU, memory, storage, etc.), but the requirements of VMs are variable in time. In order to minimize the number of PMs, this approach may host two dependent VMs on one PM. The Bin Packing problem is an NP-hard3 problem that can be solved using i) Greedy heuristics like First Fit Decreasing (FFD) algorithm (Ajiro and Tanaka, 2007), (Tang et al., 2014), (Verma et al., 2008), Best Fit (BF) algorithm (Jiankang et al., 2015), Least Loaded (LL) algorithm (Ajiro and Tanaka, 2007), etc., ii) Ant Colony Optimization (ACO) heuristics (Dorigo and Gambardella, 1997), (Dorigo et al., 1996), (Stutzle and Hoos, 2000), ¨ iii) Subgraph isomorphism algorithms (Ullmann, 1976). 

1.9.2.1 Greedy Heuristics 

FFD algorithm is a greedy heuristic. It places each VM into “the first bin in which it will fit”. This approach is more efficient when first sorting the list of elements into a decreasing order. For example, Ajiro et al. (Ajiro and Tanaka, 2007) present an Improved FFD + LL heuristic. Both FFD and LL heuristics pack VMs with certain resources into destination servers. However, other resources may interfere and increase the number of destination servers. The proposed algorithm aims to address this issue and reduce the number of destination servers. The pMapper system (Verma et al., 2008) packs the VMs in a small number of physical servers in order to minimize the migration costs, but always under a fixed constraint of performance. The pMapper system is a subset of the FFD heuristic and it aims for a compromise between performance and cost. In 2013, VMPlanner (Fang et al., 2013) is proposed as another greedy Bin Packing algorithm for reducing power costs of network elements in data centers. VMPlanner takes advantage of the flexibility provided by dynamic VM migration and programmable flow-based routing, available in modern data centers, to optimize network power consumption while satisfying network traffic demands. In order to evaluate VMPlanner, the authors implement it in a simulated environment running real data center traffic workloads, with a VL2 architecture (Greenberg et al., 2009). Kanagavelu et al. (Kanagavelu et al., 2014) develop a fast heuristic algorithm called Greedy Virtual Machine Placement with Two Path Routing (GVMTPR) that is based on some constraints. Its goal is to reduce the maximum load on any link, by reducing the network traffic load, followed by the number of used servers and the server resource utilization, while guaranteeing the specified protection grade requirements. It uses a greedy approach to assign the hypervisor for each VM, in order to satisfy the computing and memory resource requirements. This will be done due to the VM management and routing decisions. In addition, instead of a single-path routing, it chooses a two-path routing to ensure load balancing on the two least-congested paths. Traffic splitting helps to reduce congestion, which is largely influenced by the VM placement, and ensures traffic protection (minimum bandwidth) in the event of failures. Likewise, in 2014, Tang et al. (Tang et al., 2014) present VM-DFS, an algorithm based on a dynamic forecast scheduling method and that is a sort of Bin Packing problem which can also be solved by FFD. VM-DFS analyzes the historical memory consumption of each VM, to select the most appropriate PM to place the running VM according to the future consumption prediction. The purpose of this method is to reduce the number of active servers, such that every VM can conform to the required memory consumption SLA4 . In (Jiankang et al., 2015), the authors propose BF-HC and VM-Mig, two algorithms based on the BF heuristic. The difference from FFD heuristic is that the VMs are placed in the bin that can hold them with minimum empty space. The objective of this two-stage heuristic algorithm is to minimize the energy consumption and to optimize the traffic management, by respectively reducing the number of activated PMs and network elements and maximizing the link utilization. The evalutaion is performed by simulation experiments in Amazon EC2 data center using Fat-tree topology (Al-Fares et al., 2008). 

1.9.2.2 ACO Heuristics 

Broadly speaking, ACO is a probabilistic technique for solving computational problems, which can be reduced to finding good paths through graphs. The collective behaviour of social insects is an inspiration source for researchers. When searching for food, ants tend to choose paths marked by strong pheromone concentrations. As soon as an ant finds a food source, it studies the quantity and the quality of the food and takes some of it back to the nest. During the return trip, the quantity of pheromones that an ant leaves on the ground may depend on the quantity and quality of the food. The pheromone trails will guide other ants to the food source and enables them to find the shortest paths between their nest and food sources (Blum, 2005). Briefly, ants mark the best solutions and take into account the previous markings to optimize their search (Yu et al., 2008). This behaviour, aiming for the shortest paths, can be used for the VM migration optimization between PMs. Some extensions of ACO algorithms are presented in the literature such as Ant System (AS) (Dorigo et al., 1996), Ant Colony System (ACS) (Dorigo and Gambardella, 1997) and MAX-MIN Ant System (MMAS) (Stutzle and Hoos, ¨ 2000). Let us note that AS is the progenitor of all the research efforts with Ant algorithms. It is widely used to solve the Traveling Salesman Problem (TSP5 ) (Hoffman et al., 2013). MMAS (Stutzle and Hoos, 2000) is a variant of ¨ ACO that aims to exploit the best solutions found during the search in order to reach an optimal solution. MMAS updates the pheromone according to the best solution found from the beginning of the process until the current iteration. Feller et al. (Feller et al., 2011) propose Single-objective ACO (SACO), a MMAS metaheuristic-based algorithm that is focused on reducing the number of physical servers, which are needed to handle the workload. Moreover, Fajjari et al. (Fajjari et al., 2014) propose a new, efficient and scalable, strategy named VNE-AC. It is based on a MMAS metaheuristic too. Its main aim is to reduce the amount of allocated resources for each virtual network request. This will help to minimize the reject rate and maximize the cloud provider6 's revenue. Based on extensive simulations, this proposal makes the VM placement more effective and achieves better resource utilization even when assuming a high arrival rate of VM requests. Its fundamental stages are: i) formation of solution components, ii) localization of potential candidates, iii) stochastic selection of the candidate, iv) selection of the best solution, and v) updating the pheromone trail. Moreover, VNE-AC goes beyond related strategies investigated in existing literature, such as VNE-Greedy (Yu et al., 2008), VNE-Cluster (Zhu and Ammar, 2006), VNESubdividing (Zhu and Ammar, 2006), and VNE-Least (Zhu and Ammar, 2006). Most of the solutions that attempt to optimize the placement of VMs are shifted towards processing only one criterion. However, similar to any other problem, it is usually useful to simultaneously consider several criteria. For this, a new research direction aims to realize multi-objective optimized allocation of VMs. Therefore, Gao et al. (Gao et al., 2013) propose a solution that tackles at a time the problem of resource waste and energy utilization. Knowing that ACS is built upon the previous AS, a modified version of ACS algorithm is proposed and designed to properly deal with the potential large solution space for large-scale data centers. Its name is VMPACS. A performance benchmark is carried out between the proposed Ant algorithm and other algorithms, such as Multi-objective Grouping Genetic Algorithm (MGGA7 ) (Xu and Fortes, 2010), SACO8 algorithm (Feller et al., 2011) and the Improved FFD + LL algorithm (Ajiro and Tanaka, 2007). To summarize the results, we provide in Table 1 the energy utilization and resource consumption comparison between the algorithms under consideration. As depicted in Table 1, it can be noticed that VMPACS goes beyond MGGA. Indeed, the choice ofplacement given by VMPACS consists of: i) the data being collected at the moment and ii) the traces kept by a non-optimal solution. VMPACS also updates, in a continuous way, the pheromones, which allows a much more relevant VM placement. Evenly, VMPACS goes beyond Improved FFD + LL heuristic and SACO. These results are mainly related to the number of servers employed and to the resource utilization of each algorithm. 

1.9.2.3 Subgraph Isomorphism Algorithms 

The subgraph isomorphism problem is a NP-hard computational task in which two graphs are given as input, and one must determine whether the first graph contains a subgraph that is isomorphic to the second graph. Recently, several algorithms have used subgraph isomorphism to formulate the problem of VM placement, i.e., to model data center topologies and VM clusters. (Zong et al., 2014) proposes Gradin, a new graph index framework that accelerates subgraph matching on dynamic graphs of numerical labels. Gradin efficiently calculates frequent index updates and eliminates unpromising matches to minimize the cost. Gradin's performance is evaluated over BCube topology (Guo et al., 2009), on query processing, index update and scalability. Results show that Gradin outperforms competitive approaches such as VF2 (Cordella et al., 2004) up to 10 times. (Aral and Ovatman, 2016) provides Topology Based Mapping (TBM) algorithm that uses a subgraph search to locate federated clouds with a topology isomorphic to the VM cluster. Additionally, it presents RalloCloud framework for modeling and simulating distributed VM allocation. Using RalloCloud for TBM evaluation, results indicated that TBM outperforms greedy heuristics in latency, throughput, cost and acceptance rate. 

1.9.3 Stochastic Integer Programming 

Stochastic Integer Programming is introduced for situations where future demands and prices of resources are unknown, but their expected distributions are either known or can be computed. This is the best technique to be used in the case where we have two or more uncertain parameters on which the cost depends. It is helpful in estimating the variation in demands and costs. Thereby, frequent recomputations are not needed, but if there is an error in the estimation, users might end up paying more. For example, the authors in (Chaisiri et al., 2009) define Optimal Virtual Machine Placement (OVMP), an algorithm for optimally placing the VMs on the suitable PMs. The goal is to minimize the cost of deploying and running VMs in a cloud provider environment, where future demands and prices are not necessarly stable. This objective is reached by reducing the number of used nodes. The algorithm they define is particularly based on linear and quadratic programming. In (Speitkamp and Bichler, 2010), the authors translate the server consolidation problem into a linear programming formulation. Their approach, Branch & Bound (B & B), aims at limiting the number of VMs in each PM. As a result, it is certain that VMs are not hosted in a single physical server. Some design constraints were added in order to achieve this approach, very useful to ensure fault-tolerancy in case of outages. 

1.9.4 Genetic Algorithm 

Finally, Genetic Algorithm is particularly convenient in cases where we need to operate on groups and for problems where objective functions9 dynamically change. It considers additional constraints while optimizing the cost function, so it solves the VM interference problem encountered in the Bin Packing approach, but it requires more computing time and higher computing resources as compared to Bin Packing. Mi et al. (Mi et al., 2010) propose a genetic algorithm-based approach, namely GABA, to adaptively self-reconfigure the VMs in cloud data centers consisting of heterogeneous nodes. GABA can efficiently decide the optimal physical placement of VMs according to application requirements and dynamic environmental conditions, that may vary over time. Moreover in the same year, the VM placement problem is formulated in (Xu and Fortes, 2010) as a multi-objective optimization problem of simultaneously minimizing total resource wastage, power consumption and thermal dissipation costs. MGGA with fuzzy multi-objective evaluation is investigated for efficiently searching the large solution space and conveniently combining possibly conflicting objectives.
CHAPTER 2
LITERATURE SURVEY

1. “CLOUD COMPUTING AND EMERGING IT PLATFORMS: VISION, HYPE, AND REALITY FOR DELIVERING COMPUTING AS THE 5TH UTILITY” R.BUYYA, C.S.YEO, S.VENUGOPAL, J.BROBERG, AND I.BRANDIC.

                  With the significant advances in Information and Communications Technology (ICT) over the last half century, there is an increasingly perceived vision that computing will one day be the 5th utility (after water, electricity, gas, and telephony). This computing utility, like all other four existing utilities, will provide the basic level of computing service that is considered essential to meet the everyday needs of the general community. To deliver this vision, a number of computing paradigms have been proposed, of which the latest one is known as Cloud computing. Hence, in this paper, we define Cloud computing and provide the architecture for creating Clouds with market-oriented resource allocation by leveraging technologies such as Virtual Machines (VMs). We also provide insights on market-based resource management strategies that encompass both customer-driven service management and computational risk management to sustain Service Level Agreement (SLA)-oriented resource allocation. In addition, we reveal our early thoughts on interconnecting Clouds for dynamically creating global Cloud exchanges and markets. Computing is being transformed to a model consisting of services that are commoditized and delivered in a manner similar to traditional utilities such as water, electricity, gas, and telephony. In such a model, users access services based on their requirements without regard to where the services are hosted or how they are delivered. Several computing paradigms have promised to deliver this utility computing vision and these include cluster computing, Grid computing, and more recently Cloud computing. The latter term denotes the infrastructure as a ‘‘Cloud’’ from which businesses and users are able to access applications from anywhere in the world on demand. Thus, the computing world is rapidly transforming towards developing software for millions to consume as a service, rather than to run on their individual computers. At present, it is common to access content across the Internet independently without reference to the underlying hosting infrastructure. This infrastructure consists of data centers that are monitored and maintained around the clock by content providers. Cloud computing is an extension of this paradigm wherein the capabilities of business applications are exposed as sophisticated services that can be accessed over a network.
DRAWBACKS
· This could be mitigated through SLAs that specify strict constraints on the location of the resources. However, another open issue is how the participants in such a market can obtain restitution in case an SLA is violated.
· Some of these issues are explored in related paradigms such as Grids and service-oriented computing systems.

· Due to its potential to make impact on the 21st century as much as the electric power Grid did on the 20th century, Grid computing has been hailed as the next revolution after the Internet and the World Wide Web.
2. “GOOGLE CLUSTER-USAGE TRACES:FORMAT+SCHEMA” C.REISS, J.WILKES, AND J.L.HELLERSTEIN.

A Google cluster is a set of machines, packed into racks, and connected by a high-bandwidth cluster network. A cell is a set of machines, typically all in a single cluster, that share a common cluster-management management system that allocates work to machines. Work arrives at a cell in the form of jobs. A job is comprised of one or more tasks, each of which is accompanied by a set of resource requirements used for scheduling (packing) the tasks onto machines. Each task represents a Linux program, possibly consisting of multiple processes, to be run on a single machine. Tasks and jobs are scheduled onto machines according to the lifecycle described below. Resource requirements and usage data for tasks are derived from information provided by the cell's management system and the individual machines in the cell. One of our goals in publishing this trace data is to make visible many of the scheduling complexities that affect Google’s workload, including the variety of job types, complex scheduling constraints on some jobs, mixed hardware types, and user mis-estimation of resource consumption. We hope that researchers will find it useful. Each record has a timestamp, which is in microseconds since 600 seconds before the beginning of the trace period, and recorded as a 64 bit integer. As an exception, times in usage measurements are treated slightly differently, because the the maximum measurement length is 300 seconds. We apply the same start-time offset to these times as we do for events inside the trace window; this is enough to ensure a clear separation between events before the trace and other events. Note that a measurement interval may overlap the beginning or end of the trace. Additionally, the best available precision for usage measurements is to the nearest second; we still report these times in microseconds for consistency.
DRAWBACKS

· They are sourced from multiple machines, and so small disagreements in timestamps may reflect clock drift between machines in the cluster instead of any real scheduling or utilization issue.

3.“PROACTIVE THERMAL-AWARE RESOURCE MANAGEMENT IN VIRTUALIZED HPC CLOUD DATA CENTERS” E.K.LEE, H.VISWANATHAN, AND D.POMPILI,

Clouds provide the abstraction of nearly-unlimited computing resources through the elastic use of federated resource pools (virtualized datacenters). They are being increasingly considered for HPC applications, which have traditionally targeted grids and supercomputing clusters. However, ma[imizing energy ef¿ciency and utilization of cloud datacenter resources, avoiding undesired thermal hotspots (due to overheating of over-utilized computing equipment), and ensuring quality of service guarantees for HPC applications are all conÀicting obMectives, which require Moint consideration of multiple pairwise tradeoffs. $n innovative proactive thermal-aware virtual machine consolidation (involving allocations as well as migrations) technique is proposed to maximize computing 
























