

Fingerprint based attendance in python
                                                    ABSTRACT

In this paper, we propose a system that takes the attendance of students for classroom lecture. Our system takes the attendance automatically using Fingerprint recognition. However, it is difficult to estimate the attendance precisely using each result of Fingerprint recognition independently because the Fingerprint detection rate is not sufficiently high. In this paper, we propose a method for estimating the attendance precisely using all the results of Fingerprint recognition obtained by continuous observation. Continuous observation improves the performance for the estimation of the attendance We constructed the lecture attendance system based on Fingerprint recognition, and applied the system to classroom lecture. This paper first review the related works in the field of attendance management and Fingerprint recognition. Then, it introduces our system structure and plan. Finally, experiments are implemented to provide as evidence to support our plan. The result shows that continuous observation improved the performance for the estimation of the attendance.
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CHAPTER 1
1.1  INTRODUCTION

The technology aims in imparting a tremendous knowledge oriented technical innovations these days. Deep Learning is one among the interesting domain that enables the machine to train itself by providing some datasets as input and provides an appropriate output during testing by applying different learning algorithms. Nowadays Attendance is considered as an important factor for both the student as well as the teacher of an educational organization. With the advancement of the deep learning technology the machine automatically detects the attendance performance of the students and maintains a record of those collected data. In general, the attendance system of the student can be maintained in two different forms namely,  

· Manual Attendance System (MAS)

· Automated Attendance System (AAS).

Manual Student Attendance Management system is a process where a teacher concerned with the particular subject need to call the students name and mark the attendance manually. Manual attendance may be considered as a time-consuming process or sometimes it happens for the teacher to miss someone or students may answer multiple times on the absence of their friends. So, the problem arises when we think about the traditional process of taking attendance in the classroom. To solve all these issues we go with Automatic Attendance System (AAS). 

Automated Attendance System (AAS) is a process to automatically estimate the presence or the absence of the student in the classroom by using Fingerprint recognition technology. It is also possible to recognize whether the student is sleeping or awake during the lecture and it can also be implemented in the exam sessions to ensure the presence of the student. The presence of the students can be determined by capturing their Fingerprints on to a highdefinition monitor video streaming service, so it becomes highly reliable for the machine to understand the presence of all the students in the classroom. 

The two common Human Fingerprint Recognition techniques are, 

· Feature-based approach

· Brightness-based approach

The Feature-based approach also known as local Fingerprint recognition system, used in pointing the key features of the Fingerprint like eyes, ears, nose, mouth, edges, etc., whereas the brightness-based approach also termed as the global Fingerprint recognition system, used in recognizing all the parts of the image.
1.2 Objectives
· Reducing time wastage during conventional class attendance. 

· Utilizing latest trends in machine vision to implement a feasible solution for class attendance system. 

· Automating the whole process so that we have digital environment. 

· Preventing fake roll calls as one to one attendance marking is possible only. 

· Encouraging the use of technology in daily lives.
1.3 Problem statement :
According to the previous attendance management system, the accuracy of the data collected is the biggest issue. This is because the attendance might not be recorded personally by the original person, in another word, the attendance of a particular person can be taken by a third party without the realization of the institution which violates the accuracy of the data. For example, student A is lazy to attend a particular class, so student B helped him/her to sign for the attendance which in fact student A didn‟t attend the class, but the system overlooked this matter due to no enforcement practiced. Supposing the institution establish an enforcement, it might need to waste a lot of human resource and time which in turn will not be practical at all. Thus, all the recorded attendance in the previous system is not reliable for analysis usage. The second problem of the previous system is where it is too time consuming. Assuming the time taken for a student to sign his/her attendance on a 3-4 paged name list is approximately 1 minute. In 1 hour, only approximately 60 students can sign their attendance which is obviously inefficient and time consuming. The third issue is with the accessibility of those information by the legitimate concerned party. For an example, most of the parents are very concerned to track their child‟s actual whereabouts to ensure their kid really attend the classes in college/school. However in the previous system, there are no ways for the parents to access such information. Therefore, evolution is needed to be done to the previous system to improve efficiency, data accuracy and provides accessibility to the information for those legitimate party.

1.4 Scopes

· The targeted groups of the attendance monitoring system are the students and staff ofan educational institution. 

· The database of the attendance management system can hold up to 2000 individual‟sinformation. 

· The facial recognition process can only be done for 1 person at a time. 

· An excel sheet is created which contains the student attendance and is mailed to the respected faculty. 

· The project has to work under a Wi-Fi coverage area or under Ethernet connection, as the system need to update the database of the attendance system constantly. 

· The device on which the application is running is powered up by power bank to improve the portability of the application.
1.5 Impact, Significance and contributions 
Many attendance management systems that exist nowadays are lack of efficiency and information sharing. Therefore, in this project, those limitations will be overcome and also further improved and are as follows : 
· Students will be more punctual on attending classes. This is due to the attendance of astudent can only be taken personally where any absentees will be noticed bythe system. This can not only train the student to be punctual as well as avoids any immoral ethics such as signing the attendance for their friends. 

· The institution can save a lot of resources as enforcement are now done by means oftechnology rather than human supervision which will waste a lot of human resourcefor an insignificant process. 

· The application can operate on any device at any location as long as there is Wi-Fi coverage or Ethernet connection which makes the attendance system to be portable to be placed at any intended location. For an example, the device can be placed at the entrance of the classroom to take the attendance. 

· It saves a lot of cost in the sense that it had eliminated the paperwork completely. 

· The system is also time effective because all calculations are all automated. In short, the project is developed to solve the existing issues in the old attendance system.
1.6 Existing Recognition System: 

Fingerprint Based recognition system: 

In the Fingerprint based existing attendance system, a portable fingerprint device need to be configured with the students fingerprint earlier. Later either during the lecture hours or before, the student needs to record the fingerprint on the configured device to ensure their attendance for the day. The problem with this approach is that during the lecture time it may distract the attention of the students. 

2. RFID(Radio Frequency Identification) Based recognition system: 

In the RFID based existing system, the student needs to carry a Radio Frequency Identity Card with them and place the ID on the card reader to record their presence for the day. The system is capable of to connect to RS232 and record the attendance to the saved database. There are possibilities for the fraudulent access may occur. Some are students may make use of other students ID to ensure their presence when the particular student is absent or they even try to misuse it sometimes. 

3. Iris Based Recognition System: 

In the Iris based student attendance system, the student needs to stand in front of a camera, so that the camera will scan the Iris of the student. The scanned iris is matched with data of student stored in the database and the attendance on their presence needs be updated. This reduces the paper and pen workload of the faculty member of the institute. This also reduces the chances of proxies in the class, and helps in maintaining the student records safe. It is a wireless biometric technique that solves the problem of spurious attendance and the trouble of laying the corresponding network. 

4. Fingerprint Based Recognition System: 

The facial recognition technology can be used in recording the attendance through a high-resolution digital camera that detects and recognizes the Fingerprints of the students and the machine compares the recognized Fingerprint with students’ Fingerprint images stored in the database. Once the Fingerprint of the student is matched with the stored image, then the attendance is marked in attendance database for further calculation. If the captured image doesn't match with the students' Fingerprint present in the database then this image is stored as a new image onto the database. In this system, there are possibilities for the camera to not to capture the image properly or it may miss some of the students from capturing.
1.7 Project Description :
The method proposed in this paper is marking attendance  using Fingerprint recognition technique. 
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The attendance is recorded by using a camera that will stream video of students, detect the Fingerprints in the image and compare the detected Fingerprints with the student database and mark the attendance. The attendance gets marked in a spreadsheet which gets converted into PDF file which is mailed to the concerned e-mail Ids.
The project has two main parts:

·  Development of Fingerprint Recognition System.

· Development of Attendance System.

Fingerprint recognition is achieved using machine learning and the  basic pipeline used for it is as follows:

· Finds Fingerprint in an image.

· Analyses facial features.
· Compares   against   known   Fingerprints   and   makes a prediction.

Development of complete attendance system is achieved  using UI and python application. Here the application takes data like subject details, faculty details, date and time and provides a click to start the attendance. The images of students are clicked and sent to Linux server where python script runs to mark attendance and generate spreadsheet and PDF file which is then mailed.

1. Find  Fingerprint in the image:

The initial step of our pipeline includes detecting the Fingerprint for  which we will use Histogram of Oriented Gradients (HOG). One of the most popular and successful “person detectors” out there right now is the HOG with SVM approach.HOG stands for Histograms of Oriented Gradients. HOG is a type of “feature descriptor”. The intent of a feature descriptor is to generalize the object in such a way that the same object (in this case a person) produces as close as possible to the same feature descriptor when viewed under different conditions. This makes the classification task easier. The creators of this approach trained a Support Vector Machine (a type of machine learning algorithm for classification), or “SVM”, to recognize HOG descriptors of people. It is a feature descriptor which is a representation of an image or an image patch that simplifies the image by extracting useful information and throwing away extraneous information. To begin with, we’ll be making our image black and white because we don’t require colour data to find Fingerprints. The HOG person detector is fairly simple to understand (compared to SIFT object recognition, for example). One of the main reasons for this is that it uses a “global” feature to describe a person rather than a collection of “local” features. Put simply, this means that the entire person is represented by a single feature vector, as opposed to many feature vectors representing smaller parts of the person. The HOG person detector uses a sliding detection window which is moved around the image. At each position of the detector window, a HOG descriptor is computed for the detection window. 
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This descriptor is then shown to the trained SVM, which classifies it as either “person” or “not a person”. To recognize persons at different scales, the image  is sub sampled to multiple sizes. Each of these sub sampled images is searched.

Thereafter, we’ll look at every single pixel in our image of one at a time. For every single pixel, we want to look at the pixels that are directly surrounding it. 
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Our goal is to figure out how dark the current pixel is compared to the pixels directly surrounding it. Then we want to draw an arrow showing in which direction the image is getting darker. If you repeat that process for every single pixel in the image, you end up with every pixel being replaced by an arrow. These arrows are called gradients and they show the flow from light to dark across the entire image. The need of the process is to analyze pixels directly; really dark images and really light images of the same person will have totally different pixel values. But by only considering the direction that brightness changes, both really dark images and really bright images will end up with the same exact representation. That makes the problem a lot easier to solve. But saving the gradient for every single pixel gives us way too much detail. It would be better if we could just see the basic flow of lightness or darkness at a higher level so we could see the basic pattern of the image. To do this, we’ll break up the image into small squares of 16x16 pixels each. In each square, we’ll count up how many gradients point in each major direction. Then we’ll replace that square in the image with the arrow directions that were the strongest. The end result is we turn the original image into a very similar representation that captures the basic structure of Fingerprint in a simple way. Here we solved the problem of brightness as the original image is turned into a HOG representation that captures the major features of the image regardless of image brightness. To find Fingerprints in this HOG image, all we have to do is find the  part of our image that looks the most similar to a known HOG pattern that was extracted from a bunch of other training Fingerprints using which we can now easily find Fingerprints in any image.
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2. Analyze facial features (Posing and Projecting Fingerprints):

After differentiating the Fingerprints from the image we have to now deal with the problem of Fingerprint turning into different directions as shown in Fig -5 which would look totally different to a computer.

Posing and Projecting Fingerprints:
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Humans can easily recognize that both images are of the same person, but computer would see these pictures as two completely different people. To account for this, we will try to warp each picture so that the eyes and lips are always in the sample place in the image. This will make it a lot easier for us to compare Fingerprint in the next steps. For this, we are going to use an algorithm called Fingerprint landmark estimation.
Fingerprint Landmark Estimation
Herein we would come up with 68 specific points (called landmarks) that exist on every Fingerprint – the top of the chin, the outside edge of each eye, the inner edge of each eyebrow, etc. as seen from Fig -6.Then we will train a machine learning algorithm to be able to find these 68 specific points on any Fingerprint. Now that we know where the eyes and mouth is, we’ll simply rotate, scale and shear the image so that the eyes and mouth are centered as best as possible. Now no matter how the Fingerprint is turned, we are able to centre the eyes and mouth so that they are roughly in the same position in the image. This will make our next step a lot more accurate.
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Fingerprint Landmarks Detected :
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3. Encoding Images:

Next step involves recognizing the detected Fingerprint for which  we need to extract a few basic measurements from each Fingerprint. Then we could measure our unknown Fingerprint the same way and find the known Fingerprint with closest measurements. The most accurate approach is to let the computer figure out the measurements to collect itself. Deep learning does a better job than humans at figuring out which parts of a  Fingerprint are important to measure. The solution is to train a Deep Convolution Neural Network to generate 128 measurements for each Fingerprint.  
The training process works by looking at 3 Fingerprint images at a time: 

· Load a training Fingerprint image of a known person.

· Load another picture of the same known person.

· Load a picture of a totally different person.

Then the algorithm looks at the measurements it is currently generating for each of those three images. It then tweaks the neural network slightly so that it makes sure  the measurements it generates for #1 and #2 are slightly closer while making sure the measurements for #2 and #3 are slightly further apart. This is a reduction of complicated raw data like a picture into a list of computer-generated numbers. As shown in fig. 9 and fig. 10, 128 measurements are generated of each Fingerprints and it is called as embedding. This process of training a convolution neural network to output Fingerprint embeddings requires a lot of data and computer power. Even with an expensive NVidia Telsa video card, it takes about 24 hours of continuous training to get good accuracy but once the network has been trained, it can generate measurements for any Fingerprint, even ones it has never seen before. So this step only needs to be done once and several trained networks are already been published by Open Fingerprint.Hence, we need to run our Fingerprint images through their pretrained trained network to get the 128 measurements for each Fingerprint. The measurements for our test image is shown in Fig -8 and Fig -9 wherein it is seen that the network generates nearly the same numbers when looking at two different pictures of the same person.

4. Anticipation of the Users Identity:

For discovering the person’s name from the encoding, a basic  machine learning classification algorithm is used i.e. simple linear Support Vector Machine (SVM) classification. A Support Vector Machine (SVM) is a discriminative classifier formally defined by a separating hyper plane. In other words, given labelled training data (supervised learning), the algorithm outputs an optimal hyper plane which categorizes new examples.SVM classifiers are effective in high dimensional spaces and in cases where number of dimensions is greater than the number of sample. It uses a subset of training points in the decision function (called support vectors), so it is also memory efficient. The classifier is trained to take in the measurements from a new test image and tells which known person is the closest match and the result of the classifier is the person’s name which takes milliseconds to run and present the result.The classifier is trained to take in the measurements from a new test image and tells which known person is the closest match and the result of the classifier is the person’s name which takes milliseconds to run and present the result.SVM it capable of doing both classification and regression. Here we would focus on using SVM for classification. Non-linear SVM means that the boundary that the algorithm calculates doesn't have to be a straight line. The benefit is that one can capture much more complex relationships between the data points without having to perform difficult transformations on your own. The downside is that the training time is much longer as it's much more computationally intensive. Support Vector Machines are based on the concept of decision planes that define decision boundaries. A decision plane is one that separates between a set of objects having different class memberships. A schematic example is shown in the Fig -10 below. In this example, the objects belong either to class green or red. The separating line defines a boundary on the right side of which all objects are green and to the left of which all objects are red. Any new object (white circle) falling to the right is labelled, i.e., classified, as green (or classified as red should it fall to the left of the separating line).

Schematic Example for SVM Classifier:
[image: image8.png]



 The above is a classic example of a linear classifier, i.e., a  classifier that separates a set of objects into their respective groups (GREEN and RED in this case) with a line. Most classification tasks, however, are not that simple, and often more complex structures are needed in order to make an optimal separation, i.e., correctly classify new objects (test cases) on the basis of the examples that are available (train cases). This situation is depicted in the illustration below. Compared to the previous schematic, it is clear that a full separation of the GREEN and RED objects would require a curve (which is more complex than a line). Classification tasks based on drawing separating lines to distinguish between objects of different class memberships are known as hyper plane classifiers. Support Vector Machines are particularly suited to handle such tasks.
1.8 Fingerprint Recognition 

Fingerprint recognition is an easy task for humans. Experiments in have shown, that even one to three day old babies are able to distinguish between known Fingerprints. So how hard could it be for a computer? It turns out we know little about human recognition to date. Are inner features (eyes, nose, mouth) or outer features (head shape, hairline) used for a successful Fingerprint recognition? How do we analyze an image and how does the brain encode it? It was shown by David Hubel and Torsten Wiesel, that our brain has specialized nerve cells responding to specific local features of a scene, such as lines, edges, angles or movement. Since we don’t see the world as scattered pieces, our visual cortex must somehow combine the different sources of information into useful patterns. Automatic Fingerprint recognition is all about extracting those meaningful features from an image, putting them into a useful representation and performing some kind of classification on them. Fingerprint recognition based on the geometric features of a Fingerprint is probably the most intuitive approach to Fingerprint recognition. One of the first automated Fingerprint recognition systems was described in: marker points (position of eyes, ears, nose, ...) were used to build a feature vector (distance between the points, angle between them, ...). The recognition was performed by calculating the euclidean distance between feature vectors of a probe and reference image. Such a method is robust against changes in illumination by its nature, but has a huge drawback: the accurate registration of the marker points is complicated, even with state of the art algorithms. Some of the latest work on geometric Fingerprint recognition was carried out in. A 22-dimensional feature vector was used and experiments on large datasets have shown, that geometrical features alone don’t carry enough information for Fingerprint recognition. The EigenFingerprints method described in took a holistic approach to Fingerprint recognition: A facial image is a point from a high-dimensional image space and a lower-dimensional representation is found, where classification becomes easy. The lower-dimensional subspace is found with Principal Component Analysis, which identifies the axes with maximum variance. While this kind of transformation is optimal from a reconstruction standpoint, it doesn’t take any class labels into account. Imagine a situation where the variance is generated from external sources, let it be light. The axes with maximum variance do not necessarily contain any discriminative information at all, hence a classification becomes impossible. So a class-specific projection with a Linear Discriminant Analysis was applied to Fingerprint recognition in. The basic idea is to minimize the variance within a class, while maximizing the variance between the classes at the same time (Figure 1). Recently various methods for a local feature extraction emerged. To avoid the high-dimensionality of the input data only local regions of an image are described, the extracted features are (hopefully) more robust against partial occlusion, illumation and small sample size. Algorithms used for a local feature extraction are Gabor Wavelets, Discrete Cosinus Transform and Local Binary Patterns. It’s still an open research question how to preserve spatial information when applying a local feature extraction, because spatial information is potentially useful information.
1.8.1 ISSUES IN FINGERPRINT RECOGNATION 
A. Fingerprint Identification: Fingerprint Identification is a main issue in Fingerprint recognition. It is used in credit card verification, criminal records, and many security systems. Fingerprint identification is used to identify the Fingerprint from the whole image. Sometimes, images are affected by noise, shadow, surrounding factor like light. That time correct identification of Fingerprint is very difficult. So in each and every case Fingerprint identification must be correct. 
B. Feature Localization: In Fingerprint recognition another issue is feature localization. The Fingerprint of a person in different images is different because of his distinct Fingerprint expression (like: smile, angry, tensed, neutral, shock etc), variety of posture, and few other factors like: hairs, goggles, hat etc. In Fingerprint recognition some features like: eyes, nose, and mouth are considered. In order to recognize Fingerprint features must have proper visualization. 
C. Corner Point Extraction: To recognize the Fingerprint by extracting features i.e. eyes, nose, mouth. In different location of features in distinct images, the corner points of the features are extracted because corner points are same in all images of a person. So extraction of the corner points of features is very important, it should be correct. 
D. Scaling: In scaling, the distance between center points of eyes, corner points of eye, center of eye and nose, center of nose and mouth, and interior corner points of eyes are measure. So, one must keep in mind that the scaling should be accurate.

1.8.2. Fingerprint Database 

I don’t want to do a toy example here. We are doing Fingerprint recognition, so you’ll need some Fingerprint images! You can either create your own database or start with one of the available databases, Fingerprintrec.org/databases gives an up-to-date overview. Three interesting databases are :

 AT&T Fingerprintdatabase 

The AT&T Fingerprintdatabase, sometimes also known as ORL Database of Fingerprints, contains ten different images of each of 40 distinct subjects. For some subjects, the images were taken at different times, varying the lighting, facial expressions (open / closed eyes, smiling / not smiling) and facial details (glasses / no glasses). All the images were taken against a dark homogeneous background with the subjects in an upright, frontal position (with tolerance for some side movement). 

Yale Fingerprintdatabase A 

The AT&T Fingerprintdatabase is good for initial tests, but it’s a fairly easy database. The EigenFingerprints method already has a 97% recognition rate, so you won’t see any improvements with other algorithms. The Yale Fingerprintdatabase A is a more appropriate dataset for initial experiments, because the recognition problem is harder. The database consists of 15 people (14 male, 1 female) each with 11 grayscale images sized 320 × 243 pixel. There are changes in the light conditions (center light, left light, right light), facial expressions (happy, normal, sad, sleepy, surprised, wink) and glasses (glasses, no-glasses). The original images are not cropped or aligned. I’ve prepared a Python script available in src/py/crop_Fingerprint.py, that does the job for you. 

Extended Yale Fingerprintdatabase B 

The Extended Yale Fingerprintdatabase B contains 2414 images of 38 different people in its cropped version. The focus is on extracting features that are robust to illumination, the images have almost no variation in emotion/occlusion/. . .. I personally think, that this dataset is too large for the experiments I perform in this document, you better use the AT&T Fingerprintdatabase. A first version of the Yale Fingerprintdatabase B was used in [3] to see how the EigenFingerprints and FisherFingerprints method (section 2.3) perform under heavy illumination changes. [10] used the same setup to take 16128 images of 28 people. The Extended Yale Fingerprintdatabase B is the merge of the two databases, which is now known as Extended YaleFingerprintdatabase B.
The Fingerprint images need to be stored in a folder hierachy similar to //.. The AT&T Fingerprintdatabase for example comes in such a hierarchy, see Listing 1.
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Listing 1

1.8.2.1 Reading the images with Python 

The function in Listing 2 can be used to read in the images for each subfolder of a given directory. Each directory is given a unique (integer) label, you probably want to store the folder name as well. The function returns the images and the corresponding classes. This function is really basic and there’s much to enhance, but it does its job.
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Listing 2: src/py/tinyFingerprintrec/util.py
1.8.3 EigenFingerprints 

The problem with the image representation we are given is its high dimensionality. Two-dimensional p × q grayscale images span a m = pq-dimensional vector space, so an image with 100 × 100 pixels lies in a 10, 000-dimensional image space already. That’s way too much for any computations, but are all dimensions really useful for us? We can only make a decision if there’s any variance in data, so what we are looking for are the components that account for most of the information. The Principal Component Analysis (PCA) was independently proposed by Karl Pearson (1901) and Harold Hotelling (1933) to turn a set of possibly correlated variables into a smaller set of uncorrelated variables. The idea is that a high-dimensional dataset is often described by correlated variables and therefore only a few meaningful dimensions account for most of the information. The PCA method finds the directions with the greatest variance in the data, called principal components.
1.8.3.1 EigenFingerprints in Python 

We’ve already seen, that the EigenFingerprints and FisherFingerprints method expect a data matrix with observations by row (or column if you prefer it). Listing 3 defines two functions to reshape a list of multi-dimensional data into a data matrix. Note, that all samples are assumed to be of equal size. 
[image: image11.png]etura mp.array (1)
mat = np.eapty ((0, X[0].size), deyp
Zor row in X:

mat = np.vstack((ast, o

X(0) . arype)

array Crow) .z

ape (1,-1))

4ot saCorumatatrix(D:
e -
coturn np.array (1)
aat = ap.enpey (k0] 'stze, 0), deypest (o] dtype)
Tor <ol in X:
Tura mat

cack((aat, np.asarray(col)

ape(-1,1))





Listing 3: src/py/tinyFingerprintrec/util.py
Translating the PCA from the algorithmic description of section 2.2.1 to Python is almost trivial. Don’t copy and paste from this document, the source code is available in folder src/py/tinyFingerprintrec . Listing 4 implements the Principal Component Analysis given by Equation 1, 2 and 3. It also implements the inner-product PCA formulation, which occurs if there are more dimensions than samples. You can shorten this code, I just wanted to point out how it works.
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# eigenvectors, eigenvalues, variance = mp.linalg.svd(X.T, full
# sort sigenvactors descending by their eigenvalus
1dx = mp.argsort(-sigenvalues)
avalues = eigenvalues (14x)
avectors = eigenvectorsl:,idx]
lect only nun_components
avalues = eigenvalues
avectors = sigenvectors(:,0:nus. conpol
return [eigenvalues, eigenvectors, mul

atrices=False)

nun_conponents] . copy ()
acs) . copy O





Listing 4: src/py/tinyFingerprintrec/subspace.py

1.8.3.2 EIGEN FINGERPRINTS ALGORITHM: 

Since we have a pre-processed facial picture, we can perform EigenFingerprints (PCA) for Fingerprint Recognition. OpenCV accompanies the capacity "cvEigenDecomposite()", which plays out the PCA activity, anyway we need a database (preparing set) of pictures for it to realize how to perceive every one of your kin. Use "Head Component Analysis" to change over the preparation pictures into a lot of "EigenFingerprints" that speak to the fundamental contrasts between the preparation pictures. First it will locate the "normal Fingerprint picture" of your pictures by getting the mean estimation of every pixel. At that point the eigenFingerprints are determined in contrast with this normal Fingerprint, where the first eigenFingerprint is the most prevailing Fingerprint contrasts, and the second eigenFingerprint is the second most predominant Fingerprint contrasts, etc., until you have around 50 eigenFingerprints that speak to the greater part of the distinctions in all the preparation set pictures.

The observations are given by row, so the projection in Equation 4 needs to be rearranged a little: 

[image: image13.png]Gt project(4, X, mulion:
it mu 1s None.
return mp.dot (X,¥)
return np.dos (X - mu, ¥)





Listing 5: src/py/tinyFingerprintrec/subspace.py
This simplified the Python script to: 

[image: image14.png]import matplotlib.ca as cm
s cturn the first (ac most) 16 eigenvectors into grayscale
3 images (note: eigenvectors are stored by columnt)
E-0
for 1 in xrange(sin(len(), 16)):

© = WL:,1).xeshape (x[0] . shape)

E.append (normalize (s,0,255))
# plot thes and store the plot to "pythen_eigentaces.pdf®
subplot (title="Eigentaces ATET Facedatabase’, lmages<E, rows=d, cols=d, sptitle=’

Eigentaca®, coloraap-ca.jet, filemames'python_pea_cigentaces.pag’)





src/py/scripts/example pca.py
I’ve used the jet colormap, so you can see how the grayscale values are distributed within the specific EigenFingerprints. You can see, that the EigenFingerprints do not only encode facial features, but also the illumination in the images (see the left light in EigenFingerprint #4, right light in EigenFingerprints #5):
[image: image15.png]



We’ve already seen in Equation 5, that we can reconstruct a Fingerprint from its lower dimensional approximation. So let’s see how many EigenFingerprints are needed for a good reconstruction. I’ll do a subplot with 10, 30, . . . , 310 EigenFingerprints.

10 Eigenvectors are obviously not sufficient for a good image reconstruction, 50 Eigenvectors may already be sufficient to encode important facial features. You’ll get a good reconstruction with approximately 300 Eigenvectors for the AT&T Fingerprintdatabase. There are rule of thumbs how many EigenFingerprints you should choose for a successful Fingerprint recognition, but it heavily depends on the input data. [15] is the perfect point to start researching for this.
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Now we have got everything to implement the EigenFingerprints method. Python is object oriented and so is our EigenFingerprints model. Let’s recap: The EigenFingerprints method is basically a Pricipal Component Analysis with a Nearest Neighbor model. Some publications report about the influence of the distance metric (I can’t support these claims with my research), so various distance metrics for the Nearest Neighbor should be supported. Listing 12 defines an AbstractDistance as the abstract base class for each distance metric. Every subclass overrides the call operator __call__ as shown for the Euclidean Distance and the Negated Cosine Distance. If you need more distance metrics, please have a look at the distance metrics implemented in https://www.github.com/bytefish/Fingerprintrec.
[image: image17.png]impore sys
# append tinyfacerac to module search path

sys_pach. append (" ")

# iaport muapy snd matplotlib colormaps

smport nuspy s 2p

o import tinyfacersc modules

fron timyfacerec.util import read_imsges

from tinyfacersc.model import Eiganfaceshodsl

# resd images

[X,y] = read_images (*/home/philipp/facerec/data/yalefaces recogaition’)
# conputa the aigentaces model

model’ = Eigentacesodel (x[1:], yl1:))

% get s prediction for the firat observation

print “expected =*, y[0], "/, "predicted =', model.predict(X(0])





src/py/scripts/example model eigenFingerprints.py
1.8.4 FisherFingerprints 

The Linear Discriminant Analysis was invented by the great statistician Sir R. A. Fisher, who successfully used it for classifying flowers in his 1936 paper The use of multiple measurements in taxonomic problems [8]. But why do we need another dimensionality reduction method, if the Principal Component Analysis (PCA) did such a good job? The PCA finds a linear combination of features that maximizes the total variance in data. While this is clearly a powerful way to represuccsent data, it doesn’t consider any classes and so a lot of discriminative information may be lost when throwing components away. Imagine a situation where the variance is generated by an external source, let it be the light. The components identified by a PCA do not necessarily contain any discriminative information at all, so the projected samples are smeared together and a classification becomes impossible. In order to find the combination of features that separates best between classes the Linear Discriminant Analysis maximizes the ratio of between-classes to within-classes scatter. The idea is simple: same classes should cluster tightly together, while different classes are as far away as possible from each other. This was also recognized by Belhumeur, Hespanha and Kriegman and so they applied a Discriminant Analysis to Fingerprint recognition. 

1.8.4.1 FISHERFINGERPRINTS ALGORITHM
The Principal Component Analysis (PCA), which is the center of the EigenFingerprints technique, finds a direct blend of highlights that expands the all-out difference in information. While this is plainly an incredible method to speak to information, it doesn't think about any classes thus a great deal of discriminative data might be lost when discarding segments. The FisherFingerprints strategy learns a class-explicit change grid, so the they don't catch brightening as clearly as the EigenFingerprints technique. The Discriminant Analysis rather finds the facial highlights to separate between the people. It's critical to make reference to, that the exhibition of the FisherFingerprints intensely relies upon the info information too. For all intents and purposes stated: on the off chance that you become familiar with the FisherFingerprints for wellenlightened pictures just and you attempt to perceive Fingerprints in terrible lit up scenes, at that point technique is probably going to locate an inappropriate part (in light of the fact that those highlights may not be overwhelming on awful lit up pictures). This is to some degree consistent, since the technique got no opportunity to get familiar with the brightening.
Let X be a random vector with samples drawn from c classes: X = {X1, X2, . . . , Xc} (8) Xi = {x1, x2, . . . , xn} (9) The scatter matrices SB and SW are calculated as:
[image: image18.png]



Although SW and SB are symmetric matrices, the product of two symmetric matrices is not necessarily symmetric. so you have to use an eigenvalue solver for general matrices. OpenCV’s cv::eigen only works for symmetric matrices in its current version; since eigenvalues and singular values aren’t equivalent for non-symmetric matrices you can’t use a Singular Value Decomposition (SVD) either. 

1.8.4.2 FisherFingerprints in Python 

Translating the Linear Discriminant Analysis to Python is almost trivial again, see Listing 16. For projecting and reconstructing from the basis you can use the functions.
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src/py/tinyFingerprintrec/subspace.py
The functions to perform a PCA  and LDA are now defined, so we can go ahead and implement the FisherFingerprints.
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	The implementation details are not repeated in this section. For the FisherFingerprints method a similar model to the EigenFingerprintsModel. Using Real Time Computer Algorithms in Automatic Attendance Management Systems
	V. Shehu and A. Dika, 
	We propose using real time Fingerprint detection algorithms integrated on an existing Learning Management System (LMS), which automatically detects and registers students attending on a lecture. The system represents a supplemental tool for instructors, combining algorithms used in machine learning with adaptive methods used to track facial changes during a longer period of time. This new system aims to be less time consuming than traditional methods, at the same time being nonintrusive and not interfere with the regular teaching process.

	Human Fingerprint detection in complex background
	G. Yang and T. S. Huang,  
	t is the first important step in a fully automatic human Fingerprint recognition system. In this paper a new method to locate human Fingerprints in a complex background is proposed. This system utilizes a hierarchical knowledge-based method and consists of three levels. The higher two levels are based on mosaic images at different resolutions. In the lower level, an improved edge detection method is proposed. 


























