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ABSTRACT
Cloud computing offers on-demand availability of computing resources over the Internet. To attract users, cloud providers offer their resources as services at reasonable prices and provide various price models to reflect higher level of quality of service (QoS), which are referred as pricing schemes. k-times anonymous authentication (k-TAA) is an attractive approach to construct pricing schemes, providing access controllability, user anonymity and public traceability. In k-TAA schemes, authenticated users are permitted to anonymously access services from a provider at most k times, while the ones whose the number of access times exceeds k can be publicly traded. That is, k-TAA schemes offer a prepaid plan that charges users based on the amount of access times. Alternatively, pay-as-you-go (PAYG) is a pricing strategy that allows users to be charged based on the amount of usage, reducing the costs on unnecessary resources. Adopting k-TAA schemes to PAYG model, th access bound k is decided by the prepayment amount and the service usage is tracked by the number of access times. However, this approach is impractical, since existing k-TAA schemes only allow an one-time access in an authentication. This work aims to bridge this gap in the literature by designing an efficient and secure authentication system for PAYG cloud computing, supporting flexible access controllability, user anonymity and public traceability. To achieve this, we propose new k-TAA primitive, called k-times anonymous pay-as-you-go authentication (k-TAA-PAYG), that allows users to access services for multiple times in an authentication as long as the number of their access times does not exceed k. We first formalize the definition and security model for k-TAA-PAYG scheme. Subsequently, we present a concrete construction of k-TAA-PAYG scheme, with the computational complexity as O(1) and the constant communicational cost. Finally, comparing with the most efficient k-TAA scheme proposed by Emura et al., the experimental results show that our k-TAA-PAYG scheme is 2.5 to 3 times faster and saves up to 66% storage in grant processes. The time cost of an authentication of our k-TAA-PAYG scheme is constant (1.4-2.4 ms), while Emura et al.’s scheme needs more than one second when the number of access time is greater than 1,000.




















CHAPTER-1
INTRODUCTION

A pay-as-you-go (PAYG) model is an innovative paradigm was designed by cloud computing providers to apply for application, platforms, services and computing resources to users. [1]. various Quality of Service (QoS) aspects, like performance, availability, and reliability are used to measure performance of different services provided by cloud computing platform These performance metrics are explained in a Service Level Agreement (SLA) negotiated between users and cloud providers. Cloud services are classified as service as Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). SaaSis a service of software deployment where a service is hosted as a service delivered to users across the Internet. SaaS is used to mention to business software rather than user software, which belongs to Web 2.0. without needing to install and execute a service on a user‘s computer it is considered as a way for businesses to get the same profits as commercial software with smaller cost outlay The  cloud  computing  provider  suffers  from a  lotof  stripes  results  from  growing  pressure  from deliver services where platform as a services  is a form of cloud computing that enables potential to  assistant  developer’s  designs,  write,  and  test  web  applications  services  that  presented  to customers.a  lot  of  venders  such as  Salesforce.com(Force.com),  Microsoft  (Azure,  starting  next month),  and  startups  such  as  Wave  Maker  are  contributed  in  arising  up  online  development environment.One development language or methodology has been used by these platforms which is good thing for the enterprise.A  high  level  of  availability  and  reliability  of  the  application  and  services  have  been available where the cloud computing environment is characterized by a high volatility. the ability of system to perform as possible when the services are requested where it is not failed or repaired action it is called  availability.Cloud  computing  reliability  is  defined as  theframework  of  security  or  the framework  of  resource  and  service  failures. the  ability  of  components  and  parts  of  system  to  do the required jobs for section of time with a certain level of confidence it is defined as reliability.The  relation  between  the  reliability  and  availability  controls  with  the  third  compound  called maintainability. Performinga   successful   repair   action   within   a   certain   time   it   is   named maintainability.Reliability,  Availability,  and  Maintainability  (RAM)  encompass  the  essential features  of  SLA.  RAM  are  correlated  in  such  as  a  way  that  it  is  necessary  to  have  both  high reliability and good maintainability in order to achieve high availability [2]. The relation between reliability and availability isa positive relationship at constant maintainability. One of the most important features of the cloud is high availability service to the customer. Cloud computing focuses on that user can get information anywhere anytime. Availability does not only refer  the  software  and  data  but also  it  provides  hardware as  demand  from  authorized  users. The availability of cloud computing services is targeted by cloud resource based attack such as Denial of  Service  (DoS)  or  Distributed  Denial  of  Service  (DDoS)  attack  [3,4]. The  DDoS  attack  is looked  one  of  the greatestserious  attacks  in  the  cloud environment.DDoS  is knownas  a  cyber-attack  where  the attacker  triesto make  a  machine  resource  unavailable  to  its  intended  users  by momentarilyor foreverdisrupting services of a host connected to the internet.DDoS defines as a group  of  machines  that  are  targeted  at  a  particular  service. DDoS  attacks goalto consumea system's  resources  such  that  it  compromises  its capabilityto offerthe  intended  service  and  thus rendering it unreachable[5].Many  DDoS  attacks cases  gaineda  lot  of  attention  in  the  research  community. Such  as,  lizard Squad  attacked  cloud-based  gaming  services  of  Microsoft  and  Sony  which removeddown  the services  on  Christmas  day  in  2015. A  massive  DDoS  attack  was  targeted The  cloud  service provider Rack  spaceon  its  services. AmazonEC2 cloud  servers  faced  a  massive  DDoS  attack. The  DDoS  attack  caused  heavy  downtime,  business  losses  and  many  long-term  and  short-term effects  on  the  business processes  of  victims  [6].  The  economic  losses  per  hour  at  peak  times  is 470%  more  than  the  former  year.  In  March  2015,  Greatfire.org  was  targeted  by  a  heavy  DDoS attack by costing it an enormous bill arrive at 30000$ daily on Amazon EC2 cloud [7]. In [8],the authors reportedthat up  to  444000  USD  as  totallyis  the  average  financial  damage  by  a  DDoS attack. The categories  of DDoS is classified as bandwidth based and resource-based attacks. The bandwidth  attack  devours  the  bandwidth  of  the  victim  or target system  by overflowing  with the undesirabletraffic  to stop legitimate traffic  from  arrivingthe  victim  network. The  bandwidth  is divided  intoflooding  attack  and  amplification  attack.  On  another  side,  the  resource  depletion targets to exhaust the victim system's resources. The main two branches of the resource depletion attack are protocol exploit attack and malformed packet attack [9].

The DDoS attacker harnesses the most important advantages of cloud computing like pay-as-you-go model, auto-scaling, and multi-tenancy to get its goal. Forpay-as-you-go model, the cloud instances are rented on an hourly basis and thus the minimum renting period is an hour.A virtual machine (VM) owner may need to update its own resources on-the-fly as and when required. In addition, cloud computing offers better hardware utilization, a consumer does not want provisions like power, space, cooling, and maintenance. Pricing oraccounting plays a vital role in DDoS attacks in the cloud. Attackers need only to pay the cost of hours that VMs are active [6]. Multiple providers support the auto scaling concept [6, 10]. For auto-scaling, this property permits allocation of additionalCPUs, memory, storage, and network bandwidth to a VM when the resources are required or removed from a VM when a VM does not need these resources. In addition, it can also transfer from the host to another host. The advantage of multi-tenancy gives the benefit that is an architecture in which a single instance of a software application serves multiple customers. A DDoS attacker uses this advantage specifically such that if attacker success to attack single VM which serves a lot of applications, a lot of applications will be out of order [6].

The  DDoS  attacksof  effectsarecategorizedinto  two  sets;  direct  and  indirect  effect  [6,  11,  12, 13]. The  direct  attack  effect  such  as service  downtime,  auto-scaling  driven  resource/economic losses, business  and  revenue  losses,  economic  losses  due  to  the  downtime, and  the  service's downtime which isbasedon the victim service. whileindirect attack effect on the cloud such as energy  consumption  costs,  reputation  and  brand  image  losses, attack  mitigation  costs,  collateral damage  to  the  cloud  components  and  the  effects  due  to  recent  smoke-screening  attacks. The economic losses  have multiple phases  in direct and indirect DDoS effect. as Economic Denial of Sustainability  (EDoS)  attack  is  the  economic  losses  dependon  DDoSattack  which  is  known  or Fraudulent  Resource  Consumption  (FRC)  attack.The  DDoS attack  takes  the  shape  of  an  EDoS attack when the victim service is hosted in the cloud [6, 11].

The defense System for DDoS attacks in the cloud is categorized into two main modes: proactive defense mode and reactive defense mode. The proactive defense mode includes DDoS attack prevention. The reactive defense mode includes attack detection and attack mitigation and recovery [6, 9]. At the proactive defense mode, the DDoS attack prevention methods are based on one or more functions like; challenge response, hiddenservers or ports, restrictive access, and resource limit.




For the reactive defense mode, The DDoS attack detection method works in a situation that the attack has been done. The DDoS attack detection method starts to run according to signals that are sent from the cloud management system. The received signals announce that the attack starts. Also, cloud performance will degrade. The DDoS attack detection is constructed based on one or more functions like; anomaly detection, sources and spoof trace, count-based filtering, becloud detection, resource usage. Anomaly detection defines as the process of recognizing unanticipated patterns or events in datasets, which are varied from normal patterns or events. Anomaly detection is classified into three groups. They are; supervised, semi-supervised, and unsupervised anomaly detection. Supervised anomaly detection is similar to supervised methods. So, the labeled train and test data are required. On another hand, the unsupervised anomaly detection is suffered from highly sensitive to outliners.

For the attack mitigation and recovery, the proposed methods support an infected server to remain serving  requests  in  the  presence  of  an  attack. The  published  methods  are  based  on  one  or  more functions  like;  victim  migration,  OS  resources  management,  Software  Defined  Networking (SDN), DDoS mitigation as a Service. In Cloud computing, it is very vulnerable to a DDoS attack due  to  the  structural  features  of  the  Cloud  system. When logical  resources have beenbeing delivered virtualization  layer on  physical resources, a set  of  virtual  machines  can  be  affect  by DDoS  attacks  on  one  physical  resource  which virtual  machine used  there source on  physical resources between them. DDoS attack consumes  the system resources, and users can not able to receive  reliable  services.As  a  result  of  DDoS  attacks  due  to  SLA  violation.  At  the  same  time, DDoS  attack  depletes  the  system  resources  which  causes  a  high  consuming  for  CPU/memory resources.   CPU/   memory   resources   are   two   of   the   highest   compounds   causing   energy consumption.  So,  the  DDoS  attacks  have  an  indirect  effect  on  energy  consumption  by  raising CPU/memory utilization resources that become them busy all the time.


Workload Prediction in Cloud Computing
In this section, the proposed workload size prediction approaches will discuss. To develop a more accurate prediction approach, data mining and machine learning techniques including regression, decision trees, neural networks (NNs), fuzzy logic, genetic algorithm (GA), support vector machine (SVM) that apply to predict workload submitted in cloud computing. A new service cloud architecture is presented and linear regression model was applied to predict the workload sizetracein [14].The workload prediction aimed to forecast the size of services requested at the next time interval. The authors used a linear regression model (LRM) to solve this problem and compared with other models like autoregressive moving average method filter (ARMA), mean workload prediction, and max workload prediction. The LRM outperforms other methods. The Workloads are used in this paper consists of video service for 6 hours every time interval in a service cloud. A set of published papers on workload prediction, the different methods of regression like linear regression and Auto Regression (LR) Integrated Movie Average (ARIMA) are mostly used to predict the size of request workload in the cloud computing. The main shortage of LR that it does not suitable for the cloud computing environment. The cloud computing environment has a high change in the size of the request workload. In addition, another disadvantage of the linear regression, the ARIMA model selection process basedongreatly on the competence and knowledge of the scientists to yield targeted results [15].A Cloud Resource Prediction and Provisioning scheme (RPPS) is proposed in [16]. The RPPS proposed for automatically estimate the future request and achieve proactive resource provisioning for cloud applications. RPPS is based on an autoregressive integrated moving average model (ARIMA) to forecast the workloads in thenearfuture, combines both coarse-grained and fine-grained resource scaling under various situations, and adopts a VM-complementary migration approach. RPPS can resolve a predictive resource provisioning challenge when enterprises confront request variations in the cloud data center. The model of RPPS assessed with traces collected by the authors using typical CPU intensive applications and as well as workloads from a real data center. Anew prediction approach is suggestedin [17]. The suggestedprediction approach classifies the workload and assigns diverseprediction models according to the workload features. The key idea is that the authors convert workload classification into a 0–1 programming problem, and formulate an optimization problem to maximize the prediction precision, and then present an optimization algorithm. The proposed approach tested with real traces of typical online services to evaluate prediction method accuracy. In [18], the authors extended the research of [17]. The authors discussed the classified prediction approach in the perspective of the IaaS layer. The authors analyzed the problems in a large-scale heterogeneity cloud environment and assessthe classified prediction method with Google cluster real trace data. An adaptive categorical prediction scheme is proposed according to factors in the IaaS layer. The suggested approach categorizes the workloads into different sets corresponding to  International Journal of Computer Networks & Communications (IJCNC) Vol.11, No.6, November 20196different prediction methods as in [17]. In addition, in order to modifythe prediction scheme timely, feedback from the workload monitoring was applied. With establishingan integer programming model, an idealmethod has been adopted to classify workloads. Three models to predict the workload based on analyzing monitoring data are proposed in [19]. The first prediction model uses a time series approach to analyze monitoring data. The authors compared a set of time series approaches. The time series approaches include Movie Average (MA), Auto Regression (AR), ARIMA, Difference Model (DM) and median model (MM). The time series approach can analyze and predict the CPU utilization using the history data, but sometimes it lost the real data and has low prediction accuracy. A Kalan filter model is proposed as the second prediction model to forecast the cloud workload. Kaman filter model can estimate the true data based on the observed data. The Kalman filter model works in a two-step process, including the prediction step and update step. The pattern matching model is the third prediction model. The pattern matching works by matching the sequence with some history patterns. The third model is based on the string matching algorithm and Euclidean distance. This model includes two steps, preprocessing and match. All prediction models have been evaluated by the Mean of Absolute Percentage Error (MAPE). The results showed that the Kalman filter has the least MAP compared with all prediction models. In [20], the realization of a cloud workload prediction module for SaaS providers is presented. The proposed prediction model is based on the autoregressive integrated moving average (ARIMA) model. The accuracy of future workload prediction evaluated using real traces of requests to web servers. In addition, the effect of the achieved accuracy in terms of efficiency in resource utilization and quality of services QoSassessed. A Bayesian model is proposed in [21] to predict virtual resource requirement of applications in short and long-term. The factors considered for prediction in the model are a day, weekday or weekend, time-interval of application access, workload, benchmarks, and availability of virtual machines, etc. Dependencies between related parameters were identified. The assessment of the model is carried out using the cross-validation method on the basis of training, validation and test datasets. The datasets are reflected CPU intensive transactional requests. The Sami am Bayesian network simulator is used to build the model. The presented model verifiedcrossworkload traces of Amazon EC2 and Google CE data centers in real time scenarios. The main limitation of previous approaches focuses on static, and data size. A lot of papers ignores the dynamism environment of cloud computing. The data size used in the previous approaches is less than the real data size of cloud computing. In addition, the accuracy of the proposed approaches still low.

What is Cloud Computing?
At its simplest, cloud computing is the dynamic delivery of information technology resources and capabilities as a service over the Internet. Cloud computing is a style of computing in which dynamically scalable and often virtualized resources are provided as a service over the Internet. It generally incorporates infrastructure as a service (IaaS), platform as a service (PaaS),and software as a service (SaaS). According to Gartner Group1, the attributes of cloud computing are:
· Service-based
· Scalable and elastic
· Shared
· Metered by use
· Use of Internet technologies
The most frequently cited benefits of cloud computing are:
· It is agile, with ease and speed of deployment
· Its cost is use-based, and will likely be reduced
· In-house IT costs are reduced 
· Capital investment is reduced
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Cloud classification


As  applications  migrate  to  the  Internet  “cloud,”  as  Internet  access becomes ubiquitous, and as low-cost, ultra-lightweight devices (such as the new Apple iPod tablet) and inexpensive, handheld devices built on Google’s Chrome  Operating  System  or  on  Google’s  Android  all  provide  access  to what is increasingly the ubiquitous Internet, the number and types of tasks taking  advantage  of  the  new  technology  will  increase  by  several  orders  of magnitude,  going  far  beyond  the  comparatively  modest  list  of  things  that we use computers and the Internet for today.
Cloud Computing Types
 Private Cloud
Private cloud is cloud infrastructure operated solely for a single organization, whether managed internally or by a third-party, and hosted either internally or externally. Undertaking a private cloud project requires a significant level and degree of engagement to virtualized the business environment, and requires the organization to reevaluate decisions about existing resources. When done right, it can improve business, but every step in the project raises security issues that must be addressed to prevent serious vulnerabilities. Self-run data centersare generally capital intensive. 
Public Cloud
A cloud is called a "public cloud" when the services are rendered over a network that is open for public use. Public cloud services may be free.Technically there may be little or no  difference  between  public  and  private  cloud architecture, security  consideration  may  be substantially different for services that are made available by a service provider for a public audience and when communication is effected over a non-trusted network.
Hybrid Cloud
Hybrid cloud is a composition of two or more clouds that remain distinct entities but are bound together, offering the benefits of multiple deployment models. Hybrid cloud can also mean the ability to connect collocation, managed and/or dedicated services with cloud resources. A hybrid cloud service crosses isolation and provider boundaries so that it can't be simply put in one category of private, public, or community cloud service. It allows one to extend either the capacity or the capability of a cloud service, by aggregation, integration or customization with another cloud service.

Smart Parking System Architecture

An IoT-based parking system can be structured in multiple hierarchical levels, each of which serves a specific purpose. Typically, such a system senses the environment and/or actuates at the lowest level of the hierarchy. Shown in Figure 2, the sensor node is usually directly connected to the Cloud for data transfer, or, is connected to a nearby local gateway or server which enables data pass-through
to the Internet and finally to applications located at the Cloud. A fast communication from the nodes to all the way up to the Cloud can result in a near real-time application experience. This is observed in recent years [23] and it works well for single node setup. However, as the number of nodes increases and ubiquitous sensor data becomes essential for IoT-based parking systems, the performance of this approach starts to deteriorate. Correspondingly, the reliability of the system can diminish and cost of maintenance may increase, especially in application scenarios in which real-time monitoring and
Control is of utmost importance.
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To ensure real-time parking space monitoring and control, the existing and most commonly used Sensor-node-to-Cloud hierarchical approach needs to be improved by integrating high Computation-capable computers or gateways working at the edge layer in the existing system. This would improve the overall performance and manageability, while effectively reducing operational latency and cost. In addition, by using LoRa communication technology where data is not required to transfer frequently and in high volumes, the cost of network coverage and infrastructure can be significantly lowered. Figure 3 illustrates our proposed system architecture that can be used to implement the typical parking scenario depicted in Figure 1. Our proposed system consists of four layers: a sensor node layer (SN), an edge gateway layer (EG), a LoRa gateway layer (LG) and a cloud layer (C). These layers and their corresponding functionalities are described as follows.
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CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

To attract more users, cloud providers offer their computing resource as services at reasonable prices and provide various price models to reflect higher level of quality of service (QoS), which are referred as pricing schemes. But in existing system there  is no proper storage based cost estimated .
 
2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

The  direct  attack  effect  such  as service  downtime,  auto-scaling  driven  resource/economic losses, business  and  revenue  losses,  economic  losses  due  to  the  downtime, and  the  service's downtime








2.2. PROPOSED SYSTEM
Public cloud resources approach and apply the PAYG model differently. For example, a user provisioning a dedicated cloud server is generally billed according to server power and usage and on a recurring basis. Software as a Service (SaaS) works similarly, where a user leases software and customized features. Storage as a Service (SaaS) billing rotates on a frequent basis because storage requirements increase are usually subject to gradually increased pricing. Pay as you go is a cost model for cloud services that encompasses both subscription-based and consumption-based models and memory usage and expiry date, in contrast to traditional IT cost model that requires cost based cloud usage in server.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
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