

PIR SENSOR BASED DOOR OPEN WITH CAMERA AND TELEGRAM
                                                    ABSTRACT

In modern world, the IoT is at its peak. The world is becoming smarter, the home automation is emerging. Smart Door control system is a latest technology in home automation. The main purpose of smart Door technology is to provide a complete security to the door, ease and comfort for users. The aim of this paper is to enlarge the door automation technique using Raspberry pi and android phone. Raspberry pi controls PIR sensor, camera module, bell button, which is used in detecting the motion of a arrival of a person, capturing an image of a person as soon as the bell is being pressed and sends the still image to the android device through telegram app and alerts the owner about the person standing at the door. The entire systems programming has been established in python 3.5 domains for raspberry pi operations.
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CHAPTER 1
1.1  INTRODUCTION

Today security and safety is becoming gradually widespread bit by bit due to its several benefits, and with such advancement happening, the security of one’s home must also not be left behind. This paper presents a basic application of raspberry Pi in the field of home automation and Internet of Things, in which the control signal of the respective GPIO pin of the Raspberry Pi is controlled by the content of the message received by the application client running on the Raspberry Pi. The application used here is a cloud based multi-platform messaging application - ‘ ‘Telegram’. Nowadays robbery is on rise. So, there is an endeavour to build a safety system which will brilliantly manage this issue keeping user away from terror about home security in all cases. The system measured to be best only if it offers shield and monitoring that guard in contradiction of many threats, protecting home in contradiction of the element as well as break-in and home attacks. Whenever the user is slept at night or away from his home for some purpose, it chances sometimes that he is left unconnected with people who visit his place. These visitors may be known or unknown to user. For this the planned system consists of PIR motion sensor, PI camera. The PIR sensor which detects the presence of human appearance which will sends a signal to raspberry pi, and raspberry pi do four important operations theyare:

· pi camera captures animage. 

· turns on all the lights existing inhome. 

· turns on the buzzer switch, buzzer is for neighbour’s attention. 

· Raspberry pi sends the captured image to user through telegram application. 

Also, it is likely to control all the home appliances by using same system which will conversed in next section of this paper. Everyone can control the home appliances remotely in this system using simply cloud based messaging application telegram, also it gives facility to user which is all family members are able to switch the home appliances using single raspberry pi kit.
In today’s era every “thing” has its unique identity that is what IoT (Internet of Things) is. It enables the connectivity with physical devices and allows user to transfer the data across the world through the networks. The technology is playing a vital role in day-to-days life. Likewise the security. The main objective of this project is to build a system that will control the door using a smart phone. This system includes various components like a Raspberry Pi model B3 (Inbuilt-Wi-Fi), PIR Sensor, Bell, Camera Module and a Telegram App for getting the notification on an Android Device. The Purpose of this system is that whenever the person arrives in front of the door , the person’s motion is been detected by a PIR sensor and as soon as he/she presses the bell button, the camera captures the image and the still image is sent on a telegram app of an android device. The components are connected via raspberry pi which has an internet connection through Wi-Fi. The user can unlock the door with the help of a mobile phone as soon as he/she gets notification. The user will unlock the door if the person is known and will give authentication to enter the house. Now a day’s security plays a foremost role as per as hightech things are taken into the consideration “more the technology, higher the security”. This paper procures the security to the raspberry pi, to secure it from getting hacked. SSH keys (asymmetric cryptography) network security is being used in this project. User can also use a FAIL2BAN method to secure your raspberry pi.
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The Motion is detected using PIR sensor, and when bell is pressed still image is captured and sent to a user on an android app ,user gets notified , and if the person is known then the door is unlocked by the owner.
Telegram protocol: Telegram is the One of the Solutions for Remote Access and Support over the Internet. It is the social media application used widely for messaging. It connects to any PC or server around the world within a few seconds. The users can remote control his partner’s PC as if he is sitting in front of it. Telegram communication combines various applications in one cost-effective solution: 

Remote Support: With Team Viewer you can remotely control any computer as if you were sitting right in front of it – even through firewalls. All your partner has to do is start a small application, which does not even require installation or administrative rights. 

Meetings / Presentations: 

Teamwork, presentations and sales talks – a picture says more than a thousand words. Team Viewer enables you to share your desktop with other people over the internet, even though firewalls – the ideal solution for online collaboration. 

Remote Access / Remote Office/ Remote Home: 

Access all your computers and servers remotely around the clock. Need access to your computers on the road? Need access to your customer’s unattended servers? No problem – with Team Viewer all host installations are free.

1.2 Problem statement: 

Home automation and security systems face four main challenges these are excessive cost of owner ship, inflexibility, poor manageability, and difficulty in achieving home security. The main ideas of this exploration is to design and contrivance a home automation system using IoT and that is capable of controlling most of the house appliances through an easy manageable telegram app interface with raspberrypi.
1.3 Home electronics unit (HEU) 

HEU is an efficient, low power consumption and low cost embedded processor control system for Smart home security and allows user to remote accessing and controlling. HEU consists of ARM processor used Raspberry pi set up with Linux based Raspbian Operating System on installed SD card. PIR motion sensor and JPEG based Camera module interfaced with ARM processor used Raspberry pi to detect visitor’s motion at Door and capture image respectively. Captured images with time and date are saved on SD card. ARM processor used Raspberry pi configured for enabled SSH and camera. HEU also consists of Electrical Relay Driver module for control of Electromagnetic Door lock and Loud Speaker system for enabled Voice alert. 
1.4 Home security issues 

The survey shows that there are many problems faced due to the lack of a home security system. Some of the major problems are: 

Chances of burglaries: The main problem due to lack of security system is burglary. "According to research, there are 4 burglaries per minute, 240 an hour and 6000 a day". These cases are most seen in the places where there is no home security system. 

Lack of monitoring: In homes, there will be elder people, small children, and pets, they need to be monitored regularly. There are so many accidents in our country that took place, Due to lack of monitoring. For example, many little children are dying due to falling into manholes. 

Lack of medical assistance: Many house owners, especially when they are elder may have difficulties with their health conditions and need to be monitored. If there is any home security system in the home, then it will alert the user’s relatives or can be able to call for a medical assistance.
1.5 Telegram 

The Telegram is originally a smartphone messenger application that has as purpose to send and receive text and multimedia messages to and from person users. There are many messenger applications, but what sets it apart is the security feature through data encryption and the ability to create Telegram Bots with several functions via programming code using the Telegram Bot API (Olieveira et al., 2016). Furthermore, according to Chandar et al., (2016) unlike from other instant messaging, Telegram focused on speed and security. This gives an impressive impact for user in term of security. Bots are Telegram accounts operated by programs that respond to messages or mentions and can be integrated in other programs. They mimic the behaviour of a human being in specific applications, like a help desk (Zennaro et al., 2016).
1.5.1 Telegram application unit (TAU) 

TAU is a software tool designed on Users Android OS supported mobile phone. Provide GUI (Graphical User Interface) to send predefined Linux Terminal Commands via SSH to HEU. SSH is a secure protocol and the most commonly used to administrate and communicate with Linux servers. TAU is designed on android platform using Java Script on JDK (Java Development Kit) and Eclipse IDE. An efficient and accurate embedded processor control system based on motion detection is very important for wide range of commercial and security application. Many countries are gradually adopting smart home security control system. The most important part of any home security system is accurately identifying visitor who enter and leave through the door. Only few researchers have designed the face recognition based motion detection techniques in an embedded system for real time applications, such as a door access control system. Most of the system was implementing a principle component analysis (PCA) algorithm for motion detection on hardware platform for its simplicity and dimensionality reduction.
1.5.2 Smart Locking 

The system is built in such a way that it allows the members of the house to control the locking system not with the key but via their mobiles. Besides being a smart home security system, it provides smart locking so as to ensure complete security. The proposed system uses an electromagnetic lock, invisible from the outside. The members can control the lock from a remote location. They can command the system to lock or unlock the door using their mobile phones. In case the Wi-Fi fails, the user can also unlock and lock via Bluetooth.
1.6 Home Automation, Safety, and Security 

There are many approaches available for home automation, safety, and security to enhance the lifestyle of human beings. The automation part controls home appliances, such as lights, fans, and ACs. Several researchers deployed a microcontroller-based home automation system in which a microcontroller is used as a server, and an Android application is used to access the system through the Internet. Usually, the Arduino board is used as a server, which is a low-cost microcontroller, and is a part of the computer, and can run only one program at a time. This approach is further extended by integrating temperature and current (voltage and ampere) sensors with a home automation system. A wireless home automation system built on Arduino is presented. It provides two modes. A manually operated mode to control home appliances through a smartphone and a self-automated mode to automatically control home appliances through connected sensors. The hardware implementation with Matlab-GUI made the system expensive (need a PC) and required more power to run the system. A system to control and monitor home appliances, using the WLAN network based on the Arduino is presented, but HTML5 supportable devices can only access this system. It also requires a PC server to run the system making it less cost-effective. A hybrid home automation system is developed in which X10 wired, and ZigBee wireless technology is used.

The approach followed smart task scheduling with a heuristic for the RCPSP (resourceconstrained scheduling problem). The author in developed a home automation system to control and monitor home appliances through the home getaway, which is based on ZigBee, Android application, and Arduino. Some researchers have proposed Bluetooth enabled home automation system. For instance, in the authors developed a home automation system that includes a primary controller and Bluetooth sub-controller connected to a single home device. Another Bluetooth-based home automation system which uses cell phone was presented, in which home appliances are connected to the Arduino board. The cell phone and Arduino are connected through Bluetooth technology. A security filter has been used in this approach to secure the system from unauthorized access. The main disadvantage of a Bluetooth-based home automation system is that it can only be accessed in an indoor environment or within the Bluetooth range. A voice control home automation system has been presented in, which comprises two main parts, i.e., voice recognition system, and wireless system. The Android application was used for voice recognition and Bluetooth technology for connecting different modules wirelessly. In this system, the authors used three different technologies such as Bluetooth, Wi-Fi, and ZigBee. Using multiple communication devices requiring separate protocols for communicating with each component makes the system unfeasible and increases the implementation cost. Another voice-based automation system has been developed in, but the Open Platform Communications server makes the system costly. A Zigbee-based home automation system is proposed in, including home network devices and home network gateway to operate home appliances. Besides home automation, the safety and security is another key feature of a smart home, where several researchers proved their contribution. A home automation and home security system based on ZigBee is presented in, providing multi-home communication capability. However, the user controls home appliances by sending a command through SMS to the main controller. A home safety and security system is proposed, in which an elderly fall and flame and gas detection mechanisms are used to protect the elderly population from any kind of hazard. The security aspect for smart homes based on the passive infrared sensor (PIR) and Arduino is proposed. In this research work, the authors used a PIR with Arduino for motion detection, and camera sensors are used with PIR for intruder detection. When the PIR sensor detects a motion, the camera sensors will be activated to capture an image. Furthermore, they used a histogram of gradient (HoG) to extract prominent features from the captured image, and these features are fed to the support vector machine (SVM) for intruder detection. If the intruder is detected, the system turns on the alarm to warn the homeowner about the activity. The experimental results demonstrated that it only takes two seconds for detecting motion, and their approach reached an accuracy of 89% for intruder detection. The system had a high misclassification rate and often triggered an alarm for normal activity. There is still room to improve the accuracy in this case by using modern mechanisms. In, the authors incorporate fog computing technology to analyze foot size, pressure, and movement in real time for person identification. A predictive learning-based Adaptive Neuro-Fuzzy Inference System (ANFIS) is used for intruder detection. Furthermore, in this approach, they raised an alarm in the case of any emergency in real-time situations. Their work is validated in a smart home environment database selected from an online repository called the UCI, which comprises 49,695 records. It consists of Identity-based parameters, foot size, pressure, namely weight, and movement. Superior performance is achieved by their proposed work as compared to other SoTA prediction models. Jan et al., proposed a technique for detecting a person falling on the floor, flames, and leakage of any harmful gas detection. This system is aimed for elderly persons and uses an RPI-based prototype that can be easily mounted to the elder people as a safety device. In the case of any emergency, the system is responsible for sending an alarm message to their relatives along with their global position system (GPS) location.

1.6.1 Home Energy Consumption 

Besides automation, safety, and security, another important aspect of the smart home is the reduction of energy costs. For residential usage, energy consumption is increasing day by day. For this purpose, a different module of a smart home has been implemented, such as controlling home lights automatically considering natural light. Numerous research works proposed that daylight can be substituted for limiting electricity consumption in commercial buildings automatically via light sensors. Therefore, there are many approaches available to decrease residential energy usage. Smart home technologies include ICT, sensors, and network capability to automatically switch home appliances through a smartphone application, touch screen, or voice. Smart meters and instruments provide better prospects for the user to efficiently manage and control their home electricity. Han et al., in presented a ZigBee-based energy management technique that measures the usage of energy by home appliances (electrical, electronic devices). They also used a power line communication (PLC)-based approach for the measurement of energy generation. For smart homes, Anvari et al. developed a multi-objective mixed integer nonlinear programming model for optimal energy use. The result showed that the algorithm not only reduced utility bills and domestic energy usage but also provided optimal task scheduling and a thermal comfort zone for the residents. In, the researchers provided an efficient mechanism to control the energy consumption of two different climate regimes such as Algiers and Stuttgart, cities in Algeria and Germany. The solution was aimed at a single-family house, but it was not cost-effective due to the implementation cost. 

1.6.2 IoT Platforms for Smart Home 

The network is an important part of smart objects connectivity. Smart objects include controllers, sensors, actuators, and different processors, which are used to control, monitor, and communicate with each other in the network. Smart home takes advantage of cloud computing, but there are significant deficiencies in cloud computing including latency and response time. For this purpose, Li et al. proposed a technique into overcome cloud computing limitations. They studied the problem of data latency and response time of the smart object (used in smart homes and smart cities) in cloud computing and decided to switch from cloud to fog computing, which enabled the real-time interaction of the smart object, overcoming latency and data volume and speed issues. Scalability is another issue in cloud computing as discussed by Faruque et al. Fog computing provides a better energy management strategy. Adaptability, Scalability, and open-source hardware/software included in the fog computing paradigm facilitate the user to reduce the implementation cost, time, and energy consumption with customized control-as-service. Perera et al.  studied resource wastage issues in cloud computing and network storage. However, a new fog computing paradigm that has limited computational capabilities at the edge cannot address this challenge alone. To address this challenge, both paradigms need to collectively build supportable IoT infrastructure for smart cities. Fog computing faces new privacy and security issues. In the perspective of fog computing, Yi et al. discussed several security issues including data storage security, computation security, and security of the network, and highlighted some other issues regarding data privacy, user privacy, and privacy of the location. Most fog computing applications in IoT only collect data from homogeneous IoT devices but cannot collect data from hybrid IoT devices into one real IoT application. Lu et al. introduced a lightweight privacy-preserving aggregation scheme of data for fog computing to enhance the usage of fog computing in IoT applications. The lightweight privacy-preserving data aggregation (LPDA) employs different privacy techniques, Chinese remainder theorem, homomorphic Paillier encryption, and one-way hash chain technique. Amadeo et al.  conducted a study where they highlighted the benefits of fog computing over cloud computing. They rely on Information-Centric Networking to control and monitor the smart home environment and presented a reference architecture as proof of concept. Edge computing has recently gained a lot of attention in which the data are processed over the edge overcoming dependency, latency, security, and data privacy issues. It is an ideal paradigm for designing efficient home solutions comprising various IoT devices. Our proposed system takes advantage of this paradigm. It has shown to significantly improve the response time and the latency issues operating multiple home appliances. the solution’s type of hardware deployed, sensors, and communication protocol used in various research studies. The specifications are also tabulated in Table A1 for an easy comprehension. Our proposed solution differs from the existing works in four different aspects: First, our solution uses RPI (system-on-chip device) as a central controller that can provide remotely controlling, sensors-based automation, security, safety and reduce energy consumption at a single platform. Second, all the sensors are directly connected to the RPI with both wired and wireless mediums, and Wi-Fi is also used for Internet connectivity to control the entire system from all over the globe. Third, to reduce cloud computing dependency, we applied a 2 TB storage device named My-Personal cloud device at the network edge for the storage of all sensors data which can be further processed in the future for different prediction purposes such as weekly, monthly, or yearly temperature prediction, weather prediction, peak hours load estimation for efficient energy management, etc. Fourth, our proposed solution can be easily integrated with the existing architecture (main electric board).
1.6.3 SECURE DOOR ARCHITECTURE 

In this proposal to increase the interaction with home security system various additional modules like image processing and Telegram are used. 
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To develop secure home system we need both hardware, software codesign. In hardware we need a microcontroller that control the overall functioning of the system. Actuators used are LED and servo motor. The sensors like IR sensor, temperature sensor, gas sensor and Raspberry pi camera are used. IR sensor is used for motion detection, temperature sensor for sensing the temperature, gas sensor for sensing any harmful gases. Raspbian stretch is use to program the raspberry pi controller and Open cv is used for image processing. Telegram Messaging is used to interact with home security system and to receive notification.

1.7 Passive Infrared Sensor (PIR):

1.7.1 Principle of operation of a PIR Sensor 

An individual PIR sensor detects changes in the amount of infrared radiation impinging upon it, which varies depending on the temperature and surface characteristics of the objects in front of the sensor [28]. When an object, such as a human, passes in front of the background, such as a wall, the temperature at that point in the sensor's field of view will rise from room temperature to body temperature, and then back again. The sensor converts the resulting change in the incoming infrared radiation into a change in the output voltage, and this triggers the detection. Objects of similar temperature but different surface characteristics may also have a different infrared emission pattern, and thus moving them with respect to the background may trigger the detector as well.
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Operation of a PIR sensor
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PIR Sensor

PIR (Passive Infrared sensor) is an electronic component that measures any kind of object (person / animal in the field. The window behind the lens is made up of IR transmissive material. The Fresnel lens condenses light up to some 6-7 meters and its highly sensitive. It has a pins consisting of VCC, Ground and the Output. The output is given to GPIO pins of Raspberry pi through 5V of power supply to the VCC. It is necessary to detect any intruder as early as possible so that user can take immediate action to protect their properties. The detection range of an ordinary low-cost PIR sensor based system is 10 m but this is enough to cover most rooms with high ceilings (Fateh et al., 2012). PIR sensor able to detect sense motion and it able to detect whether a human movement in the sensors range. Furthermore, the operating principal of this sensor is the apparent motion can be detected when an infra-red source with one temperature such as a human passes in front of an infra-red source with another temperature such as wall. (Selvabab and Ganesha, 2012). In addition, PIR sensors were chosen as the sensing modality, motivated by the passive nature of the sensor, the relatively low cost, their wide commercial availability, and ability to operate in the absence of visible light (Choubisa et al., 2016). According to Sukmana et al., (2015) this sensor is reacts to receive stimulation in the form of infrared rays. Essentially every object emit infrared rays, PIR sensor catches every infrared that emitted, then analyse and make it an input based on frequency of analysis that accepted human essentially emit infrared strongly, therefore when the graphical analysis is done, human movement generates a strong frequency, different from another creature like a pet, plant movement, inanimate object movement, and so on. 
1.7.2 Reading PIR Sensors 

Connecting PIR sensors to a microcontroller is really simple. The PIR acts as a digital output so all you need to do is listen for the pin to flip high (detected) or low (not detected). It is likely that you'll want retriggering, so be sure to put the jumper in the H position! Power the PIR with 5V and connect ground to ground. Then connect the output to a digital pin i.e. the GPIO pin of the RPI device. A C/Python code can then be used to read a channel from the PIR sensor.
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Controlling the PIR sensor from an Arduino Microcontroller
1.7.3 Changing the sensitivity of the PIR sensor 

There are two 'timeouts' associated with the PIR sensor: 

· The “Tx” timeout: how long the LED is lit after it detects movement - this is easy to adjust on Adafruit PIR's because there's a potentiometer.  

· The “Ti” timeout which is how long the LED is guaranteed to be off when there is no movement. This one is not easily changed but if you're handy with a soldering iron it is within reason.
1.7.4 Example Applications of the PIR sensor  

· Remote camera trigger
· A home-made security system using PIR sensors (which is built into a Start Trek panel!) PIR sensor + Arduino + Servo = automatic cat door!  
· Motion detection in home surveillance/security systems

1.8 Image Processing 

Image Processing is a technique to enhance raw images received from cameras/sensors placed on satellites, space probes and aircrafts or pictures taken in normal day-to-day life for various applications[20]. Most importantly, this technology is used in surveillance. There are two methods available in Image Processing: 

1.8.1 Image Processing Techniques 

1.8.1.1 Image Blurring 

Gaussian blur (also known as Gaussian smoothing) is the result of blurring an image by a Gaussian Function. It is a widely used to reduce noise and detail. The visual effect of this blurring technique is a smooth blur resembling that of viewing the image through a translucent screen, distinctly different from the bokeh effect produced by an out-of-focus lens or the shadow of an object under usual illumination. Gaussian smoothing is also used as a pre-processing stage in computer vision algorithms in order to enhance image structures at different scales.
1.8.1.2 Grayscalling 

Grayscale is a range of shades of gray without apparent color. The darkest possible shade is black, which is the total absence of transmitted or reflected light. The lightest possible shade is white, the total transmission or reflection of light at all visible wavelengths. Intermediate shades of gray are represented by equal brightness levels of the three primary colors (red, green and blue) for transmitted light, or equal amounts of the three primary pigments (cyan, magenta and yellow) for reflected light. In the case of transmitted light (for example, the image on a computer display), the brightness levels of the red (R), green (G) and blue (B) components are each represented as a number from decimal 0 to 255, or binary 00000000 to 11111111. For every pixel in a red-green-blue (RGB) grayscale image, R = G = B. The lightness of the gray is directly proportional to the number representing the brightness levels of the primary colors. Black is represented by R = G = B = 0 or R = G = B = 00000000, and white is represented by R = G = B = 255 or R = G = B = 11111111. Because there are 8 bits in the binary representation of the gray level, this imaging method is called 8-bit grayscale.
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1.8.1.3 Thresholding
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Thresholding

Thresholding is a process of converting a grayscale input image to a bi-level image by using an optimal threshold. The purpose of thresholding is to extract those pixels from some image which represent an object (either text or other line image data such as graphs, maps). Though the information is binary the pixels represent a range of intensities. Thus the objective of binarization is to mark pixels that belong to true foreground regions with a single intensity and background regions with different intensities.
1.8.2 Object Detection and Tracking
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Detecting moving object
The above can be achieved through the implementation of the algorithm below:
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Video analysis
1.8.3 Methods of Detection and Tracking 

1.8.3.1 Background Subtraction Method 

A very widely used method which is simple to implement by just subtracting the current frame from previous frame and obtaining threshold value of difference between given pixel value and obtained pixel value . If threshold value is greater than the given the pixel it is considered as foreground. This method is not as appropriate as it is highly inaccurate and gives false rate detection.
1.8.3.2 Real Time Background Subtraction and Shadow Detection Technique Theory 

It describes two type of distortion namely brightness distortion and chromaticity distortion based on RGB values of pixels in given image. This method is accurate up to some extends as it also detect the shadow part of object. 

1.8.3.3 Template Matching 

Template Matching is probably the best method for some specific environment. It's the most accurate although sometimes there is lack of originality in object detected. Object can be detected for one specific video using a template cropped from the video. However, there is no guaranteed accuracy because all that is known is the best match for each frame; no scanning is done on the percentage template matches the frame. It only works if the object is always in the video, otherwise it will create a false detection. 

1.8.3.4 Shape Based 

Shape based method is used to detect objects in real-world images. The shape features are more striking as compared to local features like SIFT because most object categories are better described by their shape then texture, such as cows, horses and cups and also for wiry objects like bikes, chair or ladders, local features contain large amount of background noise. Thus shape features are often used as a replacement to local feature. 

1.8.3.5 Optical Flow Method 

Sequences of ordered images allow the estimation of motion as either instantaneous image velocities or discrete image displacements. The optical flow methods try to calculate the motion between two image frames which are taken at times t and at every voxel position. These methods are called differential since they are based on local Taylor series approximations of the image signal; that is, they use partial derivatives with respect to the spatial and temporal coordinates.
1.9 METHODOLOGY: 

The aim is to provide a high security face detection system on Raspberry Pi board and send an alert to the authorized person via GSM (Global System for Mobile) module. The flow is as follows: 

· Interfacing of input unit to capture live Face image.

· Create a database of authorized house members and relatives.

· Capture the face at the doorstep and compare with data base image.

· Interface GSM(SIM300 GSM) module to send an alert to the person in authorization.

· Interface relay to the lock system.

Camera module is Pi camera interfacing to the raspberry pi module. \It is used for captures an image and send captured image to the Raspberry pi module. If any visitors arrive, the Raspberry pi sends an appropriate text alert which is done by a separate python code which is running in background. The server then sends to the home owner the name and photo of visitors for further action. Webiopi GUI webpage is used, through which the owner can directly login and interact with the real time embedded devices without the need of an additional server. 

1.9.1 EIGENFACE APPROACH 

One of the most effective PCA (Principal Component Analysis) approaches which are used in face recognition modules is the Eigenface approach. Creation of Eigenfaces is done by using facial recognition. System’s speed and efficiency are the main advantage of using Eigenfaces. The method used in Eigenface is dimension reduction method, in which each system represents many subjects which will be using a small data set. For large reduction in image sizing, the face recognition system is invariant. Since the difference between the images seen and probe images is large, the system will fail considerably. The gallery images are used to recognise faces, which are seen by the system and it is stored as collection of weights. Each weight describes the contribution of every Eigenface to that image. Now if a new face is represented to the system then its weight of the new face was found by projecting all new images on to the Eigenfaces gallery collection. Thus we can obtain the set of weights that describes the p robe face. The classification of weights is done by finding the closest match in the gallery set. Here, the nearest neighbour method is imposed where, the Euclidean distance between two vectors, in which minimum values are assumed as the closest subject and classified a ccordingly. 

The main features of Eigenfaces are:

· Completely automatic training process is used. Thus it is easy to code.  

· Easy and cheap way of face recognition technique.

· Eigenface minimizes statistical complexity in representation of face image.

· Face recognition in real time can be achieved if the databases of Eigenfaces are calculated.

· Large databases can be handled in Eigenfaces.
1.9.2 FACE DETECTION 

The database consists of the facial images of the people who are to be permitted inside. This database is used to verify and provide access to the authorized users. Database of training set of pre-processed images are created to perform PCA. The facial images are stored in the database after pre-processing is done. Here pre-processing is done by converting the coloured facial images in to greyscale images On creation of the database for the first time a person’s image is captured six times and stored. Later this data base is compared with the live captured image. After the comparison, the output is sent to the GSM module. GSM module is used for sending a message to the authorized person after the comparison and the output is either positive or negative. If output is positive then "Person Recognized" message is sent to the person in charge otherwise ―unknown person is trying to unlock the door‖ message is sent.
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Eigenface Approach
1.9.3 WEB LOGIN 

If the person is identified as intruder (if his face is not present in the database of authenticated persons), a mail with the intruder’s image is sent from systems. The Web based monitor and control of system is forming a trend in present aut omation field. We can Replace PC with lowcost processors which make the administrators to get parameters of all the remote devices and to send control information to all the equipment at all the time through web. The needs of the user for that particular surveillance area are fulfilled by this smart surveillance system. Based on different scenarios and environments it can be used for many application. A person who is working in one particular industry can be aware of the activities that are happening in their own work place. Even during the person’s absence, the system will be served for the purpose of spy. Another application is to provide information to the user about what is happening in surveillance area by notification. The complete system is secured through a login E-mail and Webpage password based authentication. The design is completely wireless and integrated with software to form a low cost, robust and easily operable system. Thus this will form a fully automated security system.
1.10 LUA SCRIPTING LANGUAGE

The commands which are send from telegram app are not comprehensible to the raspberry pi hence lua scripting language is used to decodes that commands received from user. Lua is a powerful, efficient, lightweight, embeddable scripting language. It supports procedural programming, object-oriented programming, functional programming, data-driven programming, and data description.
python language – Python is a widely used high-level programming language for general-purpose programming. Python is a popular language for writing various utilities because of its simplicity and powerful packages. The combination of Raspberry Pi and Python can be used for multiple purposes such as Connecting Raspberry Pi to multiple sensors and receiving data from them or control hardware. 

Lua language – Lua is a powerful and fast programming language that is easy to learn and use, and to set in into your application.Lua is aimed to be a lightweight embeddable scripting language. It is used for all types of applications.from games to web applications and image processing.
1.11 Python 

Python is a high-level general-purpose programming language. It is object oriented which helps programmers to write a clear, logical code for a problem. Open CV supports python than can process images and videos to detect movements, identify objects, recognize faces and much more.
1.11.1 Open-Source CV 

Open-Source Computer Vision isa machine learning software library which provides a real-time optimized Computer vision library and tools. OpenCV was built to provide a common infrastructure for computer vision applications and to accelerate the use of machine perception in the commercial products. Being a BSD-licensed product, OpenCV makes it easy for businesses to utilize and modify the code. It can be used in python for image processing, motion detection, face recognition, and other function.
1.11.2 Circuit python code

It's easy to use a PIR sensor with CircuitPython using simple digital inputs.  The PIR sensor looks and acts kind of like a button or switch, i.e. it's only ever a high or low logic level, so you don't need any special libraries or other code to read one from Python.  It will help to familiarize yourself with Circuit Python digital inputs and outputs before continuing though! First make sure your PIR sensor is wired to your board as shown in the previous page.  There's no difference wiring a PIR sensor to an Arduino vs. CircuitPython board.  You must connect the power, ground, and sensor output to your board.  The sensor output should be connected to any digital I/O line on your board.  In this example we'll use pin D2 on a Trinket M0.
Run the following code to import the board and digitalio modules which lets you read digital inputs:
import board
import digitalio
Then create a simple digital input for the PIR.  Remember to use the right board pin for how you've wired your sensor to your board.  This example is using pin D2 on a Trinket M0:
pir = digitalio.DigitalInOut(board.D2)

pir.direction = digitalio.Direction.INPUT
At this point you can read the state of the sensor by reading the value property.  If the value is at a low logic level, or False, the sensor sees no movement.  If it's at a high logic level, or True, the sensor is detecting movement! Note you'll likely want the sensor's jumper in the H position for retriggering mode as mentioned on the previous page. For example with no movement in front of the sensor you might see:
pir.value
[image: image11.png]>>> pir.value
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Then wave your hand in front of the sensor, and as you wave it run the same command again.  Notice you get a True result!
[image: image12.png]>>> pir.value

True
>>>




That's all there is to using a PIR sensor with CircuitPython! Here's a complete example just like from the previous page where movement from the PIR sensor will turn on the board's LED and print a message.  This is a direct port of the previous page's Arduino example to CircuitPython.  Try saving it as a main.py on your board and connecting to the serial terminal to see the output as it runs! (be sure to change the board pin numbers to your sensor and LED wiring!)
import board

import digitalio

LED_PIN = board.D13  # Pin number for the board's built in LED.

PIR_PIN = board.D2   # Pin number connected to PIR sensor output wire.

# Setup digital input for PIR sensor:

pir = digitalio.DigitalInOut(PIR_PIN)

pir.direction = digitalio.Direction.INPUT

# Setup digital output for LED:

led = digitalio.DigitalInOut(LED_PIN)

led.direction = digitalio.Direction.OUTPUT

# Main loop that will run forever:

old_value = pir.value

while True:

    pir_value = pir.value

    if pir_value:

        # PIR is detecting movement! Turn on LED.

        led.value = True

        # Check if this is the first time movement was

        # detected and print a message!

        if not old_value:

            print('Motion detected!')

    else:

        # PIR is not detecting movement. Turn off LED.

        led.value = False

        # Again check if this is the first time movement

        # stopped and print a message.

        if old_value:

            print('Motion ended!')

    old_value = pir_value
1.12 COMPONENTS ESP32-CAM 

The ESP32-CAM is a full-featured microcontroller that also has an integrated video camera and microSD card socket. It‟s inexpensive and easy to use, and is perfect for IoT devices requiring a camera with advanced functions like image tracking and recognition. The sample software distributed by Espressif includes a sketch that allows you to build a web-based camera with a sophisticated control panel. After you get the hang of programming the device, you‟ll find that it is very easy to use. The ESP32-CAM module has fewer I/O pins than the previous ESP-32 module we looked at. Many of the GPIO pins are used internally for the camera and the microSD card port. Another thing missing from the ESP32-CAM module is a USB port. In order to program this device, you‟ll need to make use of an FTDI adapter. One thing to note about this module is that it has components on both sides of the printed circuit board. The “top” of the board has the connector for the camera module, as well as the microSD (sometimes called “TF”) card socket. You‟ll also note a square white LED on the top of the module, this can act as a “flash” for illuminating the subject you are trying to view with the camera. The underside of the circuit board has the ESP32-S module. It also has a connector for an external antenna, as well as an internal antenna that is etched onto the circuit board. I‟ll explain how to use the external antenna shortly. Another key component located underneath the board is the reset switch.
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ESP32-CAM
1.12.1 ESP32-CAM Specifications 

The ESP32-CAM is based upon the ESP32-S module, so it shares the same specifications. It has the following features: 

· 802.11b/g/n Wi-Fi 

· Bluetooth 4.2 with BLE.
· UART, SPI, I2C and PWM interfaces 

· Clock speed up to 160 MHz 

· Computing power up to 600 DMIPS 

· 520 KB SRAM plus 4 MB PSRAM 

· Supports Wi-Fi Image Upload 

· Multiple Sleep modes 

· Firmware Over the Air (FOTA) upgrades possible 

· 9 GPIO ports 

· Built-in Flash LED
1.12.2 NODE MCU
The ESP8266 is the name of a micro controller designed by Espressif Systems. The ESP8266 itself is a self-contained WiFi networking solution offering as a bridge from existing micro controller to WiFi and is also capable of running self-contained applications. 
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NODE MCU
This module comes with a built in USB connector and a rich assortment of pin-outs. With a micro USB cable, you can connect NodeMCU devkit to your laptop and flash it without any trouble, just like Arduino. It is also immediately breadboard friendly.
CHAPTER 2
LITERATURE SURVEY

	TITLE
	AUTHOR
	DESCRIPTION

	Smart Door Security Control System Using Raspberry Pi
	Nareshkumar R. M.,Dnyaneshvari Shinde, 


	Wireless network is one of the technologies that have been used to provide remote monitor and control for the home appliances.  The main purpose of smart Door technology is to provide a complete security to the door, ease and comfort for users. The aim of this paper is to enlarge the door automation technique using Raspberry pi and android phone.

	Smart Secure Door Lock System Using IoT And Eigenface Approach 
	Reeta R 


	This paper proposes the design and the development of an interactive smart home security system with the raspberry pi, Web-based control systems and using the Eigenface technology. Some of the real time incidents as of today are thefts at home, trespassers and so on. Though people have no time to look up on these things as they are held up in their daily life, they always want to ensure their safety of their beloved ones and beloved things. Sometimes they forget to look after their necessary things like keys, wallet, credit cards etc. Without these, they are unable to access their home or any place they want. Smart home security control system has become indispensable in daily life. 

	IoT Based Door Entry System 
	Rishabh Kumar Gupta, S. Balamurugan, K. Aroul 
	The door entry system proposed here consists of a switch for guest monitoring, camera for guest authentication, solenoid actuator for opening of the door and a speaker set for making the system intimate the responses to the guest.  

	Iot Based smart Home Security System with Alert Door And Access Control Using Smart phone
	D.Kishore ,Shaik Anwar
	The design and development of a home security system, based on human motion detection and remotely monitoring technology, to confirm visitor identity and to control Door accessibility has been reported in this paper. This paper describes about the implementation and deployment of wireless control system and accessibility in to a home environment for authenticated people only. A PIR motion sensor and Camera module are used to detect motion and capture images respectively are dedicatedly make the security system alive as per the request. 


2.1 EXISTING SYSTEM

· When PIR sensor signal is high then PI camera captures the image of the visitor and sends through cloud based messaging app (telegram) to the user i.e. owner and turn ON the entirely lights through relay existing in home as well as buzzer also.

· The photos, the existence of people on the photo is detected or in other words, the system is able to detect people or not from the photos.

· If the suspicious object is detected, then the alarm is activated and sends an email to warn the house owner about the existence of the intruder.
2.1.1 Disadvantages of existing system

· Home automation and security systems face four main challenges these are excessive cost of ownership, inflexibility, poor manageability, and difficulty in achieving home security. 
· The main ideas of this exploration is to design and contrivance a home automation system using IoT and that is capable of controlling most of the house appliances through an easy manageable telegram app interface with raspberrypi.
· The process of face verification is a binary classification problem that it works on a pair of input faces, there are two main elements which can verify the approach: face representation and face matching.
2.2 PROPOSED SYSTEM
· Smartphone application incorporated with the proposed system to advance smart motion detecting camera security system and find human faces for houses and offices. 

· The proposed system is cost effective solution for security home entry and notification via telegram. A facial recognition system is a technology that is capable of matching a human face from a digital image.

· Telegram is one most secure social media apps used by all kinds of citizens (senior citizens).
2.2.1 Advantages of proposed system

· The advantage of using Telegram App for this project is to send notification to the user as it provides an instant secure communication between the user and the home automation system. 

· The advantage of using telegram is that some of the senior citizens does not use G-mail or Twitter as it requires the account creation and find it difficult to operate. One of the advantages of this proposal is the Telegram notification.

· It relies on an efficient action which is helpful in the localization of the destination to guide the camera to get a close-up of the required target.
2.3 FEASIBILITY STUDY
The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some understanding of the major requirements for the system is essential.

Three key considerations involved in the feasibility analysis are:

· Economical feasibility

· Technical feasibility

· Operational feasibility

2.3.1 Economical Feasibility
This study is carried out to check the economic impact that the system will have on the organization.  The  amount  of  fund  that  the  company  can  pour  into  the  research  and development of the system is limited. The expenditures must be justified. Thus the developed system as well within the budget and this was achieved because most of the technologies used are freely available. Only the customized products had to be purchased.

The economic feasibility based on the terms of:

· Time

· Cost

· Man power

2.3.2 Technical Feasibility
This study is carried out to check the technical feasibility, that is, the technical requirements of the system. Any system developed must not have a high demand on the available technical resources. This will lead to high demands on the available technical resources. This will lead to high demands being placed on the client. The developed system must have a modest requirement, as only minimal or null changes are required for implementing this system.

2.3.3 Operational Feasibility
The aspect of study is to check the level of acceptance of the system by the user. This includes the process of training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some constructive criticism, which is welcomed, as he is the final user of the system.

CHAPTER 3
SYSTEM SPCIFICATION
3.1 HARDWARE REQUIREMENTS:
· Keyboard

· Mouse

· Hard disk 500GB

· Ram 4 Gb
3.2  SOFTWARE REQUIREMENTS:
· Operating System : Windows 10
· Language              : Arduino UNO C++
CHAPTER 4
SYSTEM DESIGN AND DEVELOPEMENT

DATA FLOW DIAGRAM
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CHAPTER 5
TESTING AND IMPLEMENTATION

5.1 TESTING

 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 5.1.1Unit Testing


Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

5.1.2 Block Box Testing

Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.

5.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

CHAPTER 6

RESULT AND DISCUSSION 
Smartphone application incorporated with the proposed system to advance smart motion detecting camera security system and find human faces for houses and offices. Other than the hardware composition the software’s necessary should also be installed The PICAMERA has been adequately capture the pictures when any motion is discovered through PIR motion sensor and face detection is executed. The system was capable to effectively discover the faces in the take pictures. The algorithm has been used to entice the pictures. the telegram messages when motion is detected.
[image: image16.png]oy
ro-socurty: disarmed
Staws

rpi-socurty status: Curront state i
702006 0213770 0 0427116 18:53.





Telegram Chatbot message
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Telegram message indicates Current status
Command /status make the raspberry pi bot to analyse the current status of the device whether it is armed or not.
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Front view of the door setup
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Rear view of the door setup
The front and rear view of the model door setup. 
· Front side of the door is mounted with push button. When the button is pressed the raspberry pi camera captures the image of the visitor. 
· As soon as the image is captured, it compares the captured image with the image pattern stored in the database. 
· If the image matches with the pattern then the door unlocks for the visitor. 
· If the image does not match then the image captured is stored in the database as well as sent to the user via telegram.
CHAPTER-7

CONCLUSION
CONCLUSION
We have a designed a smart system which reduces the human efforts and provide the ease to operate the Smart door, can access it from any corner of the world, providing a good security. It is easy to upgrade, portable. The smart door lock system using telegram is very efficient technique, which allows the user to grant the access to the known person by sending a back message to RPI and unlock the door. The system uses various components like PIR sensor, camera module, switch and telegram app on an android phone. The networks security is also playing a vital role so that raspberry pi could not be hacked. The coding is done using python language and installation of a telegram is done using CLI Telegram and some concept of Linux The networks security is also playing a vital role so that raspberry pi could not be hacked. The SSH key is used, which provides a good network security. The Fail2ban software can also be used as an additional security to Raspberry pi.
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