

Enhancing Remembrance of Password as an Image
                                                    ABSTRACT

This paper focuses on changing the system of having ‘text’ as password as people tend to often forget their passwords and have to recover it. Proposing the system of having picture as a password which is kept encrypted in a database and decrypted and matched to check for authorization of user. It has been scientifically proven that it’s easier for a human mind to remember a picture, something they can see rather than text.
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CHAPTER 1
1.1  INTRODUCTION

Cryptography is the savvy workmanship to make an information as mystery. It alludes once in a while study or examination of information in mystery compose. Cryptography is the best instrument for secured correspondence of picture, content, video and so forth. Cryptography is abusing the investigation of concealed data and makes data as mystery. It groups three various types - Mystery key cryptography, Open key cryptography, Hash capacities. In Mystery key cryptography, both the dispatcher and recipient are utilized same secret key or key through their transmission. Mystery key cryptography is some of the time known as Symmetric key framework. Openly key or topsy-turvy cryptography, the sender and recipient utilize a couple of keys for open the substance. Keys work in sets coordinated open and private keys. Hash capacities not rely upon the mystery key. Encryption and decoding are the two strategies to ensure information as mystery in cryptography. Encryption is the procedure to change over unique picture information in to some different unknown structure utilizing a key which isn't recognized by anybody. Unscrambling characterizes the recuperation of unique information from the scrambled thing. Some of picture encryption methods are utilized customarily is Information encryption standard, triple DES, blowfish, propelled encryption standard, examine based, and disarray based, and so on. An encryption framework by and large needs a key age calculation to subjectively create keys.
Users tend to create insecure passwords (Herley & van Oorschot, 2012) such as those that are simple (e.g., “11111”) or related to the user in ways that people with personal information of the user could easily guess (e.g., pet’s name; Hayashi, Hong, & Christin, 2011). Longer or more random passwords, which are more difficult to crack, are more easily forgotten (Vu et al., 2007). As a result, researchers and practitioners are searching for methods of authentication that avoid this pitfall (Herley & van Oorschot, 2012). Some systems have moved toward authentication schemes based on pictures due to the more advanced memory that humans have to identify visual fields, and with the hope that image-based passwords would be more difficult to crack (De Angeli, Coventry, Johnson, & Renaud, 2005; Tambascia, Menezes, & Duarte, 2011; Hayashi et al, 2011). However, in order to make passwords more memorable, users tend to choose familiar images or easy-to-guess hotspots in images as their passwords, thereby decreasing the security of these schemes. Even when the pictures were made blurry to mitigate attacker success, security remained uncomfortably low (Hayashi et al., 2011). Overall, picture-based passwords appear to be as insecure as text-based passwords. Other attempts to increase security involve forcing the user to create more complex or lengthy passwords. However, this often fails to improve security because users tend to place numbers or special characters in easy-to-remember places (e.g., 1password!, sam1is1cool; Forget, Chiasson, van Oorschot, & Biddle, 2008). When users integrate special characters less predictably (e.g., happe4nstance), they often forget where they placed them (Vu et al., 2007). Some password-creation training encourages users to substitute special characters in meaningful phrases. Alas, these substitutions are typically based on patterns and may fall victim to educated guesses (Nelson & Vu 2010). Kuo, Romanosky, and Cranor (2006) suggest that attackers could easily create a dictionary of variations of phrases that may occur in these types of passwords, which would make substitution passwords little more secure than the words or phrases they came from. Similarly, computers can easily crack user-created passphrases that are based on popular phrases (e.g., JackAndJillWentUpTheHill; Kuo et al., 2006). Thus far, encouraging users to create secure passwords boasts little success. Other researchers have abandoned this tactic in favor of assigning computer-generated random passwords to force enhanced security (Vu et al., 2007). Because these random passwords are difficult to remember, Juang et al. (2012) tested a system using first letter mnemonic phrases to help the user remember several assigned passwords. Thus, if a password were “hvllbng,” the phrase might be, “Henry’s valuable lion likely bit nutritious grains.” To reinforce the phrases in participants’ memories, users were asked to create pictures to remind themselves of the phrases. The pictures were shown to participants during login in order to cue recall of the phrase. Computer-generated phrases and user-created pictures improved password memorability (81% successful recall) more than user-created phrases (57%) or pure memorization of random passwords (24%) did. While usability increased, security decreased when attackers could see users’ pictures (Juang et al., 2012). The present study seeks to attenuate these security risks by providing users with tips to guard against attack. The current study also evaluates the effect of various methods of image creation on password recall and security. Goverover, Basso, Wood, Chiaravalloti, and DeLuca (2011) found that combining recall strategies can increase memory more than any single strategy can alone. The present study uses multiple mnemonic strategies to improve password recall, including cues, the generation effect, and the selfreference effect. Cues have been shown to enhance the recall of items with which they are associated (Slamecka & Graf, 1978; Greenwald & Banaji, 1989). In the study by Juang et al. (2012), the user-created pictures helped cue recall of phrases to improve password recall. Cues that are more strongly associated with the target items (i.e., items to remember) and hold high amounts of information are the most effective (Greenwald & Banaji, 1989; Mäntylä, 1986). Hence, in the present study, pictures with more information should more effectively cue password recall than pictures with less information. However, if the pictures contain too much information and are too strongly associated with the phrase for the general audience, attackers will have an easier time decoding the pictures (Mäntylä, 1986). For example, representing a pirate with a picture of Captain Jack Sparrow would decrease security because the image and word are closely linked. But pictures need not contain large amounts of information in order to be strongly associated with a target item for a specific person; the generation effect demonstrates that creating cues oneself rather than simply pairing information together can also enhance recall (Mäntylä, 1986; Bertsch, Pesta, Wiscott, & McDaniel, 2007; Craik, & Tulving, 1975). Because the generation effect works only for the person who created the information, participants who design their own pictures should experience enhanced password recall, yet the attacker’s chances of guessing the password should not be greatly increased. More specifically, creating pictures by drawing may enhance the generation effect over using online images because in drawings, users generate the entire picture rather than simply linking images together. Furthermore, drawing images may incite the self-reference effect (i.e., the enhancement of recall when referring to the self; Rogers, Kuiper, & Kirker, 1977) because the very nature of drawing an image may be more personal than combining found images. The current study examines differences in the memorability and security of passwords for which participants have created no pictures (NP), drawing-only pictures (D), online-image-only pictures (OI), and drawing-and-onlineimage-combined (DOIC) pictures.
Overall, for password memory, it is hypothesized that: 

· Creating and viewing pictures will improve recall due to cued recall and the generation and self-reference effects.

· Due to the generation and self-reference effects, D, which is created purely by the user, should improve memory more than DOIC, which should improve memory more than OI.

For security, it is hypothesized that: 

· Attackers should come closer to guessing passwords in the Picture conditions than NP 

· If, among Picture conditions, differences in security occur, attackers should come closest to guessing OI, then DOIC, then the D passwords because online images may be more publicly known and less personal than drawings.
1.2 PROBLEMS OF GRID-BASED GRAPHICAL PASSWORD SYSTEMS

The following gives a number of problems and limitations of the grid-based systems like DAS: 

· It involves difficult method of authentication because user must draw his/her password in the same 2D grid coordinate and in the same sequence. 

· Identifying used cells for drawings whose strokes are too close to a grid-line may be difficult because it could hard to differentiate which cell was chosen by the user. 

· To identify a starting point for some drawings like oval shape figure can be hard. 

· They are highly vulnerable to guessing, hidden camera and shoulder surfing attack when used in public places. 

· They have small effective password space because users tend to choose weak passwords thy can easily recall. 

1.3 AUTOBIOGRAPHICAL MEMORY 

Memory is simply ways we store and recall things we have sensed. Human memory plays a central and fundamental role in user authentication systems from when passwords are created to the time they are used for login. Human memory system consists of three memory stores. They include sensory store, which retains information very for a short while. The second is the short-term memory, it holds information for a very short period of time in a store of limited capacity. While the last one is long-term, which holds information over long periods of time or permanently . The long-term memory can be sorted into two categories, namely, implicit and explicit memories. Implicit memory is a type of memory in which previous experiences aid in the performance of a task without conscious awareness of these previous experiences. Explicit memory also called autobiographical memory is recollection of memories that people have about personal events that were experienced at a specific moment in time. It consists of personal experiences and specific objects, people and events experienced at particular time and place recollected from an individual's life, and general knowledge and facts about the world. It deals with life experiences comprising specific events and personal facts related to oneself. This memory feature can be used as the basis for improving user authentication leveraging your own autobiographical data. Individual. The first study in this area focused on understanding and categorizing what kinds of everyday memories people could recall and the result was used to understand the relationship between various factors and memorability. 

1.4 AUTOBIOGRAPHICAL MEMORIES GRAPHICAL PASSWORD DESIGN 

Proposed here is a grid based graphical password scheme whose design is based on the use autobiographical memories of the user to improve memorability of graphical passwords. It also employs 3-round process of authentication to improve security. How the scheme works Our proposed system works in three (3) main steps. 
The first 2 steps are used as registration process of the scheme as illustrated in Figure 1. While the last step is use for the scheme authentication as illustrated in Figure 2. The system is a draw-based graphical password system with a background and it offers many advantages over the DAS in terms of security and memorability for the users. The operational framework of the design process will be discussed in two different stages , namely: registration and authentication as explained below: 

· The first step in the user registration phase of this scheme is where the user types his or her user ID. 

· If the user ID is a new one then he selects or picks a desirable background image for the grid. Then write down his secret character on the grid with any graphical device like mouse or stylus. Repeat the process for three times. After a successful registration, the registration details consists of image background grids , the user choose character, user ID and password in asterisk. 

· During the authentication phase, the user enters both user ID , if the user ID exists then the system displays three grids , each containing random digits on the chosen background images. User chooses corresponding digits on the image background where the characters were written during registration stage.
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Flowchart Of Password Authentication Phase
[image: image4.png]User ID-samole

9 [1 8|5 3
N N P O ey
0 3123 [5 | Vet o comegponine
T35 || de ashaes paswen
S [0 14 |2 [0 | it e
LNERIEEEE G EEEeE
sfeprp | P[0 ]°
L L i
T [4[6]3 |3
R L
9 7192 7 T T 7 H T
3 [6 (1[5 [0





Flowchart Of Password Authentication Phase
1.5 PICTURE PASSWORD
For any authentication mechanism to gain user acceptance, it must be convenient to use and match the capabilities of the device. Difficulties due to cumbersome attachments, slow performance, or error-prone user interfaces are typically not tolerated. The aim then is to devise authentication mechanisms for PDAs that are well suited to the typical interfaces and capabilities supported by such devices. Our work has focused on higher-end expandable devices aimed at corporate users: the Compaq/HP iPAQ H series of devices running the Familiar Linux distribution and Opie and the Sharp Zaurus SL-5X00 series of devices with Lineo’s embedded Linux and Qtopia. Both families of devices are approximately the same dimensions as a pocket-size agenda, equipped with a one-quarter VGA touch screen, use processors running at 200 MHz and higher, and have comparable amounts of read only flash memory (32MB or more) and random access memory (64MB or more). Linux distributions are supported on a number of other PDAs including the CDL Paron, IBM e-LAP, and Yopy Gmate. The Picture Password authentication mechanism has two distinct parts: the initial password enrollment and subsequent password verification. During enrollment, a user selects a theme identifying the thumbnail photos to be applied and then registers a sequence of thumbnail images that are used to derive the associated password. When the device is powered on or booted up, the user must enter the currently enrolled image sequence for verification to gain access to the device. After a successful authentication, the user may change the password, selecting a new sequence and/or theme. Picture Password offers benefits over PINs and textual passwords, especially for the visually inclined user. As with textual passwords, a similar password length and alphabet size is used. However, instead of having to memorize and enter a string of random-like alphanumeric characters, a sequence of thumbnail images must be selected and retained. Experimental results suggest that human visual memory is well suited to such visual and cognitive tasks [Mel01, Gol71]. Moreover, an image sequence that has some meaning to the individual user (e.g., logos of sport’s league teams in order of preference, one’s family members in order of birth or vacation spots in order visited) can be used. If forgotten, the sequence may be reconstructed from the inherent visual cues. The display interface presents images in an easyto-select size, reducing error entries. The underlying mechanism, which handles random character code assignment to images, password composition, enrollment, and verification, is completely hidden from the user. The presentation of images to the user for selection is based on tiling a portion of the user’s graphical interface window. Various ways exist to tile a surface with both regular and irregular patterns. Picture Password uses squares of identical size (40 x 40 pixels), grouped into a 5 x 6 matrix of elements. Cells of this size provide a clear recognizable image that is easily selectable for most users. Figure 1 illustrates the PDA screen image for the Cats & Dogs theme, one of three predefined themes. The message area at the top of the window guides the user’s actions, while the display area in the center displays thumbnail images selectable with a single tap of the stylus. The controls at the bottom allow the user to clear out any incorrect input entered or submit the entered image sequence for verification. Selecting and submitting the correct sequence of thumbnail images authenticates the user to the device.
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Picture Password Cats and Dogs Theme
Picture Password allows users flexibility in choosing a predefined theme that suits their personality and taste or providing their own set of images for display. All thumbnail images must be in a predefined digital format, which can be created using an image manipulation tool such as Photoshop or GIMP. Besides a random layout of individual thumbnail images, several thumbnail images may be structured to compose a single composite image as in a mosaic, where each thumbnail image contributes a portion to some larger image. the Sea & Shore theme, where all 30 thumbnail images in the display area form a single contiguous image.
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Sea & Shore Theme 
1.6 Image Selection 

A perplexing problem faced in Picture Password was ensuring that its password space would be comparable to that of alphanumeric passwords. The size of the image matrix limits the effective alphabet size to only 30 elements, assuming a one-to-one mapping, which in turn results in weak passwords. For example, an eight-entry image sequence, the number of possible password strings would be only 308 . Therefore, several ways to increase the alphabet size were considered. They included allowing passwords to be composed with thumbnail elements from all of the three available themes (90 elements total) and providing more images per theme, by either using smaller-sized images, or adding a feature to zoom up larger composite images from each thumbnail image. Each of these approaches had serious drawbacks. Using thumbnail images from all three themes would require more difficult navigation for the user. A denser set of images would mean less tolerance for selections and a higher rate of input errors. Zooming up a thumbnail image to a larger composite image would require more user interaction when selecting images and greater complexity in creating and handling themes. The main criterion for selecting among various alternatives was to maintain the simplicity of the user interface, keeping it as easy to use as possible. Our solution was to add a second method or style for choosing thumbnail elements. Besides selecting individual thumbnail elements as before, one could now select two thumbnail elements together to compose a new alphabet element. The concept is akin to using a shift key to select uppercase or special characters on a traditional keyboard, but in this context each thumbnail element serves as a shift key for every other element, including itself. With this addition, the resulting alphabet size expands from 30 elements (i.e., singly selected keys) to 930 elements (i.e., 30 singly selected keys plus 30 x 30 composite keys), which compares favorably to the 95 printable ASCII characters available from a traditional keyboard. Several ways exist to select a pair of buttons and link them in composing an alphabet element. Drag-and-drop is perhaps the most obvious method, but not typically supported by all handheld device windowing systems. Another, more generic selection method is choosing the first thumbnail image by picking and holding the stylus there, highlighting the selection, and then completing the pair by picking the second button image in the normal fashion. Having someone observe the user entering a password and using that information to gain entry is a concern with any password system. Fortunately, the screens of PDAs and most handheld devices have a narrow viewing angle. That property, combined with their small size, makes it relatively easy to shield data entry with one’s body. Nevertheless, observation is a concern. As a safeguard, Picture Password gives users the option to have images shuffled automatically between authentication attempts, where appropriate. Supporting two different styles of selection also is a safeguard, since it makes it difficult for an observer to glean both the entire image sequence and the selection style for each image in the sequence. 

1.6.1 Password Formation and Reuse 

Organizational policies typically require users’ passwords to expire and be changed completely after some period of use. This practice keeps a persistent intruder from cracking a password over some indefinite lifetime of use. Though effective, password expiration is also a nuisance for the user, who follows this practice on numerous systems and accounts, and continually must forget old and memorize new passwords. The user would instead prefer to continue using the same image sequence indefinitely. One solution for password reuse is to allow the same image sequence to be used after it expires, but have the image sequence generate a completely new password value. By decoupling images from alphabet, numerous distinct mappings between those respective sets of elements are possible. To enable password reuse, the authentication mechanism has only to select a mapping that results in a different password value to be generated for the same image sequence. As shown in Figure 3, during initial enrollment or a subsequent reenrollment, for each thumbnail element of the image matrix, Picture Password randomly assigns a distinct value from the full range of possible alphabet values to form a value matrix with the same dimensions. While the set of image elements is fixed at 30, the set of basic alphabet values from which the 30 needed are drawn can be significantly larger. Thus, the elements of the value matrix contain the basic alphabet used to compute the password, but are independent from the image matrix. The mapping of thumbnail element to value element remains constant from one authentication attempt to another and changed only during reenrollment. Because values are randomly associated with each thumbnail element of the image matrix during reenrollment, selecting the same theme and sequence of thumbnails repeatedly should produce a completely different password value. As an added measure, mappings that produce the same password value as the one previously enrolled can be rejected during reenrollment.  
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Image and Value Matrices
The sequence of thumbnail elements selected by the user in either an enrollment or authentication attempt governs password formation. The mapped value of a single image selection can be directly applied, while the two mapped values of a paired image selection must first be composed into a single value. For example, if single-byte, non-zero, unsigned integers comprise the set of 30 basic alphabet values, a single image selection could be the pair of bytes (0, VMj), and a paired image selection could be the pair of bytes (VMk, VMj), where VMj represents either the alphabet value in the value matrix for a single image selected or the first image selected in a paired image selection, and VMk represents the alphabet value for the second image in a paired image selection. Once the thumbnail images for an image sequence have their alphabet values resolved, those values are concatenated together, in the sequence the images were selected, to form the clear text password. Picture Password then applies a one-way cryptographic hash to the resulting string iteratively to form the password. The NIST Secure Hash Algorithm (SHA) is used to compute the cryptographic hash and results in a 20-byte binary value. The number of iterations to apply the hash algorithm is controlled by a variable to allow the work effort to be adjusted to the level of security needed. The user’s password is never maintained in unencrypted form on the device. Instead, only the hash result is retained during enrollment and used later during verification to compare against the hash result from any subsequent authentication attempt. While a visual login technique by its very nature avoids dictionary attacks associated with textual passwords, it may be possible for an intruder to compile commonly used set of image selections (e.g. location-based sequences such as the four corners or main diagonal of the image matrix) and use them in an attack. As a countermeasure to an intruder directly applying a dictionary of commonly used passwords, the clear text password value may be prepended with a random value, commonly referred to as a salt, before the hash is iteratively applied. This step significantly increases the work factor for the intruder, in relationship to the size of the salt value that is used and whether both a public and a secret salt are involved [Man96, Aba97]. One additional use for the value matrix is to hold individual salt values for each element of the basic alphabet. Rather than prepending the resulting clear text value of the password with a collective salt value, salting can be done continuously as entries in the value matrix are used to generate a password value. This method of salting takes advantage of any unused memory within the value matrix, in situations where the memory allocated for each value matrix element is sufficient to hold both an alphabet value and its associated salt value. Otherwise, additional memory can be allocated to hold the salt component, which can be treated simply as the prefix of an alphabet value. Each time a new password is enrolled, the salt components are populated with random values. This procedure, in effect, creates a new way of salting the password through the embedding of salt values within the alphabet value entries of the value matrix. 

1.6.2 Password Strength 

As mentioned earlier, with 30 thumbnail images to choose, the effective size of the alphabet is 930, (30 + (30*30)). Passwords formed with so large an alphabet space are quite strong. Thus, 7-entry long passwords have 9307 possible values for a password space of approximately 6.017009e+20, which is an order of magnitude greater than that for 10- character long, alphanumeric passwords formed from the 95 printable ASCII character set, which is 9510 or approximately 5.987369e+19. The general strength relationship between visual passwords formed from a 30-element matrix versus textual passwords formed from the 95 printable ASCII characters is approximately where Ntp is the required character length for textual password input, Npp is the corresponding input sequence length required for Picture Password, and is the “ceiling” function. In simple terms this means that image sequences formed with dual selection styles require approximately one-third less length than that of a traditional alphanumeric password. This presumes, of course, that just as additional keystrokes are needed to select special and capital characters on a keyboard, a comparable number of additional strokes are used when forming an image sequence involving paired image selections. just as additional keystrokes are needed to select special and capital characters on a virtual keyboard, a comparable number of additional strokes are used when forming an image sequence involving paired image selections.
	Textual Password Length
	6
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	10
	11
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	Image Sequence Length
	4
	5
	6
	6
	7
	7
	8


Input Length Comparison
1.6.3 Mechanism Protection 

Picture Password relies primarily on two forms of authentication information: the cryptographic hash of the password string computed from the enrolled image selection, and the value matrix that maps selected thumbnails to their underlying alphabet values, each containing an embedded salt. The confidentiality and integrity of both pieces of information must be protected by the underlying operating system. At a minimum, this information is safeguarded through strict file access control settings. However, should read access to this information be gained somehow, the authenticating image sequence is inherently resistant to discovery, requiring a difficult and exhaustive brute force effort to uncover. Access controls alone may not provide sufficient protection for all handheld device environments. Other, more subtle, ways exist that an intruder might use to foil the authentication mechanism. The following items list some common threats that should be safeguarded against to minimize the possibility of a successful attack on an implementation of Picture Password: 

· Personnel Information Management (PIM) or other applications that run as root by default may be exploited as a potential avenue for gaining access to the authentication information, as well as other information. 

· Program binaries may become compromised and replaced with Trojan versions that capture user input or intermediate clear text forms of the password. 

· Program interfaces, system resources, and device interfaces may be manipulated to cause the mechanism to be bypassed completely or to fail in a way such that it does not perform the password computation procedure correctly and is compromised. 

· Spoofing may be used to grab user input either when images are being selected or when the image sequence is being handled. 

· Savaging or sniffing may be used to obtain user input either when images are being selected, when the image sequence is being handled, or after the authentication mechanism terminates execution.
1.7 Memory Retrieval 

Different graphical password schemes leverage different types of memory retrieval through their design. The differing kinds of retrieval affect not only memorability, but other factors, such as the time to login, or the ease of use. Recall and recognition are processes of retrieving information from memory. Framed in early work as opposite memory tasks, recall is the process of remembering a specific focus when the context is provided, whereas recognition is the process of remembering the contextual information when the focus is provided . Recall can be divided into cued-recall, where a cue provides assistance in retrieval of the correct memory, and free recall, where no support is given. Recognition is almost always found to be superior to recall, and there are several theories that attempt to explain the differences. One of the most prominent theories of retrieval is the generate-recognize theory. This theory posits that retrieval is a two-step process, consisting of both generation and recognition phases. For example, there are two phases to retrieve the memory of a word. In the generate phase, long term memory is searched, and a list of candidate words is formed. Then in the recognize phase, the words in the list are evaluated to see if they can be recognized as the soughtout word. The model assumes that words occupy fixed positions in memory, with one (or occasionally, a small number of) meaning(s). When a word is encountered, a “tag” is appended to the word memory, giving some description of the situation of the encounter. In the recognition phase, these tags are assessed to determine if the item is correct. The generate-recognize theory explains some of the differences between recognition and recall memory. Since recognition memory does not utilize the generation phase, it is faster and easier to perform. The theory also explains the benefits of cueing on memory retrieval. A cue can help not only in generating a relevant candidate list, but also in recognizing the appropriate word from that list. Although the generate-recognize model explains a number of experimental findings, there are also findings that contradict the model, or whose results are not accommodated by the model. Most notably, the theory has difficulty explaining the success and failure of some kinds of cueing. Studies have shown that it is best when the cue for a studied list item is consistent, because where it is changed (e.g., “sail” vs. “gravy” for boat) subjects have a harder time recalling the appropriate word. However, in studies of recognition, even non-studied cues can aid the retrieval of unrecognized words. In reaction to research about the effects of unlearned cues on recall memory, Tulving and Thompson posited the encoding specificity theory. This theory states that only stored information can be retrieved, meaning that only the information processed at the time of storage can later be used as retrieval cues. If semantic information about a word is processed at the time of learning, then that information can successfully be used to cue memory. Thus, the word “table” can only be used to cue memory of the word “chair” if the subject encodes the semantic information linking the two objects at the time of encoding. According to the encoding specificity theory, if the word “violet” is encoded in the context of a flower name, it will not be successfully cued with the suggestion of a colour name. One of the major differences between the generate-recognize theory and the encoding specificity theory is the assumed level of complexity of the retrieval process. Generate-recognize is a two-process theory, indicating that retrieval is a different process in recall and recognition. Since recall requires both the generation and decision phases, it is fundamentally more complex than recognition, which requires only the decision phase. In contrast, the encoding specificity theory assumes that retrieval is an automatic and uncomplicated process, and the complexity occurs in the encoding task. Evidence exists to support both theories, and neither has been conclusively supported. A further distinction made in the memory literature is between free recall and cued-recall. Cued-recall occurs when retrieval is aided by the presence of a cue. Different cues can be more or less effective, and it is not always clear what will make a good cue to memory. Associative-strength theory says that a cue is effective if it has previously occurred with the remembered event in the past. The more frequently the events have occurred together, the higher the associative strength and the more effective the cue. Associative strength theory assumes that memory is structured as a network that connects all items in memory. Items in memory with stronger ties between them make better cues, and the strength of the tie is increased by the frequency with which the two items occur together. In contrast, encoding specificity theory says that the most effective cues are the cues that are present at the time of remembering.
1.8 Types of Graphical Passwords 

There are many types of graphical passwords, but we focus on the categorization often made by distinguishing the kind of memory leveraged by the scheme: 
Recall-based: Also known as drawmetric, these systems ask the user to reproduce a drawing on a grid. Example schemes include Draw-a-Secret (DAS). 
Cued recall-based:  In these passwords, the user is asked to accurately click on points on an image (also referred to as locimetric or click-based graphical passwords). Example schemes include Pass Points. 
Recognition-based: Also known as cognometric, these schemes ask the user to recognize and identify images belonging to their set of password images from a set of distractor images. An example scheme is PassFaces. 
Most drawmetric graphical password systems leverage the picture superiority effect by using a grid-drawing exercise, but there is no particular reason that a drawing task is necessary. In any graphical password system where no cue is given, the password system will leverage free recall. Different locimetric graphical password systems utilize different methods of password entry, but all locimetric graphical password systems provide users with visual cues to help them more easily recall and distinguish their passwords, thus leveraging cued-recall. Cognometric graphical passwords work by presenting a grid of images, where one image belongs to a known set of “password” images, and the other images are distractors, and the user must correctly choose the password image to authenticate. They leverage recognition memory by explicitly displaying all possible choices to the user, and expecting them to recognize the correct option. Most graphical password systems allow users to select their own passwords. However, work on user-choice in graphical passwords has shown that users tend to choose predictable passwords that can be exploited in a dictionary attack. Assigning random passwords protects against this kind of attack. In some cases, the predictability of user-chosen passwords can significantly affect the security of the system. Davis, Monrose, and Reiter showed that users tended to choose Pass faces passwords with strong gender and attractiveness biases, and these biases opened the passwords to attack. Following these results, Pass faces changed to assigned random passwords. Since it is not clear that users choose equivalently predictable passwords in the three types of graphical password, a fair comparison of the categories would need to assign random passwords. This would ensure that the security of the systems was equivalent, allowing a valid comparison of memorability and usability. Assigning passwords presents different challenges for the different types of graphical password. The complexity and granularity of existing drawmetric password systems makes assigning passwords difficult. Clearly conveying the appropriate details is problematic in systems where there are many subtle nuances to password entry that can be dicult to convey to users. Existing locimetric schemes such as Pass Points require precise input that can create difficulties in communicating assigned passwords to users. However, there is no reason that a visual cue could not be used in a password system that required less precise input. Cognometric passwords are easily assigned by showing the user their set of password images at password creation. In the next section, we present our approach that allows all three categories of passwords to be assigned in a similar way.
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Password creation interfaces for the three graphical password schemes used in the study
1.9 PASSTILES 

PassTiles is a new graphical password system that we created for use in this research. We designed PassTiles to be able to compare different types of memory retrieval within the same password system. To be able to easily assign passwords to users, we combined features of DAS, Pass Points and Passfaces. In PassTiles, the user is presented with a grid of password tiles and their password consists of five password tiles, which are randomly assigned by the system. To log in, the user must click on the correct password tiles. The order of tile entry is not significant. Blank PassTiles is a version of PassTiles that uses a grid with a blank background. Having a blank background makes password retrieval a free recall task for the user, similar to DAS. The patterns formed by the password tiles are similar to a mosaic and thus leverage visual memory similarly. Image PassTiles  superimposes the grid of password tiles over an image, to allow users to remember their password in relation to the background image. Similar to PassPoints, Image PassTiles takes advantage of cued-recall memory, and the background image provides users with a cue to help them remember their password tiles. Object PassTiles works similarly, but in each password tile, an object image is shown, creating a grid of smaller object images. The password consists of a set of objects that the user must click on to login. The same set of object images is always shown, but they are shuffled at every login. As in Passfaces, Object PassTiles takes advantage of recognition memory, where the user’s password objects are always shown on the screen, but they must rely on recognition memory to find them in the shuffled grid. Without shuffling, users would be able to rely on recall to remember the positions of the password tiles. Our usage model was a standard desktop or laptop computer, with a colour display and a mouse or trackpad for input. In the context of graphical passwords, we feel it is important that cued-recall involve a cue that is specific to the password being entered, rather than a cue that would apply to any (and all) passwords. This distinguishes the type of recall leveraged in Blank PassTiles and Image PassTiles. To make certain all of the cues (or objects to be recognized) were distinct, the image sets in our studies never overlapped. 
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One of the three websites used in the studies, showing the PassTiles password creation screen
Our goal for PassTiles was to create a password system that could be used as a common framework to compare recall, cued-recall, and recognition graphical passwords. We needed a system that permitted random assignment of passwords and was easy to learn. Learnability was emphasized because we wished the schemes to be viable in a real-world situation, and not require participants to undergo extensive training. All PassTiles schemes were designed to help the user understand the scheme and practice entering their password as part of the password creation process. Although existing graphical password systems leverage different kinds of memory, the schemes vary in appearance and functionality, and it would have been difficult to compare the effects of memory retrieval without other confounds. In addition, the complexity and fine detail of many existing schemes make it difficult to assign passwords and communicate them clearly to users. The complexity of existing systems also presented confounds in the form of learn ability of different schemes. PassTiles needed to be comparable, flexible, easily learnable, and present assigned passwords clearly.
1.10 Textual Password Schemes 

1.10.1 Traditional passwords 

Traditional user-chosen textual passwords are fraught with security problems because of password reuse and predictable patterns. Different password restriction policies (e.g., increasing the minimum password length, requiring a combination of different types of characters, and using password strength meters) have been deployed to get users to create stronger passwords. However, in separate studies, Proctor et al. and Shay et al. report that such policies do not necessarily lead to more secure passwords but do adversely affect memorability in some cases. 
1.10.2 Mnemonic Passwords

Kuo et al. studied passwords based on mnemonic phrases, in which the user chooses a memorable phrase and uses a character (often the first letter) to represent each word in the phrase. Their results show that user-selected mnemonic passwords are slightly more resistant to brute force attacks than traditional passwords. However, mnemonic passwords are found to be more predictable when users choose common phrases to create their passwords. A properly chosen dictionary may further increase the success rate in guessing mnemonic passwords. 
1.10.3 System-assigned passwords 

System-assigned random textual password schemes are more secure but fail to provide sufficient memorability, even when natural-language words are used. Wright et al. compared the usability of three different system assigned textual password schemes: Word Recall, Word Recognition, and Letter Recall. None of these schemes had sufficient memorability rates. 
1.10.4 PTP 

Forget et al.  proposed the Persuasive Text Passwords (PTP) scheme, in which the user first creates a password, and PTP improves its security by placing randomlychosen characters at random positions into the password. PTP is resilient against attacks exploiting password reuse and predictable patterns. Unfortunately, the memorability for PTP is just 25% when two random characters are inserted at random positions. 
1.10.5 Cognitive questions 

Furnell et al. revealed the potential of cognitive questions and reported a high level of user satisfaction in using them for primary authentication. However, Just and Aspinall showed the usability and security problems of using cognitive questions for authentication, and several other studies point out the vulnerability of this approach to targeted guessing attacks. 
1.11 Graphical Password Schemes 

Graphical password schemes can be divided into three categories [8], based on the kind of memory leveraged by the systems: 

· Drawmetric (recall-based), 

· Locimetric (cuedrecall-based), and 

· Cognometric (recognition-based). 
1.11.1 Drawmetric 

The user is asked to reproduce a drawing in this category of graphical passwords. In Draw-a-Secret (DAS), a user draws on top of a grid, and the password is represented as the sequence of grid squares. Nali and Thorpe have shown that users choose predictable patterns in DAS that include drawing symmetric images with 1-3 pen strokes, using grid cell corners and lines (presumably as points of reference) and placing their drawing approximately in the center of the grid. BDAS intends to reduce the amount of symmetry in the user’s drawing by adding background images, but this may introduce other predictable behaviors such as targeting similar areas of the images or image-specific patterns. DAS and BDAS have recall rates of no higher than 80%. 
1.11.2 Locimetric 

The password schemes in this category present users with one or more images as a memory cue to assist them selecting their particular points on the image(s). In the Passpoints scheme, users select a sequence of click-points on a single image as their password. Cued Click-Points (CCP) is a modified version of Passpoints, where users sequentially choose one click-point on each of five images. Dirik et al. developed a model that can predict 70-80% of users’ click positions in Passpoints. To address this issue, Chiasson et al. proposed Persuasive Cued Click-Points (PCCP), in which a randomly-positioned viewport is shown on top of the image during password creation, and users select their clickpoint within this viewport. The memorability for PCCP was found to be 83-94%. In a follow-up study, Chiasson et al. found predictability in users’ click points, showing that in Passpoints, the click points are roughly evenly spaced across the image, in straight lines starting from left to right, and either completely horizontal or sloping from top to bottom. The authors indicate that predictability is still a security concern for PCCP. 
1.11.3 Cognometric 

In this recognition-based category of graphical passwords, the user is asked to recognize and identify their password images from a set of distractor images. Passfaces is the most studied cognometric scheme as it is commercially deployed by a number of large websites. The commercial Passfaces product assigns a random set of faces instead of allowing users to choose, since the research has found that users select predictable faces, biased by race, gender, and attractiveness of faces. However, Everitt et al. show that users have difficulty in remembering system-assigned Passfaces. Davis et al. proposed the Story scheme, in which users select a sequence of images as their password and, to aid memorability, are encouraged to mentally construct a story to connect those images. During login, users have to identify their images in accurate order from a panel of decoy images. Though the user choices in Story are found to be more varied than the face-recognition-based scheme, the results still display some exploitable patterns, and the user study showed a memorability rate of about 85%.
1.11.4 Cued-recognition 

All prior graphical password schemes show either deficit in memorability, security, or both. A cognometric scheme called Cued-recognition (CuedR) was recently proposed by Al-Ameen et al. [5]. CuedR includes spatial and verbal cues designed to aid recognition of the images of objects, and in a lab study with 37 participants, it had 100% memorability one week after registration. This suggests that the use of cues is very promising and motivates further study. In particular, their study relied on user feedback to discern the relative importance of different cues. They did not actually study the impact of different cues in an experiment. Our deeper investigation on this issue, through direct comparisons between schemes offering different combinations of cues, indicates that relying solely on user feedback might not be reliable in this context (see §6 for detailed discussion). Further, the commercially deployed Passfaces scheme uses face images instead of object images, and it is unclear which should be used. We also examine this issue in our study.

CHAPTER 2
LITERATURE SURVEY

1. “RSA SCHEME WITH MRF AND ECC FOR DATA ENCRYPTION” CHAUR CHIN CHEN, (2004)
The security of multimedia over network transmission has recently attracted a lot of researchers. This paper combines schemes of cryptography with steganography for hiding secret messages. Given secret messages, for example, an English sentence, our scheme first converts the messages to an M × N binary image which is then covered by a binary random texture synthesized from a 2D Ising Markov random field using the seed, a shared secret key, between the sender and the receiver, generated by the strategy of elliptic curve cryptography (ECC). The concealed messages are then encrypted based on the RSA scheme for transmission. In a digital multimedia era, the security of multimedia over network transmission and information concealment raises an increasing interest. The issues have been discussed in the E-commerce and Web-commerce society sporadically. Recently, Petitcolas et al reported a survey of information hiding methods, Cox et al. and Yu et al. reviewed the watermarking techniques. As the technology moves, a hybrid scheme, based on combining the concept of cryptography, steganography and watermarking was investigated. Dittman, Wohlmacher, and Nahrstedt reported using cryptographic and watermarking algorithms [4]. Chen [1] adopted an Mrf texture image model [5] with RSA for hiding secret messages. This paper combines RSA, ECC [11], and Mrf to increase the difficulty of of attacks with the length reduction of cryptographic keys and a possible image texture cover. Steganography is a Greek ancient art of hiding information and is currently exploited to either put a digital image on the secret messages to hide the information or to insert watermarks into a digital image, audio, and video, to protect an intellectual property or to claim the copyright of ownership. The research of using steganography is to invent an intelligent use of camouflage such that no one except an authorized person can recover the secret messages. This paper proposes a framework of using a cryptographic algorithm associated with an Ising Mrf texture model to cover a secret message to achieve information concealment before doing a conventional RSA data encryption. The issue is that the synthesized texture by an Mrf using the authorized key derived from an elliptic curve cryptography is presumably difficult to be revealed. Furthermore, the Mrf parameters take floatingpoint numbers which increases the complexity of intrusion. For the future work, some other texture models such as Gaussian Mrf models, fractal models, Gabor filters, and time seriers models may be used instead of Ising Mrf for information concealment under our proposed framework.
2. “BIOMETRIC INSPIRED DIGITAL IMAGE STEGANOGRAPHY” ABBAS CHEDDAD, JOAN CONDELL, KEVIN CURRAN AND PAUL MC KEVITT, (2008)
Steganography is defined as the science of hiding ―data in a transmission medium. The main objectives while hiding data are its undetectability, robustness against image processing and other attacks, also the capacity of the hidden data - how much data we can hide in the carrier; are the main factors that differentiate it from other similar techniques such as watermarking and cryptography. Steganography can be described as Cryptography‘s dark cousin. In this paper we discuss using human skin tone detection in colour images to form an adaptive context for an edge operator which will provide a secure location for data hiding. When it comes to printing images and other data, the prevalent technology is based on ―What You See Is What You Get‖ (WYSIWYG). However, this does not always hold true and it would certainly not fool a Steganographer. Images can be more than what we see with our Human Visual System (HVS). For decades people strove to create methods to communicate secretly. The principles behind Steganography are described elsewhere, here we aim to provide a brief history of Steganography. The remainder of this section highlights some historical facts and attacks on methods (Steganalysis). The word ‗Steganography‘ is made up of two Greek words, steganos meaning covered or concealed and graphei meaning writing. The idea has been used in various forms for thousands of years, the earliest known record dating to the 5 th Century BC, a slave Histiaeus had a message tattooed on his shaved head and was later dispatched when his hair had grown back. In Saudi Arabia at the King Abdulaziz City of Science and Technology, a project was initiated to translate some ancient Arabic manuscripts on secret writing which are believed to have been written 1200 years ago, some of these manuscripts were found in Turkey and Germany. A little over 500 years ago, the Italian mathematician Jerome Cardan reinvented an ancient Chinese method of secret writing. The method goes as follows: Identical paper masks with holes are shared among two parties, one of these masks is placed over a blank paper and the sender writes his secret message through the holes and then takes the mask off. The remaining blanks are filled so that the letter appears to be ordinary text. This method is credited to Cardan and is called the Cardan Grille [4]. In more recent history during World War II, the Nazis invented several Steganographic methods such as Microdots, invisible ink and null ciphers. With developments in Computing power, the internet and Digital Signal Processing (DSP), Information and Coding Theory, Steganography went „Digital‟. The Digital World provided a whole realm of possibilities to the advancement of Steganography. Its existence has created various interesting applications of the science. Steganography does not necessarily exist in still images, hidden messages can be embedded in audios, videos and even in simpler formats such as Hyper Text Markup Language (HTML), Executable files (.exe), Extension Markup Language (XML). As stated earlier, steganography has very interesting applications such as in Smart IDs where the individual‘s details are embedded into their photographs, copyright control of materials, enhancing the robustness of image search engines, companies‘ circulation of secret data. Other applications include audio-video synchronization. One of these applications is the use of steganography in Medical Imaging Systems where there confidentiality of the patient is of the utmost importance, it is necessary to separate the patients‘ image data (scans, X-ray results, DNA sequences and the like) and the patient information (Name, Address and other details). However a link must be maintained between the two to avoid misreading of data. Embedding the patient data within the image could prove to be a useful safety measure. In this context, it can cause some dispute that this violates the patient‘s data confidentiality as it becomes common knowledge that there exists decodable data within an image. 

3.“A NOVEL PHASE CODING TECHNIQUE FOR STEGANOGRAPHY IN AUDITIVE MEDIA” MARCUS NUTZINGER, JÜRGEN WURZER, (2011) 
Steganography is used to embed secret messages in cover media. This is especially important in areas where the use of cryptography is prohibited. In this paper we introduce a novel steganographic algorithm applicable for audio data as cover media. The proposed algorithm is based on the phase coding technique which embeds data in the phase spectrum of the frequency domain signal. Differing from previous works we retain the original phase values in order to best keep the quality of the cover audio signal. Secret bits are embedded by introducing a configurable phase difference between selected chunks of blocks from the cover medium instead of discarding the original phase values and introducing a random phase like other approaches. Variable parameters guarantee the security of our system and we show that the wrong selection leads to high reception errors. Also robustness tests were performed using popular signal processing operations like noise addition, cropping and resampling, giving reasonable results. In addition listening tests show that the original audio quality is not noticeable reduced by our algorithm. After pointing out related approaches we highlight our contributions with respect to the embedding and extraction processes. Also a view on the synchronization issue at reception is given. This is a vital part for the steganographic receiver when the communication happens for example over a mobile network Steganography is the science which deals with hidden information exchange. While cryptography protects the content of secret data, the goal of steganography is to conceal the mere existence of secret information. In technical steganography, digital data, like images, audio and video files, are used as cover media. In our research project the focus has been set to auditive media, especially in relation to real-time communication and Voice over IP (VoIP). In contrast to the human visual system (HVS) which is attracted by images, the main recipient for audio data is the human auditory system (HAS). Due to the fact that the HAS is more prone to slight disturbances of the medium, dealing with audio steganography is more subtle. Further the usual bandwidth of audio media is less than that available for other cover media types. Hence a steganographic channel used over an auditive cover media provides less throughput [5]. When applied to auditive media, a steganographic algorithm has to fulfill three important requirements: Undetectability and perceptual inaudibility, the robustness against removal or destruction and the ability to transfer large quantities of data. In the context of audio steganography, undetectability means that an observer cannot detect modifications made to the cover medium. An observer can be an analysis tool inspecting a WAV file or an attacker eavesdropping a VoIP call. Inaudibility for the HAS also belongs to this requirement. The embedding has to be done in a way that a human listener cannot distinguish between audio data with or without embedding. Hence the embedding process shall not degrade the quality of the underlying audio data. Because VoIP is packet based and due to its real-time requirement it is necessary for packets to arrive at their destination as soon as possible. Usually packets arriving out of sequence are discarded. The robustness constraint minimizes the influence of this transmission behavior on the embedded data. In addition media conversion is a common feature performed by a multitude of devices. This happens for example in the case of a communication between devices using different audiocodecs. Such conversions are likely to introduce bit errors and de-synchronization. Intentional modifications can affect the embedded data as well. An algorithm shall therefore be robust against common signal processing modifications and attacks including noise addition, resampling, compression, time-scale modification (TSM) and cropping. The capacity criterion is directly bound to the undetectability and inaudibility of the embedded information. The more that is embedded into a cover medium, the easier it is for an eavesdropper to detect the steganographic application as more modifications have to be done to the original audio signal . Therefore a trade-off has to be found between inaudibility and capacity. The main contribution of this paper is the advancement of the phase coding technique in a way that the original phase is preserved instead of being replaced by randomly generated phase values as in related approaches . In our algorithm each block from the cover audio signal is split into several chunks, introducing a configurable phase difference between every two chunks. Regarding the security of the algorithm we supply a number of configurable parameters which control the embedding and extraction processes. The security of the system therefore lies in the steganographic key, i.e. the provided parameters. This paper is organized as follows: In the original phase coding algorithm as well as related approaches, dealing with enhancements of this technique, are described. Section III details our novel approach of a phase coding algorithm for steganography. This section is split into three parts: The first part describes the process of embedding. The second part deals with the extraction, i.e. the localization of embedded data. In the third part of Sect. III the synchronization issue is explained, which is a vital part of our system when used on channels where resampling is performed. The approach from deals with interaural phase differences (IPD). The IPD denotes the relative phase between the left and right channel of a stereo audio signal and carries the spatial information for the HAS. To embed a single bit the sign of the IPD is set according to the bit state. Therefore the system needs no operation if the IPD already has the correct sign. Otherwise a rotation matrix is used to invert the sign of the IPD.
2.1 EXISTING SYSTEM

· We argue that this is because existing password schemes do not fully leverage humans’ cognitive strengths, and we thus examine techniques to enhance password memorability that incorporate scientific understanding of long-term memory.

· All of these were significantly higher than the control conditions representing existing graphical password schemes.

· In existing cognometric graphical password schemes, mouse input is used to select an image, where the images in a portfolio remain the same but are positioned randomly each time that a portfolio is loaded to compensate for shoulder surfing risk during login.

· The existing recognition based schemes are presented through our control conditions, FaceR and ObjectR schemes also use mouse input to select images.

· FaceR and ObjectR schemes represent existing graphical password schemes that use just the visual memory of users.
· This was done to keep the control conditions the same as existing cognometric schemes while ensuring reasonable protection from shoulder surfing in the spatial-cue conditions.

· That verbal cues and user interaction made an important contribution to gain significantly higher login success rate as compared to the control conditions representing existing graphical password schemes.
2.1.1 Disadvantages of existing system

· Traditional user-chosen textual passwords suffer from security problems because of password reuse and predictable patterns.
· The usability and security problems of using cognitive questions for authentication, and several other studies point out the vulnerability of this approach to targeted guessing attacks.

· We made a deeper investigation of this issue through a direct comparison between schemes offering different combinations of cues, and we found that spatial cues did not significantly contribute to enhance memorability, while verbal cues made a significant contribution in this regard.

· We plan to explore this issue deeper through a field study in a real-life setting and identify more ways for actively compelling users to engage with the interaction activity.

· In particular, we examine the impact of using memory cues, including spatial cues in which images in a portfolio are shown in the same position each time and verbal cues in which each image is presented with a phrase or fact related to the image. 

· To explore the impact of cues and user interaction on graphical recognition, we design a control condition for face recognition, in which the images in a portfolio remain the same but randomly positioned each time that portfolio is loaded, as in Passfaces.

· In this paper, we aim to understand the impact of spatial and verbal cues in improving the memorability of cognometric graphical passwords. 

· We would also make a deeper investigation to understand the impact of cues and user interaction in improving the memorability of passwords for the people with different cognitive limitations.
2.2 PROPOSED SYSTEM
· A new graphical password authentication technique is proposed which is resistant to shoulder surfing and also other types of possible attacks to some extent.
· Our proposed technique is resistant to shoulder surfing to some extent and also to other possible attacks. It is a combination of recognition and recall based approach.

· A proposed system provides a strong security against brute force and guessing attacks as it has a good combination of two types of graphical passwords. 

· It is difficult to guess the password system by a person or by a computer by trying millions of possibilities. In proposed system, we use a click-based graphical password system. 

· During password creation, User has to upload a image of his choice which is further used for authentication. After this process the same image is displayed to user to select a part of this image .

· This selected image area details (co-ordinates of selected area) are stored in system. In user login process, user uploaded image displayed to user, user has to select same part or area of that image that he selected in password creation process. 

· If not user is unable to login into the system. Therefore this works encouraging users to select more difficult passwords to guess.
2.2.1 Advantages of proposed system

· The top performance of the system-generated mnemonic and picture condition was due, at least in part, to picture creation.

· This encoding helps people to remember and retrieve the processed information efficiently over an extended period of time.
· JPEG compression uses DCT to transform successive sub-image blocks (8x8 pixels) into 64 DCT coefficients.

· Data is inserted into these coefficients‘ insignificant bits. However, altering any single coefficient would affect the entire 64 block pixels.

· This method takes statistical global features of the image before attempting to interact with its DCT coefficients. 

· The statistics will determine where to make the changes. This method applies a random adaptive selection of pixels depending on the cover image. 

· In a particular block, the pixels with a large local STD (Standard Deviation) are selected. This, in order to avoid areas of uniform color. e.g., smooth areas, blue sky.

· Its weak resistance to attacks left researchers wondering where to apply it until they successfully managed to apply it within the frequency domain. DCT is used extensively in video and image lossy compression.

2.3 FEASIBILITY STUDY
The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some understanding of the major requirements for the system is essential.

Three key considerations involved in the feasibility analysis are:

· Economical feasibility

· Technical feasibility

· Operational feasibility

2.3.1 Economical Feasibility
This study is carried out to check the economic impact that the system will have on the organization.  The  amount  of  fund  that  the  company  can  pour  into  the  research  and development of the system is limited. The expenditures must be justified. Thus the developed system as well within the budget and this was achieved because most of the technologies used are freely available. Only the customized products had to be purchased.

The economic feasibility based on the terms of:

· Time

· Cost

· Man power

2.3.2 Technical Feasibility
This study is carried out to check the technical feasibility, that is, the technical requirements of the system. Any system developed must not have a high demand on the available technical resources. This will lead to high demands on the available technical resources. This will lead to high demands being placed on the client. The developed system must have a modest requirement, as only minimal or null changes are required for implementing this system.

2.3.3 Operational Feasibility
The aspect of study is to check the level of acceptance of the system by the user. This includes the process of training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some constructive criticism, which is welcomed, as he is the final user of the system.

CHAPTER 3
SYSTEM SPCIFICATION
3.1 HARDWARE REQUIREMENTS:
· Keyboard
· Mouse
· Hard disk 500GB
· Ram 4 Gb 
3.2  SOFTWARE REQUIREMENTS:
· Operating System : Windows 10
· Language              : Arduino UNO C++
CHAPTER 4
SYSTEM DESIGN AND DEVELOPEMENT

DATA FLOW DIAGRAM
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CHAPTER 5
TESTING AND IMPLEMENTATION

5.1 TESTING

 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 5.1.1Unit Testing


Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

5.1.2 Block Box Testing

Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.

5.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

CHAPTER 6

RESULT AND DISCUSSION 
Now, when the user login, it will give the user name and an image as a password, this image is then compared it the stored password image, which is first decrypted and checked with the image and it the match, is successful then the details stored for that user will be accessed. 

Main Screen
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Main Screen Form
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Image Encryption
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Image Decryption Form
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User Registration Form
This is the type of form in which we have registered the new user
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Login Form
CHAPTER-7

CONCLUSION
CONCLUSION
This paper is tried to improve the remembrance of password as a picture. It is prove that human being is more convenient to remember a picture than a text. This is an attempt to improve the process of normal password system to some other manners. We are try to develop a software to implement this process of remembrance password as a picture. In the future enhancement we will implement this system where we can encrypt the whole data in the image and also the image can also be encrypted so in this way there will be implementation of the double protection of the data.
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