

CLOUD FIREWALL UNDER BURSTY AND CORRELATED DATA TRAFFIC: A THEORETICAL ANALYSIS
                                                    ABSTRACT

Cloud firewalls stand as one of the major building blocks of the cloud security framework protecting the Virtual Private Infrastructure against attacks such as the Distributed Denial of Service (DDoS). In order to fully characterize the cloud firewall operation and gain actionable insights on the design of cloud security, performance models for the cloud firewall become imperative. In this paper, we propose a multi-dimensional Continuous-Time Markov Chain model for the cloud firewall that takes into account the burstiness and correlation features of the legitimate and malicious data traffic. By adopting the Markov-Modulated Poisson process (MMPP) and the Interrupted Poisson Process (IPP), we identify the workload conditions under which the cloud firewall might be subject to a loss of availability. Furthermore, by comparing the IPP and Poisson attacks, we numerically verify that the cloud firewall is inherently vulnerable to a burstiness-aware attack which might seriously compromise its operation. Additionally, we characterize the joint harmful impact of burstiness and correlation on the cloud firewall that might lead to performance degradation. Finally, we design an elastic cloud firewall by proposing a MMPP-driven load balancing procedure that provisions virtual firewalls dynamically while fulfilling a Service Level Agreement (SLA) latency specification.
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CHAPTER 1
1.1  INTRODUCTION

With an Internet-driven service model, Cloud Service Providers (CSPs) have delivered their customers a performant, reliable, secure, scalable, and high-available service. a representative scenario of a cloud data center where each customer has its own virtual private infrastructure (VPI) that, based on the vendor, might be named differently. For instance, the VPI is called Azure Virtual Network (VNet) and Virtual Private Cloud (VPC) for the Microsoft and AWS cloud services respectively. VPIs have become a compelling feature to most enterprises since it allows for a fast service deployment without major up-front investments. Since the VPI is web-accessible, it is worldwide reachable by its legitimate users and also malicious users. To prevent unauthorized access to the VPI, CSPs leverage the cloud security as a way to protect and secure the cloud operation. The cloud security components such as cloud firewalls (virtual firewall1 -vFW) and virtual IDS are integrated to a load balancer (LB) which might commit virtual resources by scaling out virtual machines (VMs) as the workload grows and releasing them when it shrinks. With the exponential upward trend towards the cloud adoption, distributed denial of service (DDoS) attack triggering individual enterprise’s VPI with goal of disrupting its operation and making it unavailable or unresponsive has become the major threats to CSPs. According to Cisco, the number of DDoS attacks grew 172% in 2016 and it is expected that it will increase 2.5-fold to 3.1 million by 2021 globally. In this vicious landscape, cloud firewalls stand as one of the major security barriers to prevent malicious users from getting unauthorized access to the cloud resources. In order to compromise the cloud firewall, a DDoS might overwhelm it with data packet in order to slow down its operation. Consequently, it becomes mandatory to characterize the performance of cloud firewalls under legitimate traffic and DDoS attack. To accurately evaluate the performance of a cloud-based firewall, the full characterization of the system and workload should be put forward. While performance models for the virtual firewall have been the subject of a growing interest in literature, there is a lack of studies considering a suitable statistical characterization of the incoming traffic and its effect on the virtual firewall performance. In this respect, previous works have analyzed the cloud firewall under the assumption that the arrival process of data packets for legitimate and malicious users follow independent Poisson process while it is well known that the Internet traffic is bursty and correlated in nature. 
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Furthermore, a statistical comparison between the data traffic generated by legitimate clients and illegitimate ones reveals that malicious attacks differ not only in terms of intensity but also in terms of burstiness. Since the proper understanding of cloud firewalls under DDoS attacks will pave the way for a more secure cloud service provisioning, it becomes pivotal to analyze its performance under bursty and correlated data traffic. In order to narrow the gap in literature, this paper proposes a multi-dimensional Continuous Time Markov Chain (CTMC) model for the cloud firewall that captures burstiness and correlation features of the arrival process. To this end, we adopt the Markov-Modulated Poisson process (MMPP) to model the legitimate and malicious traffic loads. MMPP has been widely and successfully used to represent many types of data traffic since it can capture the time-varying arrival rate and the important correlations among inter-arrival times while enabling analytical tractability. Considering the MMPP arrival process, we are able to fully characterize the cloud firewall performance under different settings of legitimate and illegitimate workloads such as Interrupted Poisson Process (IPP) and Poisson arrival process that are special cases of the MMPP. Moreover, we derive an elastic cloud firewall by means of a LB procedure that dynamically scales out virtual firewalls to effectively and efficiently respond to an upsurge in the workload while satisfying a Service Level Agreement (SLA) latency specification. Firewalls typically are deployed at the entry point of the network and defend against malicious threats and hostile attacks. Firewalls operate by inspecting incoming and outgoing traffic flows using a rule-based engine. This engine matches the packets sequentially with a predefined set of rules, namely access rules, and decide whether to block the packet or not. Most of the commercial firewalls, especially those deployed in industrial networks have a huge rule-base or Access Control List (ACL) (e.g. Cisco ASA). Thus, firewalls consume large amounts of resources in the network and spend a significant time for higher-level packet assessment. Since firewalls are usually deployed at the entry point of the network, they can naturally become a performance bottleneck spot in the network. 
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Path of incoming packets from the NIC to the firewall
Firewall performance is an important factor in enforcing network security, especially when the network is under attack. These attacks are generally distributed denial of service attacks (DDoS) launched from botnets. From holding up a simple website, to blocking access to an application to make a political statement, DDoS is a growing concern for enterprises, and these threats are expanded in scope and impact. If the firewalls are not well designed to withstand against the mentioned attacks, they may jeopardize the overall security of the network in which they are deployed. Performance modelling and analysis of network firewalls is beneficial for a deeper understanding of their dynamics and behavior. For instance, by having a theoretical model in hand, firewall designers can conduct simulations in order to avoid developing multiple design alternatives before settling on the implementation of the system, thus reducing the design cost. As well, network designers and network administrators can identify the optimal parameters and resource allocation in order to improve the overall performance of the network. Furthermore, we can employ a mathematical model to help the administrators chose the best reaction against the attack. In this paper, we propose the following contributions:
· We develop a mathematical performance model for a network firewall using a discrete-time queuing system.To accomplish this, we derive closed-form equations for throughput, delay, packet loss, and firewall CPU utilization. This model also considers the correlation between arriving packets. 

· We extend our model to consider multiple flows. This approach is closer to a realistic scenario where attacks are conducted using botnets and hence come to the network with different throughput and trigger different rules in the firewall’s rule-base. 

· We use our proposed model to introduce a potential DoS attack against the firewalls. This kind of attacks can be launched with a manipulated burstiness factor in order to attack the firewall with a low rate of DoS flow. We show that it can significantly increase the attack efficiency. 

· We evaluate the accuracy of our model by simulating using Matlab and comparing with the results already reported in.

1.2 Firewall 

A firewall is said to be a firmware or software that manages certain rules to make sure which type of data packets will pass or block through the network. The core function of a firewall is to reduce the risk of the flow of malicious packets passing through the network so that the security of the network users should not be compromised. The firewall could be implemented as standalone software applications or could be integrated with several network devices. The word firewall is a metaphor that could be compared to a physical barrier to protect fire, and a firewall in that case protects an internal or external network from cyber attacks. When a firewall is located at the corner of the network it provides low-level protection, auditing, and logging functions. 
[image: image3.png]Firewall:
Unauthorized traffic is blocked
authorized traffic is allowed through

I [ [




Firewall implementation within a network

It is revealed through literature that when companies shifted mainframe computers to the client-server model it became difficult to control the access to the server, so companies it as their priority. Before the emergence of the first firewall the only network security that was implemented at that time was an access control list (ACLs) that was included in routers. ACLs were responsible to decide about the IP (internet protocol) addresses to be passed or blocked through the network. It was observed with the outstanding growth of the Internet and an increased number of networks that ACLs are not enough to protect networks from cyberattacks. So basically, that was the motivation behind the emergence of the firewall and its implementation across the networks.
1.3 Types of firewalls:-  

· Packet Filter Firewall

· Stateful Inspection Firewall

· Application Gateway Firewall

· Circuit Level Gateway Firewall

1.3.1 Packet Filtering Firewall:- 

This type of firewall is configured to filter packet on both directions. Filter rules are based on information contained in network packet: Source IP Address, Destination IP Address, Source and Destination transport level address, IP protocol Field, Interface. The Packet Filtering firewall. If one of the rule is matched then that rule is invoked to determine whether to forward or discard the packet. If there is no match to any rule then a default action is taken. There are two default policies possible. 

· Default-Discard:- which is not expressly permitted is prohibited. 

· Default-Forward:- that which is not expressly prohibited is permitted.
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PACKET FILTERING FIREWALL
A simple packet filter firewall permits the inbound traffic on high numbered ports for TCP Traffic. This thing creates the vulnerability that can be exploited by hackers (Unauthorized access). 

1.3.2 Stateful Inspection Firewall: -

 This type of firewall makes the decision based on the individual packet basis and does not consider any higher layer context. Most of the applications that run on the top of the TCP flow are client server Model . A Stateful inspection firewall defines strict rule for the TCP traffic by making a directory of outgoing TCP connection. Stateful Inspection filtering stores the information about TCP Connection. When any packet is passed through the firewall it inserts the entry in cache. The Stateful inspection firewall is more secure than the Packet filtering firewall. 
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Stateful Inspection Firewall
1.3.3 Application Gateway Firewall: - 

This firewall operates in Application layer of OSI Model. Application Gateway firewall generally a proxy Server which does not allow user to directly enter in the Network [7]. By the help of application gateway the firewall may be less transparent. This type of firewall logs all the activities on the network. The application layer firewall is also classified as isolation networks. This firewall is based on computer or routers for the application level protection there is two common technologies are proxy firewall and intrusion protection system. These types of firewalls maintain complete connection state and sequencing information at application layer. This firewall may manage traffic for HTTP & FTP services. After the network processing on the packet the data of packet passed through the kernel space to application space then to the proxy server that is working on specific TCP or UDP port. 
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Application gateway firewall
The application gateway firewall classified in two types: 

1. Network based application gateway firewall 

2. Host based application gateway firewall . 

The network based application gateway firewall is also known as a proxy based or reverses proxy based firewall. These types of firewall blocks the specified context, such as websites, viruses etc.
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Network Application gateway Firewall

Host based application gateway firewall can monitor any application input, output or system services calls made from to or by an application. The host based firewall only provides the protection to application running on the same host. Host based application firewall may also provide network based application filtering.
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Host based application gateway firewall
1.3.4 Circuit Level gateway firewall: -

The circuit level gateway firewall is similar to the application level gateway firewall, but only one thing is different which is that instead of the interfering host computer an isolated sub-network is created between the external and internal networks. In some others words we can say that it is specialized function performed by application level gateway for certain application. The circuit level gateway used in a situation in which the administrator trust on internal users. The gateway configured to support application level for internal connection and circuit level for the outbound connection. This firewall is works on Transport layer. In this firewall the process is to create a virtual circuit between the internal clients and proxy server. Clients send the request to the server and server forward the request to internet after changing the IP address. Only Server IP address is visible to the external user. These types of connection are only used to connect Trusted Internal clients to the Internet.
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Circuit level gateway firewall
1.3.5 Common Attacks on Firewalls:-

The following attacks are occurred on the basic packet filtering firewall. 

· IP address spoofing

· Source routing attacks  

· Tiny fragment attacks 

· Port Scan

· Network Traffic flood 

· Malformed network packet

· Fragmentation attacks
1.4 Typology of firewalls 

Firewalls are among the older but still highly important tools in security and continue to play an important role both in home networks and in enterprises. Firewalls are components residing at the border of two networks and inspect traffic going from one to the other. Modern firewalls are powerful, fully featured security tools capable of matching incoming traffic against complex rules to protect the vast array of modern networks against numerous threats and malicious actors. For best security results, no traffic should bypass the device to guarantee inspection of the whole communication process. Reflecting the historic development of these security tools, firewalls are grouped into three types. The most simple are packet filters. They hold a number of rules which define allowed or disallowed traffic; while the first is forwarded to the other network, the latter is dropped. Rules include source and destination address as well as ports identifying the service. The decision is based solely on the currently inspected packet, and no connection context is maintained. The advantages of this general approach allow the firewall to handle a high level of service without any in-depth knowledge; this also allows the integration of newly developed services the firewall is not already aware of. 
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Simplified diagram of a traditional network: data ingress/egress is restricted and protected by a firewall customized to the specific setup
Beyond, the simple architecture has only a limited need for resources in comparison to other types. On the other hand, they do not have full insight into the communication as a number of protocols are stateful, i. e., packets may be in general valid, but not at this certain point in communication. Stateful filters go beyond this approach and maintain a context for connections. This allows the use of previously seen packets as part of the decision regarding the current packet. This way, it is possible to guarantee that certain packet types are protocol-compatible, not only considering the message format, but also considering their point within the communication process, although at the cost of requiring more memory. Typically, real-world stateful filters also use simple packet filtering for the best effect. The third step in firewall evolution are application layer filters which have special code for every application. While this allows even deeper inspections and is thus also considered to be more secure, the drawback is the specialized code for every application. This generally leads to the situations that only the best known services are available, without any extension for niche or novel protocols, and application layer filters are more costly in terms of computing. Currently, deep packet inspection is all the rage, which also scans the packets’ payloads, e. g., for malware. For all kinds of firewalls, the permissive and the restrictive approach can be applied. Describing the default behavior, a permissive firewalls allows all traffic to pass unless specified otherwise; restrictive configurations drop everything unless specified. Assuming in general everything as evil, the latter is far more common. The majority of firewalls are able to log events and raise alerts if certain conditions are met. The fact that an IaaS provider cannot know ahead of time what the client intends to use their machines for means that traditional firewalls are unsuitable. In a traditional network, data ingress/egress is restricted and protected by a firewall customized to the specific setup. A cloud network deals with different challenges. The firewalls, provided by the provider, must be capable of protecting individual groups of instances without advance knowledge of the expected traffic. This is not a problem faced by SaaS or (to a slightly more limited extent) by PaaS providers. In SaaS, the provider knows exactly the needs and requirements of the application and can tailor the security set up accordingly. The situation for PaaS is slightly more complex given that the provider does not have complete knowledge of the use of the platform, but still knows what mechanisms are supplied for the client to use. As a result, the most interesting case is IaaS, as here the firewall providers must adapt the most to the changes brought by the cloud environment; flexibility may be one of cloud computing’s most heralded advantages, but it may also present problems when we consider the security of the cloud environment. After all, securing any border without knowing in advance what is to be expected is considerably harder than when one has exact knowledge, as in SaaS, of what should be allowed in or out.
1.5 BURSTY AND CORRELATED TRAFFIC 

The MMPP is a doubly stochastic process with the arrival rate varying according to a multistate ergodic continuous-time Markov chain . It is capable of modeling the bursty and correlated nature of the packet arrival process due to the following attractive properties. 
· The MMPP can capture the time-varying arrival rate and the important correlations among interarrival times. 
· The MPPP is closed under the splitting and superposition operations and, thus, can be used to model the traffic splitting and merging behaviors in hybrid wireless networks. 
· The well-developed queuing theory of the MMPP makes it feasible to model communication networks with the MMPP arrival process.
1.6 CLOUD FIREWALL FRAMEWORK 

We several important characteristics about cloud firewall, and then present our decentralized cloud firewall framework. 

1.6.1 Basic Knowledge About Cloud Firewall 

Dynamic packet arrival rate. In general, cloud services are hired by legitimate customers. However, cloud applications are also vulnerable to various attacks, and a long time attack is usually rare as they can easily detected . Therefore, incoming packets to cloud firewalls are composed of long term legitimate packets and bursty attack packets. In addition, packet arrival rate is dynamically changing over the time. Moreover, arrival rate of legitimate packets from benign customers is relatively low, while attack packets for malicious purposes are usually at a high rate. In conclusion, it requires a feasible model to capture the dynamic packet arrival rate in both attack and normal period. As a main threat to cloud availability, here we take DDoS attack for example. Moore et al. indicated that the average DDoS attack duration is around 5 minutes, with the average DDoS attack rate being around 500 requests per second. While Yu et al. [11] presented that the mean arrival rate to an observed e-business site in normal period is lower than 10 requests per second. On-demand resources provisioning. In order to provide a cloud firewall, firewall service providers should invest various resources to fight against possible attacks. Current CSPs usually pack resources such as CPU, bandwidth and storage into Virtual Machine instances for service. Generally, multiple VM instance types are offered and each type has a limited service capacity for a particular application, which is evident by analysis results in. In our case, VM instances are launched by providers to host the cloud firewall. When packet arrival rate increases, a single VM instance tends to be incapable of handling the massive incoming packets, or the response time will violate QoS requirement specified by customers. According to QoS requirement, packet arrival rate and VM instances service rate, firewall service providers need to invest more resources ondemand by launching additional VM instances. New VM instances can be cloned based on the image file of the original firewall using the existing clone technology. Specifically, firewall providers have to invest different volume of resources in attack and normal period. Cost and performance tradeoff. There is an inherent tradeoff between the following two goals:
· QoS requirement satisfaction. Mean packet response time requirement specified in QoS should be satisfied.  

· Resources provisioning cost optimization. Resources provisioning cost of cloud firewall should be minimized as long as QoS requirement is satisfied.
1.6.2 A Decentralized Cloud Firewall Framework 

As aforementioned, each VM instance has a limited service capacity for a cloud firewall application. Hosting a cloud firewall in a single VM instance (even the most powerful one) tends to be incapable of satisfying customer specific QoS requirement. In other words, it’s hard to guarantee response time through a centralized cloud firewall. Therefore, we propose a decentralized framework where several firewall run in parallel. As, hosting servers are grouped into several clusters and a VM instance is launched to host an individual firewall for each cluster. By distributing the packet arrival rate into several parallel firewalls and launching suitable VM instance for each firewall, response time through each firewall can satisfy the QoS requirement. Suppose that there are M servers in the cloud data center hosting applications of an individual cloud firewall customer. x n denotes packet arrival rate to these applications in non-attack period (superscript n stands for normal or non-attack). The M servers are grouped into J clusters (m1 n ,…mj n ,…mJ n ) for processing legitimate packets. (V1 n ,…Vj n ,…VJ n ) denote the set of VM instances which host the parallel cloud firewall for each cluster. (λ1 n ,… λ j n ,… λ J n ) denote packet arrival rates to each firewall, then We define the corresponding variables in attack period as follows: xa denotes packet arrival rate to the hosting servers (superscript a stands for attack), which are grouped into K clusters (m1 a ,…mj a ,…mJ a ) for processing attack packets. (V1 a ,…Vj a ,…VJ a ) denote VM instances space, and (λ1 a ,… λ j a ,… λ J a ) denote packet arrival rates to each firewall.
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A Decentralized cloud firewall framework
1.6.3 Cloud-Based Firewalls 

Firewalls have been a staple of security architectures for decades now and there are many to choose from. Determining the right firewall solution for your organization requires an analysis of your specific requirements. This section provides a set of considerations that can help when selecting cloud-based firewalls for use within AWS.
The need: 

Firewalls allow organizations to filter and log unauthorized or suspicious connections based on rules and/or behaviors. Firewalls also support network segmentation and can be used to ensure that only authorized applications or application types are run within an organization. They can also require multifactor authentication for all remote connections and can be used to detect and prevent intrusion attempts. 

Capabilities 

· Allow administrators to define and load policies that filter on IP addresses, ports, protocols, application types, groups and users. This capability ensures that only authorized users, communications and applications are allowed to interact with or access organizational assets, or even to limit functions within an application for some users. 

· Allow administrators to segment their networks and isolate both north-south and east-west traffic. This functionality provides dynamic security across cloud/data center implementations as well as throughout the application service stack. 

· Provide dynamic addressing support such as network address translation (NAT) that enables seamless integration across the cloud and data center. This support allows IP traffic across the entire ecosystem even when IP addresses change. 

· Inspect encrypted traffic flowing through Transport Layer Security (TLS) tunnels. This capability mitigates the threat of an adversary passing malicious data into the network within an encrypted tunnel. 

· Reduce administrative burden by providing automated policy management using welldefined APIs or providing AWS Cloud Formation templates. This capability may also support touchless deployment, which significantly reduces the time needed to begin use.
1.7 Cloud-Based Firewalls Provide Familiar Features 

Since their inception, firewalls have been critical in securing an organization’s perimeter. They are the first line of defense against incoming traffic, and the last line of defense for outbound traffic destined for the internet. For years, stateful firewalls that relied solely on port- or protocol-based filtering were sufficient for most organizations. But because bad actors were able to circumvent this simple firewall setup, firewall admins had to look beyond the blocking techniques of traditional firewalls. As the technology matured, firewall engineers and other security practitioners had the responsibility of implementing firewall rules, investigating firewall security alerts and troubleshooting connectivity issues when normal network traffic was disrupted. The latest generation of on-premises firewalls have highly advanced features, and firewall practitioners will find that these capabilities translate very well to a new generation of firewalls: cloud-based firewalls. Cloud-based firewalls fill an important role. With the increase in cloud implementations, the perimeter has taken on a different meaning and is not as easily defined. 
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Evolution of Firewalls
Cloudbased firewalls provide the same type of protection as on-premises firewalls, but they protect cloud-based resources and data. These firewalls allow organizations to extend their security controls to various environments in the cloud, including cloud-to-cloud traffic. They solve the problem of capturing traffic from all ingress and egress points, not only those in on-premises environments, but also cloud-connected traffic. All the new capabilities of cloud-based firewalls, coupled with the transfer of operational responsibility out of the end user’s hands, has made cloud-based firewalls part of the forward-looking strategic discussions within IT departments.
1.8 Firewall Features 

While firewalls have developed to include functions that address the ever-changing threat landscape hitting an organization’s perimeters, many of these features translate well to cloud-based deployments. In particular, features that allow organizations to gather data and inspect multiple on-premises and cloud perimeters help both security practitioners and operations groups make intelligent decisions. The features shown in and detailed in the following sections are important considerations when deploying cloud-based firewalls. 

1.8.1 Web Filtering 

Web filtering allows organizations to mitigate against the risk of user activity that does not align with their acceptable-use policies. Many organizations have deployed web filtering to monitor user internet traffic and block websites that they deem a threat to the organization’s risk posture. Such blocking can be done organization-wide, or a more granular approach can allow specified users or departments to bypass the filtering policies for defined websites. Many users are accustomed to web filtering, particularly if they have mistakenly tried to visit a website that is in violation of company policy. 
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Cloud web filtering is a new iteration of web filtering that allows organizations to enforce web content policies regardless of users’ locations. Organizations can set policies based on whether the user is on or off premises. This type of web filtering affords organizations the flexibility to allow users access to the resources they need to be successful while mitigating against activity outside of the company’s risk profile. Cloud-based web filtering can also reduce the need for on-premises web filtering equipment.
1.8.2 Network Logging 

Traditional firewall configurations can produce network metrics on anything visible to them. Firewalls can give an IT group valuable data points on the activity on the network, from blocked and allowed websites to ports being utilized and the duration of network connections. This data allows network administrators and security practitioners to establish a baseline of what “normal” looks like, so that they can identify when the network is in need of troubleshooting or detect anomalous traffic on the network. Cloud-based firewalls extend an organization’s monitoring capabilities into the cloud. This lets administrators track cloud-based traffic to and from the on-premises environment, allowing security practitioners to establish a baseline for normal cloud network traffic patterns and to identify incongruous patterns. For example, if a rogue vulnerability scanner were running within the cloud environment, changes from the baseline cloud-based network would be detected, and security practitioners would be alerted so that they could investigate. 

1.8.3 IDS/IPS 

IDS/IPS is a natural addition to any firewall setup. Both an IDS and an IPS watch for questionable network activity by using signature-based rules that search for predetermined patterns in network activity or by analyzing network traffic to identify deviations from the baseline. An IDS is able to identify anomalous traffic but does not block the traffic, while an IPS blocks traffic based upon a predefined set of rules. IDS/IPS in the cloud works similarly to an on-premises device. Many IDS/IPS vendors offer cloud-based solutions that security teams can deploy easily to protect against cloud-based traffic. Some vendors allow organizations to connect their cloud IDS/IPS deployment to their on-premises solution so that users have a single, comprehensive view. 

1.8.4 SSO/Authentication Support 

Firewalls in the past were siloed from directory stores, forcing firewall admins to administer firewall rules and user roles separately. Cloud-based firewalls have the capability to seamlessly integrate with identity and access management (IAM) technologies such as SSO to make the process of administering user roles as simple as possible. Because cloud-based firewalls can integrate with existing directory stores, admins have fine-grained control of firewall features through existing SSO technologies. This integration also helps eliminate the security risk of stale login accounts on the firewall. Making sure that IAM policies on a firewall stay fresh as users change roles or leave the organization helps to maintain a strong security posture. Cloud-based firewalls make analyzing and correlating SaaS-based application and other cloud-based architecture network traffic easier by showing admins a more complete picture. The integration of directory services allows network administrators to transfer the responsibility of reassessing users’ access from firewall administrators to the appropriate IAM teams. When deploying cloud-based firewalls, an integration with an organization’s directory service offers the same features as an on-premises firewall, eliminating the need to audit IAM concerns in cloud-based firewall deployments. If an organization has not connected its directory store to AWS, it can utilize AWS Directory Service1 to reduce the burden of maintaining separate accounts in each firewall cloud deployment. 

1.8.5 Deep Packet Inspection 

Deep packet inspection (DPI) has been included in firewall deployments for years. DPI investigates network packet headers and data to determine whether a packet contains a malicious payload. If the firewall deems the packet to be malicious, the firewall deals with it by following either built-in rules or custom rules developed by the firewall administrator. The most common use case is to drop or block the packet from proceeding to the next hop. Now that firewalls are commonly built with much more processing power, the worry about DPI introducing significant network latency has fallen away, and DPI has become commonplace. DPI of cloud traffic is just as important as it is for on-premises traffic. Cloud-based firewalls detect malicious traffic not only as it enters the cloud environment, but also as it traverses the cloud infrastructure. This key component allows AWS users, for example, to use VPC Traffic Mirroring in a multi-account AWS environment, capturing traffic from virtual private clouds (VPCs) spread across many AWS accounts and then routing it to a central VPC for inspection.
1.9 TRAFFIC ANALYSIS 
Traffic analysis is inferring sensitive information from communication characteristics, 1 particularly packet sizes, packet timings, and their derivatives like packet rates and inter-packet delays. Traffic analysis is particularly useful in scenarios where encryption and other content evasion techniques such as content obfuscation do not allow one to inspect the contents of communications. In the following, we review popular types of traffic analysis and discuss their applications. 

1.9.1 Flow correlation 

Flow correlation is used to link network flows in the presence of encryption and other content obfuscation mechanisms. On one hand, flow correlation is used to link network flows in order to identify and stop cybercriminals who use network proxies to obfuscate their identities, i.e., stepping stone attackers. On the other hand, flow correlation is known to be usable by adversaries to compromise privacy in anonymity systems like Tor and mix networks by linking the traffic features of egress and ingress flows. Flow correlation links network flows by evaluating traffic features that do not significantly change by content obfuscation mechanisms. Most flow correlation systems use packet timing characteristics (or derivative features like packet counts, packet rates, and inter-packet delays), and some use packet sizes. For instance, Wang et al. cross-correlated the interpacket delays of network flows. He and Tong use packet counts to correlate network flows, and Paxson and Zhang model packet arrivals as a series of ON and OFF patterns, which they use to correlate network flows. 

1.9.2 Flow watermarking 

Network flow watermarking is an active variant of the flow correlation mechanism introduced above. Similar to flow correlation schemes, flow watermarking also aims at linking network flows in application scenarios similar to those of flow correlation, e.g., stepping stone detection. However, flow watermarking systems perturb traffic features, e.g., packet timings and sizes, before attempting to correlate them across network flows. In particular, many flow watermarking systems perturb timing characteristics by slightly delaying network packets in a way to modulate an artificial pattern, called the watermark. For instance, RAINBOW manipulates the inter-packet delays of packets in order to embed watermark signals. Several proposals, known as interval-based watermarks, work by delaying packets into specific, secret time intervals. 

1.9.3 Website fingerprinting 

Website fingerprinting aims at detecting the websites (or webpages) visited over encrypted channels like VPNs, Tor, and other proxies. The attack is performed by a passive adversary who monitors the victim’s encrypted network traffic, e.g., a malicious ISP or a surveillance agency. The adversary compares the victim’s observed traffic patterns against a set of prerecorded webpage traces, called fingerprints, to identify the webpage being browsed. Website fingerprinting is different from flow correlation and flow watermarking in that the adversary only observes one end of the connection, i.e., the target user’s flow, but not the traffic going to the destination website. Website fingerprinting has particularly been widely studied in the context of Tor traffic analysis. Similar to the other classes of traffic analysis discussed above, website fingerprinting also uses traffic features that are not much impacted by encryption. Website fingerprinting mechanisms commonly use traffic features like packet timings, packet directions, and packet sizes. Most website fingerprinting mechanisms leverage machine learning algorithms to implement their fingerprinting attacks. In particular, the state-of-the-art website fingerprinting mechanisms use one of the two machine learning algorithms of Support Vector Machines (SVM) and k-Nearest Neighbor (k-NN). 

1.9.4 Other types of traffic analysis 

Traffic analysis has also been applied to other application scenarios in order to disclose sensitive information. Particularly, various types of side channel attacks are built on traffic analysis. For instance, multiple studies use traffic analysis to uncover not only the language spoken over encrypted VoIP connections, but also the spoken phrases. Chen et al. demonstrate a traffic analysis-based side channel attack on critical web services like online financial services. Schuster et al. use traffic analysis to infer the video streams being watched over encrypted channels. Geddes et al., Houmansadr et al., and Wang et al show that repressive governments can identify and block encrypted circumvention traffic through various types of traffic analysis attacks.
1.10 THREAT MODEL 

In this paper, an organization or enterprise delivers on-line services by means of a cloud computing model. Within this paradigm, the VPI becomes worldwide reachable and available to all interested clients. In order to erode the VPI security, malicious users may launch a DDoS attack that intends to overwhelm the VPI with service requests with the objective of slowing its operation down or making it unresponsive, which will ultimately cause loses due to a breach of availability. Overall, a DDoS mitigation system is based on the principle that the more resourceful a side is, the higher its changes are of winning the fierce resource battle between the botnet, formed by malware-driven bots, that pushes service requests massively and the CSP that provisions resources dynamically. For this reason, the cloud computing model has become key to enterprises and organizations. This resource competition model, which is adopted in this work, was proposed by Yu et. al. Using queueing theory, Yu et. al have shown that cloud data centers and individual cloud customers stand a good chance even against powerful DDoS attacks due to the cloud richness of computing and communications resources. Also using queueing theory, Salah et. al  reached a similar conclusion by integrating a virtual firewall to a LB in a cloud environment. A number of DDoS attacks fall under the resource competition model used in this paper. Network-layer DDoS flooding attacks have been orchestrated by using TCP, UDP, ICMP, and DNS protocol packets. Overall, the objective is to deplete the customers network I/O bandwidth . As for the application layer, DDoS flooding attacks aims at draining the server resources as sockets, CPU, memory, disk/database bandwidth, and I/O bandwidth, which ultimately minimizes the changes of a benign client to access the intended service . In order to promptly respond to these attacks, a LB algorithm dynamically allocates computing and communication resources that will keep the VPI operational while firewalls and IDS filter out and detect the attack, respectively. Considering the utility computing model, in which services and virtual infrastructure are offered in a pay-as-you-go fashion, attackers have launched a new type of DDoS attack entitled Economic Denial of Sustainability attack (EDoS) with the goal purposefully provoking financial loss by making the customer to pay for additional VMs in a unlimited manner. Thus, there is a need to granularly control the VMs allocation to prevent the EDoS from happening.
CHAPTER 2
LITERATURE SURVEY

1. “ANALYTICAL MODEL FOR ELASTIC SCALING OF CLOUD-BASED FIREWALLS” K.SALAH, P.CALYAM AND R.BOUTABA.

This paper shows how to properly achieve elasticity for network firewalls deployed in a cloud environment. Elasticity is the ability to adapt to workload changes by provisioning and de-provisioning resources in an autonomic manner, such that at each point in time the available resources match the current demand as closely as possible. Elasticity for cloud-based firewalls aims to satisfy an agreed-upon performance measure using only the minimal number of cloud firewall instances. Our contribution lies in determining the number of firewall instances that should be dynamically adjusted in accordance with the incoming traffic load and the targeted rules within the firewall rulebase. To do so, we develop an analytical model based on the principles of Markov chains and queueing theory. The model captures the behavior of a cloud-based firewall service comprising a load balancer and a variable number of virtual firewalls. In a cloud environment, and as in any enterprise network, firewalls are typically used to filter traffic and enforce a given security policy. Today’s cloud infrastructure and services offer a customer the ability to provision a customizable “virtual private cloud” (VPC) that comprises of many virtual machines that can be logically isolated, networked and configured into different subnets. A VPC provides higher control of the infrastructure to the customer, and provides flexible options to run isolated or single tenant hardware to support AWS instances. The VPC subnets can host a wide range of private and public services and applications, and a customer can interconnect their VPC to a corporate data center that is located at a different geographical site on the Internet. The fact that the VPC is exposed with public IP addresses (from Amazon’s public IP address pool), security becomes a major concern and there is a need for a suitable design when deploying the VPC so that it can securely handle elastic customer traffic needs. More importantly, the VPC has to remain operational under the threat of new cloudbased attacks that are always emerging. In most cases, cloud service providers give minimal support towards security or protection of a VPC; it is the responsibility of the VPC customer to implement the proper performance scaling and adequate security measures by deploying the appropriate security appliances.

DRAWBACKS
· This article focuses on addressing the challenging issue of elasticity for a cloud-based firewall service.

· In all of this prior work, the scalability and elasticity issues of a cloud-based firewall service for critical services such as VPC were not addressed.

· All of this prior work did not consider the role of a load balancer and its critical impact on the performance.

2. “A DECENTRALIZED CLOUD FIREWALL FRAMEWORK WITH RESOURCES PROVISIONING COST OPTIMIZATION” M.LIU, W.DOU, S.YU AND Z.ZHANG.

Cloud computing is becoming popular as the next infrastructure of computing platform. Despite the promising model and hype surrounding, security has become the major concern that people hesitate to transfer their applications to clouds. Concretely, cloud platform is under numerous attacks. As a result, it is definitely expected to establish a firewall to protect cloud from these attacks. However, setting up a centralized firewall for a whole cloud data center is infeasible from both performance and financial aspects. In this paper, we propose a decentralized cloud firewall framework for individual cloud customers. We investigate how to dynamically allocate resources to optimize resources provisioning cost, while satisfying QoS requirement specified by individual customers simultaneously. Moreover, we establish novel queuing theory based model M/Geo/1 and M/Geo/m for quantitative system analysis, where the service times follow a geometric distribution. By employing Z-transform and embedded Markov chain techniques, we obtain a closed-form expression of mean packet response time. Cloud computing is becoming popular as the next infrastructure of computing platform in the IT industry. With large volume hardware and software resources pooling and delivered on demand, cloud computing provides rapid elasticity. In this service-oriented architecture, cloud services are broadly offered in three forms: Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS) and Software-as-a-Service (SaaS). Besides, cloud computing also brings down both capital and operational expenditure for cloud customers by outsourcing their data and business. Despite all these charming features surrounding, security is the major concern that people hesitate to transfer their applications to cloud. On one hand, traditional attacks such as Distributed Denial of Service (DDoS), viruses and phishing still exist in clouds. To the best of our knowledge, only a few work have been done on cloud firewall, and both proposed a centralized cloud firewall. However, the diversity of heterogeneous services and complex attacks definitely means a large rule set and high packet arrival rate if a centralized firewall is applied for a whole cloud data center. As a result, it is hard to guarantee QoS requirement specified by cloud firewall customers. Moreover, important design factors like packet arrival rate (in both attack and non-attack period), attack (non-attack) duration and number of rules are customers specific. Therefore, it is more practical to offer a cloud firewall for individual cloud firewall customers. In this paper, we propose a decentralized cloud firewall framework. The cloud firewall is offered by Cloud Service Providers (CSP) and placed at access points between cloud data center and the Internet. Individual cloud customer rents the firewall for protecting his cloud hosted applications. Hosting servers of applications are grouped into several clusters, and resources are then dynamically allocated to set up an individual firewall for each cluster. All these parallel firewalls will work together to monitor incoming packets, and guarantee QoS requirement specified by cloud customers at the same time. By covering the vast cloud and firewall related parameter space, we formulate the resources provisioning cost.
DRAWBACKS

· A new research field, there are many other mathematical tools available to address this optimization problem, such as game theory, integer linear programming  and stochastic programming.

· As aforementioned, the essential issue to achieve a financial balance between firewall providers and customers is to optimize resources provisioning cost.

3.“PERFORMANCE MODELING AND ANALYSIS OF NETWORK FIREWALLS” K.SALAH, K.ELBADAWI AND R.BOUTABA.

Network firewalls act as the first line of defense against unwanted and malicious traffic targeting Internet servers. Predicting the overall firewall performance is crucial to network security engineers and designers in assessing the effectiveness and resiliency of network firewalls against DDoS (Distributed Denial of Service) attacks as those commonly launched by today’s Botnets. In this paper, we present an analytical queueing model based on the embedded Markov chain to study and analyze the performance of rule-based firewalls when subjected to normal traffic flows as well as DoS attack flows targeting different rule positions. We derive equations for key features and performance measures of engineering and design significance. Firewalls are typically deployed at the edge of the network or at the entry point of a private network. Incoming and outgoing Internet traffic is inspected by network firewalls. Based on a set of rules, firewalls can allow or block incoming or outgoing traffic. To accomplish this, network firewalls have a rule-based engine that interrogates incoming packets sequentially rule by rule until a match is found. In particular, commercial firewalls such as the popular Cisco PIX in addition to PC-based opensource network firewalls such as Linux Netfilter and FreeBSD ipfw have a huge rulebase or ACL (Access Control List) comprising a list of rules, where each rule represents a set of conditions. Firewalls themselves can be subjected to malicious attacks from the Internet as they are typically deployed at the edge of the network. One of the most serious attacks is the Distributed Denial of Service (DDoS) attack. According to the 2010 Report conducted by Arbor Networks, there is a staggering and alarming 102 percent increase of DDoS attack bandwidth in 2010 when compared to 2009 [6]. The increase of this bandwidth has been attributed to the exponential growth of botnets from which such attacks originate. In light of the above, it is becoming a design imperative to analyze the performance of network firewalls when subjected to DDoS attacks. If network firewalls are poorly designed to withstand DDoS attacks, the overall security of the protected network will be jeopardized. Specifically, there is an increasing demand for analytical models to aid firewall designers in predicting how effective and efficient is the network firewall under DDoS attacks.
DRAWBACKS
· These studies only offer general guidelines on how to analyze such queueing systems, with no handling of the problem at hand, particularly with regards to solving state-transition probabilities and finding a closed-form solution for the general distribution of the service times.
· Firewall designers and system administrators can identify bottlenecks and key parameters that impact its performance, and then perform the necessary tuning for optimal performance.

· The impact of having bursty traffic and having general distribution for packet sizes and service times can be best modeled and studied using DES (Discrete Event Simulation).

4. “PERFORMANCE ANALYSIS OF HYBRID WIRELESS NETWORKS UNDER BURSTY AND CORRELATED TRAFFIC” Y.WU, G.MIN, L.T.YANG.

Wireless local area networks (WLANs) have risen in popularity for in-car networking systems that are designed to make driving safer. Wireless mesh networks (WMNs) are widely deployed to expand the coverage of high-speed WLANs and to support last-mile connectivity for mobile users anytime and anywhere at low cost. Many recent measurement studies have shown that the traffic arrival process in wireless networks exhibits the bursty and correlated nature. A new analytical model is developed in this paper as a cost-effective performance tool to investigate the quality-of service (QoS) of the WMN that interconnects multiple WLANs in the presence of bursty and correlated traffic. The ever-growing number of vehicles on roads creates numerous traffic-related problems for our society. Wireless local area networks (WLANs) have risen in popularity as European automakers have made progress on in-car networking systems that are designed to enhance driving safety. Wireless mesh networks (WMNs) are widely used to expand the coverage of high-speed WLANs and are developed to offer rapid development and easy reconfiguration of wireless broadband communications, as well as to support last-mile connectivity for mobile users anytime and anywhere at low cost. Mesh routers (MRs) facilitated with the gateway functionality can be connected to the Internet and are often called gateways. Performance studies on WLANs and WMNs have been widely reported in the literature. This model can be applied to both packet transmission schemes, i.e., the basic DCF mechanism and the request-to-send/clear-to-send mechanism. Their work considered the hidden terminals and the coexisting of control and data traffic at different frequency channels. In, a test bed to investigate a quality-of-service (QoS) scheme based on rate-adaptive admission control methods for multimedia multicast communications in WMNs is employed. Multimedia applications over mobile wireless networks are becoming more and more popular. Many recent measurement studies have revealed that the traffic arrival process in wireless networks exhibits bursty and correlated nature, which has a considerable impact on the network performance. In this paper, a new analytical model is developed as a cost-effective performance tool to investigate the QoS metrics, including the packet delay, loss probability, and throughput of the WMNs that interconnect multiple WLANs in the presence of bursty and correlated traffic. The WMN acts as the multihop backhaul network with the gateway being connected to the Internet. The effectiveness and accuracy of the analytical model are validated through extensive simulation experiments. The analytical model is then used to evaluate the performance of the hybrid wireless networks under bursty and correlated traffic.
DRAWBACKS
· The ever-growing number of vehicles on roads creates numerous traffic-related problems for our society.
· Many recent measurement studies have revealed that the traffic arrival process in wireless networks exhibits bursty and correlated nature, which has a considerable impact on the network performance.
· The developed model is used as a cost-effective tool to investigate the impact of bursty and correlated traffic on the performance of the hybrid wireless networks.

5. “PERFORMANCE ANALYSIS OF PRIORITIZED MAC IN UWB WPAN WITH BURSTY MULTIMEDIA TRAFFIC” K.H.LIU, X.LING, X.SHEN, J.W.MARK

Ultra-wideband (UWB) is expected to be the transmission technology of future wireless personal area networks (WPANs), carrying various multimedia streams. Recently, the WiMedia Alliance has launched its standard for UWB WPANs, where the prioritized channel access (PCA) protocol is specified to provide differentiated medium access control (MAC) in a distributed manner. For time-sensitive multimedia traffic, the total delay, including the frame service time and the frame waiting time, is an important metric for quality-of-service (QoS) provisioning. This paper presents a performance analysis for the PCA protocol, considering the bursty nature of multimedia traffic. The mean frame service time and the mean waiting time of frames belonging to different traffic classes are obtained. Simulation results are given to verify the analytical results and demonstrate that the effect of the traffic differentiation mechanism in PCA is magnified when the interarrivals are highly bursty and correlated. In addition, the characteristics of multimedia traffic have a significant impact on the mean frame waiting time. Each device will first listen to at least one beacon frame, if available, which contains information for synchronization, device discovery, sleep-mode operation, and reservation announcement. Without a centralized controller, each device needs to broadcast its beacon frame in BP and observes its own BP length. Detailed discussions of the operation of BP are given. Transmissions in the DTP can use a contention based channel access mechanism called prioritized channel access (PCA) or a contention-free channel access called the distributed reservation protocol (DRP). The basic principle of DRP is similar to time-division multiple access, which is suitable for real-time traffic with a constant bit rate. On the other hand, the PCA is based on carrier-sense multiple access with collision avoidance (CSMA/CA) and employs different contention parameters to support both non-realtime and realtime data transfer. Most of the previous work on the CSMA/CA protocol and its variants assumes saturation stations and independent interarrivals. Multimedia applications, however, generally exhibit strong burstiness/correlations between interarrivals that violate the above assumptions. While modeling the multimedia traffic as nonrenewal processes is preferable to capturing the real characteristic of multimedia applications than the renewal counterpart, the exact queueing analysis is quite difficult and generally incurs a high computational burden. An alternative is to seek some acceptable approximations with close enough performance characteristics to those of the original system.
DRAWBACKS
· The nonrenewal arrival process resulting from multimedia traffic has a profound impact on the queueing statistics, as has been confirmed by many studies.
· The burstiness has a significant impact on the queueing performance, and the correlation has a stronger impact on highly bursty traffic.
· In addition to the service time, the waiting time (i.e., queueing time) of a MAC frame has a significant impact on the delay performance, which is not only dependent on its service time that the network provides but is also affected by the incoming traffic characteristics.

2.1 EXISTING SYSTEM

· The existing framework incorporates the issue like keeping from the assault worker exercises through manual force and kept up in the current framework.  
· Security level of the existing framework is extremely low, kept up information may get lost or robbery by the unapproved clients.  
· The much of the time mentioned site pages, pictures, and most mentioned customers are not followed out rapidly and the report age is exceptionally intense.  
· The client system’s resource limitations are removed in the design of the existing detection systems  that limits their efficiency in today’s large-scale applications.
· In contrast, we propose to create new micro-FWs in new administrative domains, where they are completely independent of previously existing ones on those domains.
2.1.1 Disadvantages of existing system
· When it comes to the type of data source, burstiness and correlation have a significant impact on the cloud firewall performance.
· Our objective is to gain actionable insights into the impact of burstiness in the cloud firewall performance. To do so, we consider that malicious users follow an IPP data source while the legitimate users join the system by means of a MMPP data source.

· It stems from the fact that burstiness, which is translated into the formations of clusters of data packets over the time line, has a direct impact on the waiting line of queueing systems by producing an above the average traffic load that causes a quick and abrupt increase in the queuing length.

· A bursty data source has a harmful impact on the buffer occupancy by making it to grow quickly and abruptly.

· The presented analysis unfolded a number of design guidelines such as the conditions under which the cloud firewall might severely underperform, the inherent vulnerability of the cloud firewall when facing a burstiness-aware attack, and the negative impact of a joint correlated and bursty attack.
2.2 PROPOSED SYSTEM
· In contrast with the current DDoS traceback strategies, the proposed methodology has various benefits it is memory non-concentrated, effectively versatile, powerful against parcel contamination, and autonomous of assault traffic designs.
· The aftereffects of broad trial and recreation contemplates are introduced to show the viability and productivity of the proposed strategy.

· The proposed methodology is generally not quite the same as the current PPM (probabilistic bundle stamping) traceback instrument, and it outflanks the accessible PPM technique. 

· In view of this fundamental change, the proposed procedure conquers the acquired downsides of bundle checking techniques, like restricted versatility, gigantic requests on extra room, and weakness to parcel contaminations.

· The proposed strategy can work autonomously as an extra module on switches for checking and recording stream data, and speaking with its upstream and downstream switches when the pushback methodology is done.
2.2.1 Advantages of proposed system
· It becomes mandatory to characterize the performance of cloud firewalls under legitimate traffic and DDoS attack. 

· To accurately evaluate the performance of a cloud-based firewall, the full characterization of the system and workload should be put forward.
· The proper understanding of cloud firewalls under DDoS attacks will pave the way for a more secure cloud service provisioning, it becomes pivotal to analyze its performance under bursty and correlated data traffic.

· The impracticability of such approach lies on factors as performance degradation, single point of attacks for DDoS, economy, resource optimization, etc.

· By specifying the system as a MMPP/D/m/K queue model, they concluded that the multiplexer performance, which is quantified in terms of blocking probability and mean delay, is degraded when the burstiness increases. 

2.3 FEASIBILITY STUDY
The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some understanding of the major requirements for the system is essential.

Three key considerations involved in the feasibility analysis are:

· Economical feasibility

· Technical feasibility

· Operational feasibility

2.3.1 Economical Feasibility
This study is carried out to check the economic impact that the system will have on the organization.  The  amount  of  fund  that  the  company  can  pour  into  the  research  and development of the system is limited. The expenditures must be justified. Thus the developed system as well within the budget and this was achieved because most of the technologies used are freely available. Only the customized products had to be purchased.

The economic feasibility based on the terms of:

· Time

· Cost

· Man power

2.3.2 Technical Feasibility
This study is carried out to check the technical feasibility, that is, the technical requirements of the system. Any system developed must not have a high demand on the available technical resources. This will lead to high demands on the available technical resources. This will lead to high demands being placed on the client. The developed system must have a modest requirement, as only minimal or null changes are required for implementing this system.

2.3.3 Operational Feasibility
The aspect of study is to check the level of acceptance of the system by the user. This includes the process of training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some constructive criticism, which is welcomed, as he is the final user of the system.

CHAPTER 3
SYSTEM SPCIFICATION
3.1 HARDWARE REQUIREMENTS:
· Keyboard
· Mouse
· Hard disk 500GB
· Ram 4 Gb 
3.2  SOFTWARE REQUIREMENTS:
· Operating System : Windows 10
· Language              : Arduino UNO C++
CHAPTER 4
SYSTEM DESIGN AND DEVELOPEMENT
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CHAPTER 5
TESTING AND IMPLEMENTATION

5.1 TESTING

 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 5.1.1Unit Testing


Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

5.1.2 Block Box Testing

Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.

5.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

CHAPTER-6
CONCLUSION
CONCLUSION
This paper has tackled the performance of cloud firewalls under bursty and correlated workload. To this end, we proposed a multidimensional CTMC model taking into account the MMPP arrival process for the legitimate and the malicious data source. In this respect, our contribution generalizes the exiting works such as the one in that assumed a Poissonian workload. The presented analysis unfolded a number of design guidelines such as the conditions under which the cloud firewall might severely underperform, the inherent vulnerability of the cloud firewall when facing a burstiness-aware attack, and the negative impact of a joint correlated and bursty attack. Last but not least, an elastic cloud firewall procedure was put forward to provision cloud firewalls to satisfy SLA latency specifications which is based on the splitting process of the MMPP arrival process. Our expectation towards the proposed model and the elastic cloud firewall procedure as well as the design guidelines outlined in this paper is that they might be integrated into cloud resource managers with the objective of yielding in a more precise resource provisioning by considering a more realistic statistical characterization of the Internet traffic and DDoS attacks which will ultimately pave the way for a more performant and secure cloud operation.
REFERENCES
[1] K. Salah, P. Calyam and R. Boutaba, “Analytical Model for Elastic Scaling of Cloud-Based Firewalls,” IEEE Transactions on Network and Service Management, vol. 14, no. 1, pp. 136-146, March 2017. 
[2] M. Liu, W. Dou, S. Yu and Z. Zhang, “A Decentralized Cloud Firewall Framework with Resources Provisioning Cost Optimization,” IEEE Transactions on Parallel and Distributed Systems, vol. 26, no. 3, pp. 621-631, March 1 2015. 
[3] S. Yu, Y. Tian, S. Guo, D. O. Wu, “Can We Beat DDoS Attacks in Clouds?,” IEEE Transactions on Parallel and Distributed Systems, vol. 25, no. 9, pp. 2245-2254, Sept. 2014. 
[4] Cisco White Paper, “The Zettabyte Era: Trends and Analysis”, June, 2017. 
[5] K. Salah, K. Elbadawi and R. Boutaba, “Performance Modeling and Analysis of Network Firewalls,” IEEE Transactions on Network and Service Management, vol. 9, no. 1, pp. 12-21, March 2012. 
[6] T. Karagiannis, M. Molle, M. Faloutsos, “Long-range dependence ten years of Internet traffic modeling,” IEEE Internet Computing, vol. 8, no. 5, pp. 57-64, Sept.-Oct. 2004 
[7] V. Paxson and S. Floyd, “Wide area traffic: the failure of Poisson modeling,” IEEE/ACM Transactions on Networking, vol. 3, no. 3, pp. 226- 244, June 1995. 
[8] M. E. Crovella and A. Bestavros, “Self-similarity in World Wide Web traffic: evidence and possible causes,” IEEE/ACM Transactions on Networking, vol. 5, no. 6, pp. 835-846, Dec. 1997. 
[9] Y. Wu, G. Min, L. T. Yang, “Performance Analysis of Hybrid Wireless Networks Under Bursty and Correlated Traffic, ” IEEE Transactions on Vehicular Technology, vol. 62, no. 1, pp. 449-454, Jan. 2013. 
[10] K. H. Liu, X. Ling, X. Shen, J. W. Mark, “Performance Analysis of Prioritized MAC in UWB WPAN With Bursty Multimedia Traffic,” IEEE Transactions on Vehicular Technology, vol. 57, no. 4, pp. 2462-2473, July 2008. 
[11] G. H. S. Carvalho, I. Woungang and A. Anpalagan, “Analysis of SubBand Allocation in Multi-Service Cognitive Radio Access Networks,” IEEE Wireless Communications Letters, vol. 3, no. 6, pp. 645-648, Dec. 2014. 
[12] K. Salah and A. Chaudary, “Modelling and analysis of rule-based network security middleboxes,” IET Information Security, vol. 9, no. 6, pp. 305-312, 2015. 
[13] H. A. Alameddine, S. Sebbah, C. Assi, ”On the Interplay Between Network Function Mapping and Scheduling in VNF-Based Networks: A Column Generation Approach,” IEEE Transactions on Network and Service Management, vol. 14, no. 4, pp. 860-874, Dec. 2017. 
[14] I. Ivanovic, ”Distribution of web traffic toward the centralized cloud firewall system,” in Proc. of RoEduNet International Conference 12th Edition: Networking in Education and Research, pp. 1-4, 2013. 
[15] L. Zabala, R. Solozabal, A. Ferro, B. Blanco, ”Model of a Virtual Firewall Based on Stochastic Petri Nets,” in Proc. of IEEE 17th International Symposium on Network Computing and Applications (NCA), pp. 1-4, 2018.
[16] M. Cheminod, L. Durante, L. Seno and A. Valenzano, “Performance Evaluation and Modeling of an Industrial Application-Layer Firewall,” IEEE Transactions on Industrial Informatics, vol. 14, no. 5, pp. 2159- 2170, May 2018. 
[17] S. Xuan, W. Yang, H. Dong, and J. Zhang, “Performance evaluation model for application layer firewalls,” PLoS ONE, vol. 11, no. 11, Article ID e0167280, Nov. 2016. 
[18] S. Xuan, D. Man, J. Zhang, W. Yang, and M. Yu, “Mathematical Performance Evaluation Model for Mobile Network Firewall Based on Queuing,” Wireless Communications and Mobile Computing, vol. 2018, Article ID 8130152, 2018. 
[19] S. Zapechnikov, N. Miloslavskaya, and A. Tolstoy, “Modeling of nextgeneration firewalls as queueing services,” Proceedings of the 8th International Conference on Security of Information and Networks, pp. 250–257, 2015. 
[20] J. H. Dshalalow, “Frontiers in Queueing: Models and Applications in Science and Engineering”, CRC Press, 1998.

























