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ABSTRACT
During the last decade, distributed ledger solutions such as blockchain have gained significant attention due to their decentralized, immutable, and verifiable features. However, the public availability of data stored on the blockchain and its link to users may raise privacy and security issues. In some cases, addressing these issues requires blockchain data to be secured with mechanisms that allow on-demand (as opposed to full) disclosure. In this paper, we give a comprehensive overview of blockchain privacy and security requirements, and detail how existing mechanisms answer them. We provide a taxonomy of current attacks together with related countermeasures. We present a thorough comparative analysis based on various parameters of state-of the-art privacy and security mechanisms, we provide recommendations to design secure and privacy-aware blockchain, and we suggest guidelines for future research. 




        	

CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The main issue is that it is hard for any widely acceptable currency to exist without all three conditions met.
· We describe the basic (and inherent) security properties of blockchain based on its first implementation in Bitcoin, and present the set of important additional security and privacy properties of blockchain, which are either present in some existing blockchain systems or desired by many blockchain applications.
· The second property is signatures are existentially unforgeable. It means that an adversary who has your public key cannot forge signatures on some messages with an overwhelming probability. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The double-spending attack in the context of Bitcoin blockchain refers to a specific problem unique to digital currency transactions.
· Blockchain is the pivotal guard in securing bitcoin transactions from many known and hard security, privacy and trust problems, such as double spending, unauthorized disclosure of private transactions, reliance of a trusted central authority, and the untrustworthiness of decentralized computing.
· The UTXO model, one no longer needs to worry about solving the hard problem of keeping track of transaction sequence numbers in a fully distributed system. 
2.2. PROPOSED SYSTEM 
· Blockchain-based decentralized identifiers have been proposed, which rely on blockchain and additional cryptographic techniques to prove identifiers’ ownership without having to rely on a trusted entity.
· Eventual consistency is a consistency model proposed for distributed computing systems by seeking a tradeoff between availability and consistency.
· In this paper, we only consider analyzing privacy attacks in the Bitcoin blockchain as we only address Bitcoin privacy attacks in BTCR.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Our scheme’s mixing performance with other schemes to assess its stability and the reliability of the processing environment.
· Moreover, for a better performance without a mixing third party, nodes in a mixing group can conduct broadcast processes in a lightweight blockchain among themselves.
· For efficiency, a convenient social media platform is needed to ensure that all users can communicate with each other. 


Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Tracking ransomware end-to-end 

	D. Y. Huang, M. M. Aliapoulios, V. G. Li, L. Invernizzi, E. Bursztein, K. McRoberts, J. Levin, K. Levchenko, A. C. Snoeren, and D. McCoy, 
	In particular, we are able to trace the financial transactions, from the acquisition of bitcoins by victims, through the payment of ransoms, to the cash out of bitcoins by the ransom ware operators.  

	Behind closed doors: measurement and analysis of cryptolocker ransoms in bitcoin 
	K. Liao, Z. Zhao, A. Doupe, and G.-J. Ahn, 
	We construct a network topology to detail Crypto Locker's financial infrastructure and obtain auxiliary information on the Crypto Locker operation. 

	Research and challenges on bitcoin anonymity 
	J. Herrera-Joancomartí, 
	In this paper, we provide a comprehensive description on the details that make such cryptocurrency an interesting research topic in the privacy community.  

	Efficient identity-based rsa multi signatures 
	L. Harn and J. Ren, 
	A digital multisignature is a digital signature of a message generated by multiple signers with knowledge of multiple private keys. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















CHAPTER 5
CONCLUSION:
In this paper, we proposed a mixing scheme with a decentralized signature protocol for privacy protection in a BTC blockchain. We not only designed a specific negotiation process among mixing users to circumvent the need for a third party but also introduced a distribution method to collect private keys. Our scheme can reduce the risks of privacy breaches in crypto currency mixing processes and, since it does not require a mixing server, additional charges for mixing services can also be avoided. Neither a fresh address nor two users asking for the same amount of money is required. However, there are still challenges to decrease mixing wait times in blockchain technology (e.g., transaction confirmations loads and proof of work).  Therefore, our next work will address higher efficiency environments and place more emphasis on less negotiation time. 
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