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IDENTIFY-BASED DYNAMIC DATA AUDITING FOR BIG DATA STORAGE







ABSTRACT
    Identity-based remote data auditing schemes can verify data integrity and provide a simple identity authentication and management for multiple users. However, prior works on identity-based remote data auditing lack the support of dynamic operations. In these schemes, tag generation is linked to the index of data block, which is related to update operations such as modification, insertion and deletion. If users perform dynamic operations on a data block, the tags of all subsequent blocks need to be modified. It means that if users want to update data on a big data platform, they have to download the whole file, update the file and send the updated file to the big data platform. Such pattern will bring huge communication overhead. In this paper, we propose an identity-based dynamic data auditing scheme which supports dynamic data operations, including modification, insertion and deletion. As far as we know, there is still no other identity-based data auditing scheme that supports dynamic operations. In particular, to achieve efficient dynamic operations, we use the data structure of Merkle hash tree for block tag authentication, which helps update data with integrity assurance. Analyses of security and performance show that the proposed scheme is efficient and secure. 

                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In Existing system, users can store their data in the cloud to avoid the expenditure of local data storage and maintenance. 
· To ensure the integrity of the data stored in the cloud, many data integrity auditing schemes have been proposed. 
· In most, if not all, of the existing schemes, a user needs to employ his private key to generate the data authenticators for realizing the data integrity auditing.
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· This scheme has a security issue that the server can use a valid response to answer all challenges.
· Identity-based cryptography has been exploited by researchers in the public auditing protocols to avoid the potential key management problem.
· It is a problem worthy of study that how to minimize the DO’s computational cost while ensuring the functions and security features. 


2.2. PROPOSED SYSTEM 
· To deal with the data integrity issue, the concept of data integrity auditing has been proposed, which usually adopts a third party auditor to audit whether the service provider has stored the users’ data intact.
· Many public data integrity auditing protocols have been proposed by researchers to achieve different security and functional features, such as privacy preserving, storage correctness, batch verification, and dynamic support. 
· Although there are many schemes have been proposed in the field of public auditing for cloud computing, there is room for further research in this field.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· With this data structure, our scheme efficiently supports dynamic data operations, including modification, insertion and deletion. 
· Although SPDP scheme is based on symmetric key and has high efficiency, it does not support public verification.
· Cloud storage, as it can provide users with efficient, secure and low-cost storage services without having to build a storage platform by themselves, has become a popular application along with the wide spread of cloud computing.



Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Provable Data Possession at Untrusted Stores 

	G. Ateniese, R. Burns, R. Curtmola, J. Herring, 

	In particular, the overhead at the server is low (or even constant), as opposed to linear in the size of the data. 

	Scalable and Efficient Provable Data Possession 

	G. Ateniese, R. D. Pietro, L. V. Mancini, Tsudik, 

	The main issue is how to frequently, efficiently and securely verify that a storage server is faithfully storing its client's (potentially very large) outsourced data. 

	PORS: Proofs of Retrievability for Large Files 
	A. Juels, B. S. Kaliski, 

	Energy and labor costs as well as computing-system complexity are militating toward the centralized administration of hardware. 

	Compact proofs of Retrievability 
	H. Shacham, B. Waters, 
	In a proof-of-retrievability system, a data storage center convinces a verifier that he is actually storing all of a client’s data. 







2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















CHAPTER 5
CONCLUSION:
    In this paper, we proposed an identity-based dynamic data auditing scheme, which enables KGC to generate respective private keys according to different users’ identities, thus greatly reducing the cost of key management. Our scheme uses MHT for block tag authentication, which ensures that the scheme can support dynamic operations such as modification, insertion and deletion. Security analysis indicates that the scheme can defend against impersonation attack of TPA and tampering attack of SP, which ensures that SP can store DO’s data correctly. Meanwhile, performance analysis demonstrates that the computation cost of the scheme is low and the scheme is efficient. The proposed scheme can be used in big data platforms to check the integrity of data stored by individuals and institutions. Meanwhile, it can be found that the TagGen algorithm is expensive in term of computation cost. In addition, the scheme assumes that TPA is honest. So even if the scheme can defend against attacks by untrusted third parties, it cannot defend against attacks by TPA. As a part of future work, we will improve the TagGen algorithm to make the scheme more efficient and improve the scheme to defend against attacks by TPA. 
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