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AN ACTIVE-ROUTING AUTHENTICATION SCHEME IN MANET





ABSTRACT
    Mobile ad-hoc networks (MANET) is a network mode that does not depend on network infrastructure and central access. The fast and flexible networking mode of MANET renders its wide applications in specific scenarios. However, rapidly changing topology and open channels bring potential security problems. In this paper, we proposed an active-routing authentication scheme (AAS) based on the characteristics of active routing protocols. We formally demonstrated that the AAS is effective against selective forwarding attack, false routing attack, byzantine attack and route spoofing attack using the BAN logic considering the possibility of malicious nodes mingling in MANET. Experimental results show that the AAS is compatible with multiple active routing protocols and it is able to increase the packet delivery rate by 33.9%, with an average increase of 18.4% in the network containing some malicious nodes. Furthermore, the AAS is robust which remains the average network connection rate reach 1.6 times of the collusion attack prevention-OLSR(Cap-OLSR) protocol and preserves 79.2% of the network performance in simulation experiments with attacks from malicious nodes. 


                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· It may be very difficult, if not impossible, for a node to acquire t existing nodes in the network in its neighborhood for evaluation of its trust. 
· It also performs well against cooperative attacks when sufficient level of trust exists among some nodes before the network deployment. 
· Such nodes can generate new routing messages to advertise non-existent links, provide incorrect link state information, and flood other nodes with routing traffic, thus inflicting Byzantine failure in the network. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· In spite of the observed merits, shared key method has problems in the SAR approach as the possibility of more malicious agents over other nodes is considered by classifying under high security for accessing to the secret group keys.
· Various attack behaviors, such as, selective forwarding attack, false routing attack, byzantine attack and so on cause the security problems of MANET increasingly prominent.
· Unless the unauthenticated node actively moves away from the network, the impact on other nodes in the network is inevitable.
2.2. PROPOSED SYSTEM 
· Several secure routing protocols have been proposed for MANETs based on cryptographic mechanisms.
· In this paper, an efficient key exchange protocol is proposed for MANETs that can be easily integrated with a routing protocol thereby providing an integrated framework of routing and security and solving the routing security interdependency cycle. 
· The proposed protocol integrates a key exchange protocol with routing in a MANET and thus solves the routing-security interdependency cycle.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· When there is no attack, the TOHIP protocol maintains normal route lookup performance, and in the presence of the attack, TOHIP resists the attack with lower overhead and shorter route convergence time.
· Design of an efficient and reliable node authentication protocol for such networks is a particularly challenging task since the nodes are battery-driven and resource constrained. 
· The protocol is light-weight, efficient and alleviates the routingsecurity interdependency cycle. 


Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	BEST: Battery, efficiency and stability based trust mechanism using enhanced AODV for mitigation of blackhole attack and its variants in MANETs 

	N. Khanna and M. Sachdeva,
	In standard mode, the promiscuous facility and trust update lead to detection of attack while in advance mode a set of trusted trace packets and procedures detect co-operative attacking nodes thus break the co-operation among malicious nodes.

	Defending against wormhole attack in MANET using an artificial immune system 

	S. Jamali and R. Fotohi, 

	Mobile ad hoc networks (MANETs) are mobile networks, which are automatically outspread on a geographically limited region, without requiring any preexisting infrastructure. 

	Survey of secure routing protocols for wireless ad hoc networks 
	M. Boulaiche, 

	Many routing protocols have been developed to achieve data communication in wireless ad hoc networks and a large number of high quality research papers have appeared and addressed the issue of routing at length.

	Enhancing security of zonebased routing protocol using trust
	Y. Eirefaie, L. Nassef, and I. A. Saroit, 
	Ad hoc networks are formed with the help of their constituent wireless mobile nodes which are expected to forward packets for other nodes in a cooperative manner. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















CHAPTER 5
CONCLUSION:
    This paper proposes the AAS based on active routing protocols in MANET. The scheme integrates four strategies: firewall strategy, firewall expiration time, authentication node list and neighbor node list. Without relying on authentication algorithms, AAS performs well on resisting the selective forwarding attacks, false routing attacks, byzantine attacks and routing spoofing attacks. Experimental results show that in a network including some malicious nodes, the AAS can increase the packet delivery rate up by 33.9%, with an average increase of 18.4%. At the same time, it can increase the network’s connectivity rate to 1.6 times the Cap-OLSR rate under the attacks. In addition, the scheme provides the reference for setting the expiration time in real environment. 
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