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ABSTRACT
Under most circumstances, cyber criminals will commit fraudulent transactions using proxy services which hide their real IP address and physical location. This is done in an effort to avoid being tracked and prosecuted by law enforcement agencies. This paper presents the investigation of a proxy detection methodology and efforts to implement such technology into a business solution with the sole purpose of eliminating the majority of fraudulent transaction attempts. The approach, described in identifies multiple proxy connectivity methods, and implements a multi-tiered detection technique. The result of the experiments demonstrates that the proxy methodology improves business security by identifying users who are utilizing proxies and to collect data that prevents potentially fraudulent activities.




        	

                            
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· A proxy connection can be configured as a new network device, and bridged to the existing network adapter to send packets through a designated server. 
· All business operations that are conducted through existing solutions need to be modularized in such a way that the ordering process is clearly visible and can be altered to include the proxy detection module.
· One of the features we would like to develop in future is the ability to encompass various data analysis techniques, which should improve the existing proxy detection methods. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· To be developed is seamless integration to any existing systems, where the module can be attached or removed from the system without impacting the overall quality and functionality of business operations.
· If all these devices try to access video resources, chances are high that the same video file will be downloaded multiple times over the Internet, resulting in wasted bandwidth, which could impact both origin server and the local network.
· To develop these features the cache services layer of the CMS requires a module that implements this part of the UPnP specification.
2.2. PROPOSED SYSTEM
· This proposed proxy detection methodology checks for cyber criminals who access the website and/or web application for the possibility of proxy usage and perform necessary action before cyber criminals carry out fraudulent activities. 
· We also propose a novel technique of capturing a search request sent to a search engine through the proxy and modifying the search engine result by inserting local search results that came from tag based search. 
· We propose to implement a UPnP module to make the cached audio and video content available for UPnP devices. 
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Many methods exist to identify these traits and we intend to devise a detection logic that utilizes these tests with efficiency and accuracy.
· The proxy detection module performed its function with efficiency and effectiveness. The detection process time per client is approximately one millisecond (1 ms) plus the latency between the client and the server.
· With the overall detection rate of 97% and low integration cost, our proxy detection module is an effective and efficient solution for businesses to prevent fraudulent transactions from nonVPN proxy connections. 
Literature Survey:
	TITLE
	AUTHORS
	DESCRIPTION

	Stepping Stone Detection at The Server Side
	R.-M. Lin, Y.-C. Chou and K.-T. Chen, 
	In this paper, based on Nagle's algorithm, we propose a server-based scheme to detect whether a host that establishes a TCP connection to the server is a stepping stone or not. 

	The Web Application Hacker's Handbook: Finding and Exploiting Security Flaws
	D. Stuttard and M. Pinto, 
	Web applications are the front door to most organizations, exposing them to attacks that may disclose personal information, execute fraudulent transactions, or compromise ordinary users.

	Point-to-point tunneling protocol (PPTP)
	K. Hamzeh, G. Pall, W. Verthein, J. Taarud, W. Little and G. Zorn, 
	A client-server architecture is defined in order to decouple functions which exist in current Network Access Servers (NAS) and support Virtual Private Networks (VPNs).

	Malware Analyst's Cookbook and DVD : Tools and Techniques for Fighting Malicious Code
	M. Ligh, S. Adair, B. Hartstein and M. Richard, 
	Security professionals will find plenty of solutions in this book to the problems posed by viruses, Trojan horses, worms, spyware, rootkits, adware, and other invasive software.


2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















CHAPTER 5
CONCLUSION:
    Proxy connections have many types and protocols, and with different software and technique configurations, it can be difficult to uncover a proxy connection. Although there are many existing methods to detect a proxy connection, all methods have their limitations. It is our goal to create a module that is capable of identifying as many proxy types as possible. In this paper, we have investigated and tested different detection techniques, used the knowledge attained to design a multi-tiered proxy detection module, and explained how to implement the module in a business environment. With the overall detection rate of 97% and low integration cost, our proxy detection module is an effective and efficient solution for businesses to prevent fraudulent transactions from non VPN proxy connections. 
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