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Graphical Password Authentication







ABSTRACT
A graphical password is an authentication system that works by having the user select from images, in a specific order, presented in a graphical user interface (GUI). For this reason, the graphical-password approach is called graphical user authentication (GUA). The most common computer authentication method is to use alphanumerical usernames and passwords. This method has been shown to have significant disadvantages. For e.g, users tend to choose passwords that can be easily guessed. On the other hand, if a password is difficult to guess, then it is often difficult to remember. To overcome this problem of low security, Authentication methods are developed by researchers that use images as password. In this research paper, we conduct a comprehensive survey of the existing graphical password techniques and provide a possible theory of our own. Graphical password schemes have been proposed as a possible alternative to text-based schemes, by the fact that humans can remember pictures better than text; Pictures are generally easier to be remembered or recognized than text.



        
CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· In this research paper, we conduct a comprehensive survey of the existing graphical password techniques and provide a possible theory of our own.
· Graphical password schemes can be divided into three major categories based on the type of activity required to remember the password: recognition, recall, and cued recall. 
· Recognition is the easiest for human memory whereas pure recall is most difficult since the information must be accessed from memory with no triggers. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· It avoids the well known hot spot problem of the old graphical password authentication systems.
· One of the best password authentication systems was text based or alphanumerical based password has several problems. 
· One of the main problem with text based password is it was ridicules to remember several text password for different account.
· To overcome the disadvantage of the pass point authentication system the cued click point is invented. 
2.2. PROPOSED SYSTEM 
· Several techniques have been proposed to reduce the limitations of alphanumerical password.
· One proposed solution is to use an easy to remember long phrases (passphrase) rather than a single word.
· In the proposed system, a user freely chooses a picture, POIs and corresponding words.
· The user then chooses several point-of-interest (POI) regions in the picture. Each POI is described by a circle (center and radius).
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· Cued click point is very efficient to user to remember and recognize the password with the help of smart GUI.
· The human brain is very efficient to remember the graphical passwords than of the text based passwords. 
· Graphical passwords schemes provide a way of making more human friendly passwords.
· Here the security of the system is very high. 
· Dictionary attacks and brute force search are infeasible.






Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	Computer Security: Principle and Practices
	William Stallings and Lawrie Brown. 
	There may also be a reliance on communications protocols whose behavior may complicate the task of developing the security mechanism.

	Passpoints: design and longitudinal evaluation of a graphical password system
	Susan Wiedenbeck, Jim Waters, Jean-Camille Birget, Alex Brodskiy, and Nasir Memon. 
	Graphical passwords, which consist of clicking on images rather than typing alphanumeric strings, may help to overcome the problem of creating secure and memorable passwords.

	Foiling the Cracker: A Survey of, and Improvements to, Password Security
	Daniel V. Klein. 
	High speed inter-machin ommunication and even higher speed computational processors have made the threats o of system ''crackers,'' data theft, data corruption very real.

	A password extension for improved human factors
	Sigmund N. Porter. 
	The phrase is hashed into the key, which is then stored in encrypted form. The hashing necessarily includes one-way encryption.




2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   

2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard

2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard


2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005














CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















CHAPTER 5
CONCLUSION:
    User authentication is a fundamental component in most computer security contexts. In this extended abstract, we proposed a simple graphical password authentication system. The system combines graphical and text-based passwords trying to achieve the best of both worlds. It also provides multi-factor authentication in a friendly intuitive system. We described the system operation with some examples, and highlighted important aspects of the system. 
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