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Design of Chaotic Block Cipher Operation Mode for Intelligent Transportation Systems






ABSTRACT
Information security is a vital aspect of Intelligent Transportation Systems (ITS) involving public data collection.  Road images captured for use as a basis of traffic manipulation in ITS should take all precautions for encrypting the wirelessly transferred image.  This paper presents an Enhanced Cipher Block Chaining (ECBC) operation mode to ensure optimal cryptographic properties in a block cipher image encryption scheme. ECBC is based on the Cipher Block Chaining (CBC) operation mode and uses chaos based initialization vectors. Results show ECBC yields better information entropy and correlation coefficients than CBC. 




      


    
SYSTEM ANALYSIS
EXISTING SYSTEM

· Intelligent Transportation Systems are a vital part of the evolution toward smart cities.  These systems involve many forms of data collection transmitted wirelessly to central servers, which can provide a basis for making real-time decisions for highway traffic
· Common block cipher modes utilize randomly generated initialization vectors in order to make distinct encrypted blocks. However, if the random initialization vectors are poor, patterns emerge that break the encryption scheme. . 
DRAWBACKS OF EXISTING SYSTEM  : 
· A lot of issue has been occurred to the block chain concept since its parent  production.
· The problem of providing ITS security can be mapped into the problem of how to reliably distribute communicate with participants. 
PROPOSED SYSTEM 
· We propose a key management scheme for vehicular communication systems (VCSs).  scenario, including the key transfer  between two heterogeneous networks and the dynamic key management scheme to decrease the key transfer time. 
· A novel block chain concept is introduced into the proposed scheme to simplify the key transfer handshake procedure in order to achieve better efficiency .
· Secure key management schemes are considered as a critical technique for network security. In this paper, we propose a framework for providing secure key management within the heterogeneous network.
ADVANTAGES OF PROPOSED SYSTEM
· Most of the contributions using block chain are devoted to optimize decentralized currency  models.
· Basing on the concept of bitcoin, the new crypto currency improves scalability and  ﬂexibility of crypto currencies.
· Despite the fact that there is no other work about using blockchain in VCS, blockchain architectures in some contributions are still valuable for reference. 
FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility

ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005
                 

TESTING AND IMPLEMENTATION

TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.





SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















