

EFFICIENT DATA INTEGRITY AND AUDITING IN CLOUD BY USING SH256
ABSTRACT

               The primary point of this paper is to talk about the utilization of cloud storage administrations, empowering people to store their data in the cloud and avoid the nearby information stockpiling and upkeep cost. Various information respectability inspecting frameworks have been executed to ensure the nature of the information put away in the cloud. An individual might want to select his private key to make the authenticators for understanding the inspecting of data integrity in certain, yet not the entirety of the current framework. The client should then have an equipment token (for example USB token, brilliant card) for putting away the private key and retaining a secret word to trigger the private key. The greater part of the new data integrity evaluating framework will not be able to work assuming the client lost this equipment token or failed to remember this secret key. We are proposing another module called data integrity examining without private key stockpiling to address this issue, and growing such a plan utilizing SH256 innovation. In this task we are proposing an automated mark alongside face revamping with SH256 activity, so that there will be no one of a kind plan to acquire unapproved and besides to forestall hacking activity and all the particular client information or data will be put away in cloud with greatest security.
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CHAPTER 1

1.1 INTRODUCTION

                Using cloud storage services, users can store their data within the cloud to avoid the expenditure of local data storage and maintenance. However, once the user uploads their data to the cloud, they will lose the physical control of their data since they no longer keep their data in local . To ensure the integrity of the info stored within the cloud, many data integrity auditing schemes are proposed. Shen et al. designed a light-weight data integrity auditing scheme, which introduced a Third Party Medium to generate authenticators and verify data integrity on behalf of users. 
               It mainly focus on different aspects of data integrity auditing such as data dynamic operation , key exposure resilience, the simplification of certificate management and also proposes a privacy-aware remote data integrity auditing scheme for shared data. In most, if not all, of the prevailing schemes, a user must employ his private key to get the info authenticators for realizing the info integrity auditing. Thus, the user has to possess a hardware token (e.g. USB token, smartcard) to store his private key and memorize a password to activate this private key. If this hardware token is lost or this password is forgotten, most of the present data integrity auditing schemes would be unable to figure. 
               In order to overcome this problem, we propose an paradigm called data integrity auditing without private key storage and design such a scheme. In this scheme, we use biometric data (e.g. iris scan, fingerprint) because the user’s fuzzy private key to avoid using the hardware token. Unfortunately, biometric data is measured with inevitable noise each time and cannot be reproduced precisely since some factors can affect the change of biometric data. For example, the finger of each person will generate a different fingerprint image every time due to pressure, moisture, presentation angle, dirt, different sensors, and soon. Therefore, the biometric data cannot be used directly as the private key to generate authenticators in data integrity auditing. Meanwhile, the scheme can still effectively complete the info integrity auditing. 
               We utilize a linear sketch with coding and error correction processes to verify the identity of the user. Additionally, the paper designs a new signature scheme which not only supports block less verifiability, but also is compatible with the linear sketch. The security proof and therefore the performance analysis show that our proposed scheme achieves desirable security and efficiency. The Block chain is the technology that underpins crypto currencies such as Bit coin. Fundamentally, the block chain is just a ledger, a digital record of transactions related to a digital currency, a Bit coin, as an example. It is an open system that does not require a trusted third party as all transactions are logged in an immutable distributed public ledger that requires no central repository of data, it is entirely decentralized. 
               Block chain-based applications are arising, covering numerous fields including financial services, reputation system and Internet of Things (IoT), and so on. However, there are still many challenges of block chain technology like scalability and security problems waiting to be overcome. And this paper presents a comprehensive overview on block chain technology. We provide a summary of block chain architecture firstly and compare some typical consensus algorithms utilized in different block chains.
1.2 Private and Public Auditing 
Several schemes are based on a private auditing system, which means that the data owner who audits the integrity of his data. In this type of auditing system, there are just two entities; the data owner and the cloud storage service (CSS): 

· Data owner: the proprietor of the data; he is dependent on the cloud service provider for the proper maintenance of the data. 

· Cloud Storage Server (CSS): the cloud service provider, who provides space to store an owner’s data

This system model provides the data owner with authority only to interact with the CSS to audit data integrity and conduct data structure operations on outsourced data, whilst the readers only have the authority to read data.
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Public auditing allows a third party to audit data integrity rather than the data owner. There are three entities in this type of system: the data owner, cloud storage server and a third party auditor (TPA). The TPA has the ability to access the services afforded by the CSS, and therefore, the data owner requests them to check the integrity of their data.
This system model provides authority only to a TPA to interact with the CSS to audit data integrity. The TPA can significantly alleviate the auditing costs of users.
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1.3 Threats to Data Integrity 

The threats to the data integrity in the context of cloud federation can be multiple and variegated. Our focus is on the database storing the governance data of a federation, hence on data whose corruption critically affects the whole federation and its security. The threats we consider span from malicious alterations of data, to data updates without all the involved members informed. 

More specifically, we can enumerate the following threats: 

· T1 An attacker violates the integrity of the data by directly altering (part of) the database.

· T2 A federation member updates the database without informing the other members. 

· T3 Multiple federation members collude to maliciously altering (part of) the database. 

Threat T1 is straightforward, while Threat T2 is due to the democratic nature of a SUNFISH federation. For instance, adding to the database a log entry about a fake inter-cloud interaction between members A and B, hence without the A and B being informed, is a clear integrity violation. Therefore, the process of adding data to the database should rely on opportunely devised consensus schemas. However, as pointed out in Threat T3, even consensus schemas can be attacked: federation members can collude together to alter the database integrity. For instance, given a member A providing to the federation a service s, the other members can collude to compromise s by, e.g., storing false information on the service (i.e., altering the contracts regulating the provisioning of s, or removing log entries about inappropriate uses of s) to obtain advantages and causing the detriment of A.
Threat Models 

A data owner assumes that a TPA is a reliable and honest entity that will verify the integrity of their data, but the TPA may be curious about that data. The TPA could thus be a threat for the data owner. To ensure the correct storage of the owner’s data with the CSS, a privacy protection mechanism, which guarantees a TPA cannot access the owner’s data, will thus be necessary. A CSP also cannot be fully trusted; it can pose a threat to an owner’s data. In order to save space, a CSP may remove data that is rarely accessed without any notification to the data owner. The outsourced data may be tampered with or even re-outsourced without notice by malicious a CSP. A CSP can also apply the wrong changes to an owner’s data owing to system failure, management errors or other reasons, and hide these mistakes to protect their image. Undiscovered strangers may also be able to intrude on the cloud server and contaminate or erase an owner’s data. When data is stored on a CSS and to respond to a TPA’s query, CSS can use an authentic pair of data blocks as a substitute for the queried data blocks just to pass out the audit. The CSS can also retrieve the previously stored results of data that has been challenged simply to generate proof of data possession rather than to query the owner’s data. 
Our Method Goals 

Motivated by data integrity and deduplication, we propose a new method for storage and auditing in cloud computing, based on the blockchain data structure. 
The proposed method achieves the following functions: 

· Confidentiality: ensures the confidentiality of the owner’s data against the TPA during the auditing process. 

· Batch auditing: ensures that a mediator or TPA (depending on the auditing type) performs multiple auditing tasks, in a simultaneously way, received from different users.

· Client-side deduplication (storage efficiency): allows the mediator to eliminate duplicated files and file-blocks before sending the data to the cloud 

· Private auditing: allows only the mediator to verify the correctness of the data stored in the cloud. 

· Public auditing: allows the TPA to check the correctness of the data stored in the cloud. 
· Data integrity: ensures that the CSP cannot cheat and pass the auditing process without having stored the data intact. 

· Lightweight: provides the model with low communication and computational overheads. 
In this paper, we propose a new method that ensures both efficient storage based on data deduplication on the client side, and preserves data integrity auditing using blockchain technology in a cloud computing environment.
1.4 Blockchain: Data Integrity, Performance, Stability 
The blockchain is a quite novel technology that has appeared on the market in the recent years, firstly used as public ledger for the Bitcoin cryptocurrency. It mainly consists of consecutive chained blocks containing records, that are replicated on the nodes of a p2p network. These records witness transactions occurred between pseudonyms. Transactions may feature a cryptocurrency like, e.g., the Bitcoin, or other kinds of assets. The collection of transactions and their enclosing in chain blocks is carried out in a decentralised fashion by distinguished nodes of the network, i.e. miners. Miners apply opportune block construction methods, i.e., the mining process, to achieve consensus among all the miners on newly generated blocks. Bitcoin is an example of permission less blockchain, i.e., there is no restriction for a node to become a miner. If instead there is an authentication and authorization layer for miners, then the blockchain is permissioned. The original mining process, still used for Bitcon and Ethereum blockchain, is based on the proof of work (PoW). It consists in a computational intensive hashing task that is regulated according to the so-called blockchain difficulty that regulates the average time spent by miners to accomplish such a task and create a new block. Once a miner achieves the creation of a new block, it broadcasts that block to all the other miners. They consider such a block as the latest of the chain and start mining new blocks to be appended. For the sake of simplicity, we can say that once a miner has created a new block, it becomes part of the chain (if multiple miners concurrently add a block, a transient fork is created which is usually quickly resolved because by design miners always consider the longest chain). PoW-based blockchains enjoy many fascinating properties related to data integrity, which follow from the mining process and from the full replication of the blockchain on a large number of nodes. Indeed, when a block is part of the chain, all miners have agreed on its contents, hence it is practically non-repudiable and persistent (unless an attacker has the majority of miners’ hash power that are able to create a fork of the chain). Assuming a majority of hash power controlled by honest miners, the probability of a fork of depth n is O(2−n). This gives users high confidence that simply waiting for a small number of nodes to be added (6 blocks in Bitcoin) will ensure their transactions are permanently included with high confidence. However, PoW-based blockchains have a main drawback: performance. This lack of performance is mainly due to the broadcasting latency of blocks on the network and the time-intensive task of PoW. As a matter of fact, each transaction stored on a blockchain has a high confirmation latency, which causes an extremely low transaction throughput. In Bitcoin, the average latency is 10 minutes, and the throughput is about 7 transactions per second. Another relevant concern related to the use of the blockchain regards its stability. Although, e.g., the Bitcoin’s blockchain has worked quite well so far, there is no universally accepted academic work explaining either why this has happened, or whether it will continue in the future, or how long it will. The stability properties of the PoW-based consensus protocol are still being debated, and current “literature does not even provide adequate tools to assess under which economic and social assumptions Bitcoin itself will remain stable”. In general, PoWbased blockchains using incentive mechanisms based on cryptocurrencies are heavily subjected to market fluctuations, which casts a shadow on the blockchain effectiveness on the long term.
1.5 CLOUD SECURITY ISSUES 

1.5.1 Privacy Preservation 
In Cloud In the author proposed an idea of providing secure cloud ecosystem which makes sure that the security of data and privacy of data is concerned right from user authentication to data being stored on the cloud. The algorithms used in their work are RSA and AES for data encryption and decryption, SHA512 and bcrypt functions for hashing and HMAC (keyed Hash Message Management System) for key management. Their work provides Hybrid Cryptographic System (HCS) that has benefits of both symmetric and asymmetric encryption. 
1.5.2 Data Integrity 
In Cloud In this checks the integrity which is based on MAC scheme. There is no third party in this condition. Their work withstands replays attacks and Man-in- the-Middle attacks. The redundant data is not eliminated in their work. In the author survey various researches about data integrity proofs for the cloud systems. Various approaches like Provable Data Possession (PDP), Proof of Irretrievability (POR), hashing, signature methods, encryption are used. The accuracy, fidelity, consistency and validity of the data must be maintained in order to achieve data integrity. In the author proposes an idea of efficient auditing scheme to verify the data’s integrity that has been stored in the cloud environment. Their work suggests usage of SHA-2 algorithm for integrity checking and for encryption it uses AES algorithm. Their work doesn’t support updating or insertion or deletion of data. 
1.5.3 Issues In Cloud Storage And Cloud Storage Auditing 
Various issues in cloud storage include data leakage, cloud credentials, key management, performance etc. These issues must be addressed when using cloud storage and file sharing in cloud. In the author proposes idea to deal with key exposure problem. Their work tries to make the key as transparent as possible to the clients. In their work the cloud stores the files uploaded by the client. The Third Party Auditor (TPA) holds the encrypted secret key and updates in each time period. Their work provides information on outsource key updates for auditing the cloud storage in addition with key revelation resilience. In the author proposed a new idea of Identity based RDIC (Remote Data Integrity Checking) protocol. The protocol makes use of keyholomorphic cryptographic primitive thereby it reduces the system complexity. There is no leakage of information in stored data. The security model suggested in their work achieves robustness and complete data privacy.
1.6 BLOCKCHAIN 

Blockchain can be defined as a de centralised and distributed digital ledger that is used to record transactions across many computers. In simple terms, we can consider any record within Blockchain technology as a document shared with a group of people (computers/servers that also known as blocks). The document is distributed instead of copied or transferred. This creates a decentralised distribution chain in a way and the involved record cannot be altered retroactively without the alteration of all subsequent blocks.
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Blockchain is a data structure that distributes all its data over a network of nodes, so that there is no single point of failure, and no central control that might be compromised. It uses a consensus algorithm that allows these independent nodes to approve correct transactions and reject malicious ones. On the blockchain, data are stored in a chain of so-called block. Every block header includes the root of a Merkle tree, which contains the actual data in the block. Besides this, every block also includes a timestamp and a hash of the previous block in order to make it further resistant to manipulation. If an attacker would change the data inside a past block, the hash of this block would change with it, and since the changed hash is never referenced by another block, it would not be accepted by the rest of the network, and it would effectively create a fork of the blockchain. The rule with forks is that the longest chain is always the leading one, so in order to have the modified block accepted by the network, the attacker would need to grow their chain faster than the rest of the network combined to pass the longest chain. Because the resources of the entire network are extensive in major blockchains, this sufficiently guarantees the integrity of the data in the blockchain.
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1.6.1 Blockchain And Cloud Computing 

Cloud computing has many challenges and one of the key challenges of cloud computing is overcome by blockchain is cost. Cloud computing can be decentralized with the blockchain technology. Even though cloud computing tend to be cheaper but when used with variety of elements it is quite expensive. Decentralizing eliminates the risk of data breaches. Blockchain enables to directly connect to massive GPU mining firms and leverage their computation power. Blockchain powered cloud solutions rely on idle computational power from a pool of providers includes individual computer users also. Blockchain storage accounts cannot be targeted or got easily. Even for a potential hacker it is very difficult to access large amount of data via blockchain because unlike traditional storage block chain’s data is spread out like a chain instead of putting together on one storage space.
1.6.2 Smart contracts 

Starting with Ethereum, blockchain technology has been extended with smart contract functionality. Smart contracts are a way to digitally enforce a contract or an agreement between parties through code. This concept predates blockchain more than a decade, but only when blockchain was implemented did it finally become possible to implement these smart contracts without the need for a trusted third party. Ethereum offers the ability to publish smart contracts on its blockchain, which can be executed by the Ethereum Virtual Machine (EVM). By publishing these contracts to the Ethereum blockchain, all involved parties can easily inspect the contract and they will be assured that the contract will execute exactly as specified.

APPLICATIONS  

· Blockchain in digital advertising: In today’s( world, one of the biggest problems in digital advertising is challenges such as domain fraud, bot traffic, lack of transparency and long payment models. Blockchain can provide solutions to these problems as the technology will only allow the right companies to succeed. It will decrease the number of bad players in the supply chain and minimizing the case of fraud and others.  

· Blockchain in cyber security: The innovative cryptography feature of the Blockchain Technology will help in encrypting and verifying the data. In this manner, the data is less likely to be attacked or altered without authorization.  

· Blockchain in Forecasting: The Blockchain technology is set to alter the complete methodology for research, consulting, analysis and forecasting. Most of the global distributed prediction markets are created with the help of online platforms.  

· Blockchain in cloud storage: The distributed/decentralised security feature of Blockchain will make cloud storage more protected and robust against hacking as the data on a centralized server is exposed to hacking, loss of data, or human error.
1.6.3 Concepts Used in our Proposed Method
In our proposed method, we introduce the use of five concepts. Blockchain  is able to effectively ensure the integrity and authenticity of the exchanged data, and especially auditability by providing a private layer where cloud data is treated and stored in less time. The security of blockchain technology is enforced in a distributed and public way rather than relying on a central party to do so, as is the case for other databases. The blockchain has appeared as a fascinating technology which offers compelling and imperious properties about data integrity. A Merkle Hash Tree is a binary tree that represents the data structure used in blockchain technology. A Third Party Auditor has the ability to check the data possession of the Cloud. The data deduplication technique eliminates redundant data and stores just one copy of each file or file-blocks (chunks) in order to minimize both network traffic and storage space. A mediator performs data deduplication to eliminate duplicated files and file-blocks. 
A. Third-Party Auditor 

A TPA, who has considerable computation and communication ability, is delegated by the cloud user to check the data possessed by the cloud. TPA is a semi-trusted entity with the expertise and ability to check the correctness of data on behalf of the data owner. The data owner, who employs the TPA to verify the integrity of their data, is alleviated from the burden of expensive auditing operations. Although the data owner has confidence in the TPA’s data checking, they can be also a threat to the data owner. One of the most important issues in the data audit process is thus preventing data leakage and preserving the privacy of data. 
B. Deduplication Technique 

In this paper, we explore the technique of deduplication in the server where many thin clients are connected. For instance, many users from an enterprise-x may intend to outsource a large quantity of data to the cloud and many of these files or file-blocks are duplicates. It is therefore necessary to find and remove duplication within the data. Thus, we decided to use a mediator with the ability to manage client-side data deduplication. By transferring only a single copy of duplicate data, a deduplication system optimizes storage and bandwidth efficiency in cloud storage servers. Accordingly, client-side deduplication implies low communication and computation costs between the client and the CSP, and saves storage space. A file can be divided into many file-blocks (chunks) that can be part of many files. Chunking is an essential step achieving data deduplication, which permits a reduction in the storage space and alleviates the outgoing network traffic when uploading data to the cloud storage server. Chunking is a challenging technique in the deduplication process, but it can be performed within several algorithms: File-Level Chunking (FLC), Fixed-Size Chunking (FSC), Variable-Size Chunking (VSC), Content-Aware Chunking (CAC). In our proposal, we use a CAC algorithm, where the file is divided based on its content which improves the file-blocks reuse probability, unlike an FSC that splits a file into equally sized file-blocks which reduces the probability of using the same file-block in other files. Consequently, the CAC algorithm outperforms the FSC algorithm in terms of deduplication efficiency and has been extensively used in various storage systems. 
C. Mediator 
To reduce computational operations among users and to perform data deduplication using a central node in enterprise-x, we decided to use the concept of a mediator. A mediator manages the deduplication process internally in the server, so there is no security issue. The mediator has the ability to manage the storage of a user’s data, and even to check the integrity of this data. 
The mediator has two tasks to perform: 

· A client side deduplication to eliminate duplicated files and fileblocks before storing the data in the cloud. Accordingly, the quantity of stored data and the bandwidth used between the client and the Cloud server are both reduced. 

· Check the integrity of a user’s data stored in the cloud in the case of private auditing, where TPA is absent. It can be seen as an internal auditor, with the proviso that the mediator should have considerable expertise and ability to verify the correctness of the stored data.
1.6.4 Security Analysis

Several data integrity auditing schemes have implemented data deduplication in the cloud server side. This way of working has high computational costs. Other schemes follow a fixed-size chunks method which is simple and extremely fast, but this approach suffers from low deduplication efficiency. In our method, deduplication is performed on the client side by the mediator and using a content-aware chunking algorithm. Instead of saving three or four copies of the same file/chunk in the cloud, deduplication allows the elimination of all the redundant data and stores only one copy of the file/chunk that belongs to one or multiple cloud users. This technique decreases communication, computation and storage costs. Note that in our proposal, we indicate the use of two types of auditing, private auditing and public auditing, to verify the correctness of the data stored in the cloud. It depends on the need of the enterprise; if the mediator has the ability to verify the accuracy of the data, in this case, he manipulates a private auditing, or he prefers the use of an external auditor to verify their data (public auditing). Owing to the technique that we used during the auditing process, the TPA will have no idea about the owner’s data, which implies that the confidentiality of the data is ensured against auditors. The mediator or TPA (depending on the auditing type) could perform multiple auditing tasks simultaneously, received from different users. In a case where the mediator/TPA receives several auditing requests for the same file from different users, it may be ineffective to handle them as individual tasks rather than to batch them together and perform only one audit task by interacting with the CSP to check the data integrity. After that, it replies all concerned users by the auditing result. The deduplication technique is thus not only efficient for data storage because it reduces storage cost and the required space to store a large data, but it is also efficient for the auditing process where multiple users want to verify the same file while reducing the communication and computation cost between auditor and CSP. The use of blockchain in our proposal is mainly applicable in scenarios where the data history is very important. This method is practical for real application scenarios, such as in the justice domain where judgments must be stored and must not be modified. It can also be useful for real estate agents, to register property titles for example, where it is forbidden to modify this type of data. It could be also used for storing medical records or even collecting taxes. To demonstrate that our proposed method is efficient, we performed experiments through an application developed using Java and PHP languages, on a computer with an Ubuntu 17 OS running on an Intel CoreTM i3 CPU with a 2.27 GHz clock and 4 GB RAM. The remote storage was implemented using MySQL. The size of each file is increased by 200 MB. We used large files to show the usefulness of thededuplication technique. a plot of computation time in seconds against input size in MB. We can see that the computation time for an unduplicated file is greater than the computation time for a duplicated file, which shows that the computation time and the bandwidth, used between the enterprise and the CSP, are both reduced thanks to the deduplication technique. Several systems perform a public data integrity auditing where the responsibility of data integrity verification is delegated to a third party auditor as in. Other schemes manipulate a private auditing where the data owner checks the integrity of the externalized data as in. However, in some cases, it is not practically feasible for the data owner to verify the data integrity all the time. Hence, our approach supports both public and private auditability property.
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Some researches mention the use of data deduplication technique to improve storage systems as in. Besides, the decentralization and security characteristics of blockchain technology have attracted many researchers to propose various schemes exploiting blockchain based databases to ensure data integrity and improve data storage in cloud computing environments as in. The value-added of our method over these methods is that our proposal permits both data deduplication, which guarantees the storage efficiency, and data integrity auditing that verifies the correctness of the outsourced data. In our system, the deduplication is performed at the file level or block level on the client side. Hashes of files or blocks are computed and stored, and if the hash for any new file or block is found to be present in the stored hashes, then the copy is removed, which permits to eliminate duplicated files and file-blocks before storing the data in the cloud. Accordingly, the quantity of stored data and the bandwidth used between the client and the Cloud server are both reduced. The main benefit of manipulating deduplication in our system is that storage efficiency is increased and network efficiency is enhanced. As with any system, it is necessary to have a fault tolerance property that enables the system to continue its operation properly in the event of the failure of any of its components.
We analyze the security of our scheme through two common attacks. 
Repudiation Attacks: The records are stored in block chain, and the copies are stored in various nodes in blockchain network. As the record chain is growing all the time, modifying some nodes’ copies can not repudiate what he has done. 
Replay Attacks: Every time a record is broadcasted to the miner, miner will check the hash of the record which contains a property named nonce. Nonce is a unique mark to identify a record generated by the blockchain network. When user wants to replay a record, he would construct a record, however the nonce is generated automatically, so the two records are different.

1.7 Blockchain’s Characteristics and Security 

Blockchain is a novel distributed technology of verifying and storing data using an encrypted chain block structure. It is a public distributed ledger that can be shared, replicated, and synchronized among different nodes. Combining cryptographic algorithms, decentralized consensus mechanism and P2P network, blockchain provides a way for all nodes in the network to reach the same state in a secure and verifiable manner. 

1.7.1 Decentration
The blockchain network adopts P2P network in which all nodes are in the equal status. All data distributed in blockchain network is available for any node, and newly added node can select to download all or part of the block data from the old nodes to query or verify the block data. Each transaction which generated in the network is broadcasted to all nodes and verified and updated by the miner nodes. With the support of blockchain technology, the storage of cloud data is no longer dependent on a small number of data centers, it can be distributed into much more nodes, thus preventing one or more data centers from being attacked or improperly managed. At the same time, bad behavior such as data loss or disclosure can be discovered in time. 

1.7.2 Tamper-Resistant
The block structure in the blockchain network. Each block contains the hash value of the previous block, thus forming a complete chain structure in the network. The pre-hash in block header is computed from the previous block using a specific hash function. Some necessary information is also stored in the block header for the purpose of security verification, such as timestamp, the difficulty of the puzzle and the Merkle root. Suppose a malicious user change the data of the previous block, it will inevitably cause the hash change of this block, furtherly result in the inconsistency between the hash of previous block and the prehash of current block. When two miners construct a new block at the same time, both blocks will be linked to the current block. Once the blockchain network is forked, the blockchain always trusts the longest chain. Generally speaking, unless malicious node has mastered more than 51% power of the entire network for a long time, it is impossible to replace the normal chain and complete data modification, otherwise resulting in extremely high tampering costs. Therefore, blockchain can rely on proof of work (POW) and consensus algorithms to safeguard the system.

1.7.3 Data Structure for Auditing 

Existing security frameworks based on blockchain are designed for their own security goal, so block information, consensus algorithm and data flow used in these system are different. Considering that the capacity of a block is limited, there may not have enough space to store the actual data in block. So, we only store the most important metadata which reflects the initial status of data or user behavior. From Fig. 3 we can see that such metadata information as file storage address, file hash, and the owner of a file will be kept according to our auditing goal.
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Different from blockchain in electronic currency, our system changes the original transaction structure to record user’s operations on file. As shown in Fig. 3, the record structure retains the fields of user’s signature (sig) and the hash in the original translation structure. The field of type is added to specify the user’s operation type, and the field of result is used to store the hash value of data after being operated by users. Data field can’t be empty if and only if the user manipulates new data. The encoded data will be stored in the data field, and the other operation types are empty. The field of target holds the hash address of data and is used to locate the data. In addition, we have added an array in the block body to save the file metadata information. Correspondingly, a Merkle root hash is added to the block header to verify the integrity of file information. The fileinfo field is used to save the metadata information of user data. It contains the data owner, the filehash which is used to verify data integrity, the actual storage address of the data, and the hash of the fileinfo structure.
1.7.4 Auditing Description 

Most of traditional behavior audit scheme uses logs to record the behavior, the log data is not only numerous but also easy to be modified. In this system, we build two Merkel trees in the block body. One is used to save user behavior records, and the other is used to save metadata information of a file. If the block data is tampered, an error will be discovered while verifying the block information and then the block will be rejected. 

Data Source Audit: One of the core elements of audit is to ensure the accuracy of the data source. If the data source is not trustworthy, the result of auditing is suspect. In this system, any operation on the file will automatically generate a corresponding operation record in client. These operation records are signed by user with their private key and then broadcasted to the blockchain network. The miner nodes in the blockchain layer accept record. They first verify the record integrity and then pack the valid record into a block, thus ensuring the security of data source. 

Integrity Audit: The files’ metadata stored in the block body can be used for integrity auditing. The hash value of file has been recorded when upload the file. In other words, the initial state of a file has been recorded. When the file is obtained through the corresponding URL, its hash value is recalculated. If it is not equal to the hash value stored in the block body, the file is considered to be damaged.
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Behavior Audit: The process of behavior auditing. The file operation record stored in the block body can be used for behavior auditing. Since the audit data is stored in the block and the number of block is gradually increasing with the time, acquiring the block data directly will be a time-consuming operation. Therefore, a proxy node is added to our system for keeping the index of block data to accelerate the locating block. When the block is dug out by miner, it will be broadcasted to all nodes in the network. The proxy node will perform preliminary analysis, it stores the user’s identification information into the file table, and saves the operation record into the record table. When we want to locate the file, we need first access to proxy node’s file table, query the relevant records to find out which block the metadata is stored, and then we get the corresponding block from the block chain to take file metadata information. For the audit request, we also send a request to the proxy node so that we can find out the location of block where all historical records are stored, and then achieve the corresponding record information for subsequent audit and analysis operations.
1.8 ALGORITHM 

1.8.1 SHA-256 Cryptographic Hash Algorithm 

A cryptographic hash is a sort of 'signature' for a book or an information record. SHA-256 produces a nearly interesting 256-cycle mark for a book. See underneath for the source code. 

· Challenge handshake verification' abstains from communicating PINs in 'clear' – a customer can refer hash of a secret phrase over web for approval by a worker without danger of the first secret word being captured 

· Anti-alter – interface a jumble of a letter to first, and the beneficiary can re-hash the message and contrast it with the provided hash: in the event that they coordinate, the message is unaltered; 

· Digital marks are somewhat more encompassed, yet basically, you can sign hash of a record by scrambling it with your secluded key, carrying a computerized signature for the archive.
1.8.2 Advanced Encryption Standard 

AES is an iterative rather than Feistel figure. It relies upon 'substitution stage association'. It contains a movement of associated exercises, some of which incorporate overriding commitments by express yields (substitutions) and others incorporate adjusting pieces around (stages). Abnormally, AES plays out the aggregate of its counts on bytes rather than bits. Consequently, AES treats the 128 bits of a plaintext block as 16 bytes. These 16 bytes are planned in four sections and four lines for dealing with as a framework − As opposed to DES, the number of rounds in AES is variable and depends upon the length of the key. AES uses 10 rounds for 128-digit keys, 12 rounds for 192- piece keys and 14 rounds for 256-bit keys. All of these rounds use another 128-cycle round key, which is resolved from the primary AES key. 

Encryption Process: Here, we restrict to description of a typical round of AES encryption. Each round comprises of four subprocesses. 

Decryption Process: The process of decryption of an AES cipher text is similar to the encryption process in the reverse order. Each round consists of the four processes conducted in the reverse order
· Add round key 

· Mix columns 

· Shift rows 

· Byte substitution
1.8.3 MD5 Algorithm
The MD5 algorithm is a broadly adopted hash function generating a 128-bit hash value. It is a checksum applied to verify data integrity. But only against erratic corruption. It persists suitable for other non-cryptographic designs, for instance for determining the distribution for a distinct key in a partitioned database. The buffer MD5 uses a buffer that made up of four words that are each 32 bits long. Also, MD5 uses four auxiliary functions where three 32-bit words are taken as input and produce output as one 32-bit word. The MD5 algorithm process 512 bits size message at a time.
When messages are not multiples of 512 bits, then they are padded with: 

· A string consisting of 1 followed by zeroes, and 

· A 64-bit integer that shows the length of the original message, to make the length of the composite message multiples of 512 bits. 

· The digest value which initialized as constant is linked with the first 512 bits of the message to give a new value for the digest. 

· The new value joined with the subsequent 512 bits of the message using the same transformation. 

· This process recurred on each 512-bit block until the final value of digest got from the last block of the message.

1.8.4 Base64 Algorithm
Generally, the Base64 algorithm encodes any binary data, stream of bytes into a sequence of 64-printable strings. Base64 is a combination of binary-to-text encoding design. It depicts binary data in an ASCII string form by transcribing it into a radix-64 representation. The word Base64 introduces from a specific MIME content shift encoding. All Base64 numeral represents precisely 6 bits of data. So, the three 8-bit bytes denoted as four 6-bit Base64 digits. General to all binary-to-text encoding systems, Base64 carry data saved in binary forms over ways that only reliably sustain text content. Base64 is especially prevalent on the World Wide Web wherever its uses involve the capacity to embed image files or different binary assets inside textual assets such as HTML and CSS data.
The Base64 encoding process is to: 

· Split the input bytes stream into blocks of 3 bytes. 

· Split 24 bits of each 3-byte block into 4 combinations of 6 bits. 

· Outline each group of 6 bits to 1 printable string, based on the 6-bit value using the Base64 character set map. If the last 3-byte segment has only 1 byte of input data, pad 2 bytes of zero (\x0000). 

· After encoding, it as a normal section, reverse the last 2 characters with 2 equal signs (==). So the decoding method perceives 2 bytes of zero were padded. 

· If the last 3-byte segment has only 2 bytes of input data, then pad 1 byte of zero (\x00). 

· After encoding it as a normal section, override the last 1 string with 1 equal signs (=). So the decoding process perceives 1 byte of zero was padded.
1.8.5 RSA Algorithm 

RSA (Rivest–Shamir–Adleman) is an asymmetric cryptographic algorithm used by improved computers to encrypt and decrypt information. Asymmetric refers that there are a pair of different keys which are public key and private key. The public key can give to everyone. The private key should be kept hidden. Hence, it also called Public Key Cryptography. The algorithm based on the premise that finding the factors of a large composite number is challenging. When the numbers are prime numbers, then the problem is known as prime factorization. Since this is asymmetric, nobody else besides browser can decrypt the data indeed if any third party has the public key of browser. 

· Encryption: A transmits public key (n & e) to B and keeps the private key secret. B wants to give message M to A. First, B turns M into a number m smaller than n by using a reversible protocol known as a padding scheme. A then computes the cipher text c corresponding to: c = m ^e mod n This can be done using the exponentiation method of squaring. B then sends c to A.

· Decryption: A can recover m from c by using the private key d in the following procedure: m = c^d mod n Given m, A can recover the original distinct prime numbers, applying the Chinese remainder theorem to these two congruence yields m ^ed ≡ m mod pq Thus, c^d ≡ m mod n 

1.9 BLOCKCHAIN, COT, AND INTEGRATION MOTIVATION 

We first introduce the background knowledge of blockchain and CoT. Then, we present the motivations of the integration of such two technologies.
1.9.1 Blockchain and Cloud of Things 

1) Blockchain 
Blockchain is mostly known as the technology underlying the virtual cryptocurrency Bitcoin which was invented in 2008 by a person known as Satoshi Nakamoto. In a nutshell, the blockchain is briefly explained as public, trusted and shared ledger based on a peer-to-peer network. This emerging technology has also recently become a hot topic for researchers and been argued to innovate blockchain-based applications beyond Bitcoin. The core idea of the blockchain network is decentralization which means blockchain is distributed over a network of nodes. Each node has the possibility of verifying the actions of other entities in the network, as well as the capability to create, authenticate and validate the new transaction to be recorded in the blockchain. This decentralized architecture ensures robust and secure operations on blockchain with the advantages of tamper resistance and no single-point failure vulnerabilities. Basically, blockchain can be classified into two main categories, including public (or permission-less) and private (or permissioned) blockchain. A public blockchain (e.g., Bitcoin platform) is an open network which means it is accessible for everyone to join and make transactions as well as participate in the consensus process. Meanwhile, private blockchain is an invitation-only network managed by a central entity and all participations in blockchain for submitting or writing transactions have to be permissioned by a validation mechanism. A general concept on how blockchain operates is presented and the most popular and promising blockchain platforms. A blockchain network is built from some key components, including data block, distributed ledger, consensus, and smart contracts. To be clear, each block contains a number of transactions and is linked to its immediately-previous block through a hash label. In this way, all blocks in the chain can be traced back to the previous one, and no modification or alternation to block data is possible. A distributed ledger is a type of database which is shared and replicated among the entities of a peer-to-peer network. Moreover, blockchain consensus is a process used to reach agreement on a single data block among multiple unreliable nodes, aiming to ensure security in a blockchain network. Final, smart contracts are programmable applications that run on a blockchain network according to predefined contractual conditions such as payment terms, liens, confidentiality, and even enforcement. Blockchain can provide high-security properties for its applied scenarios, such as CoT. The most important feature is decentralization which means blockchain does not rely on a central point of control to manage transactions. This exceptional property brings promising benefits, including eliminating single point failure risks due to the disruption of central authority, saving operational costs and enhancing trustworthiness. Further, blockchain is able to keep transaction data immutable over time. The hashing process of a new block always contains metadata of the hash value of the previous block, which makes the chain strongly unalterable. In this way, it is impossible to modify, change or delete data of the block after it is validated and placed in the blockchain. Another important feature is transparency which stems from the fact that all information of transactions on blockchain is viewable to all network participants. In other words, the same copy of records of blockchain spreads across a large network for public verifiability. As a result, all blockchain users can fully access, verify and track transaction activities over the network with equal rights.
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In addition to these security benefits, blockchain remains some problems that need to be considered to make it well suitable for integrating with CoT. For example, how to achieve energy efficiency for blockchain in BCoT applications is an important issue. The decentralized consensus algorithms in blockchains often require extensive processing power and high computing energy to mine blocks and maintain the blockchain network. This makes blockchain infeasible to resource-constrained IoT devices in CoT applications. Although we can perform energy-intensive blockchain mining in a centralized cloud, this would essentially negate the advantages of a distributed CoT system. Another issue is the throughput of blockchain systems. In fact, blockchain has much lower throughput in comparison to non-blockchain applications. For example, Bitcoin is able to execute a maximum of only four transactions/ second, and the throughput of Ethereum achieved is about 20 transactions/second, while Visa can process up to 1667 transactions/second. Clearly, the existing blockchain networks still remain scalability bottlenecks in terms of the number of replicas and limited throughput. Many current blockchain systems suffer from high block generation time which in turn reduces the overall blockchain throughput. Further, if all transactions are stored in a chain, the blockchain size will become very large. Considering real-world CoT scenarios, e.g., smart cities, the IoT data volume is enormous and thus will result in a rapid growth in the IoT blockchain size. These factors thus should be taken into account in designing blockchain platforms for sustainable BCoT applications.
2) Cloud of Things
Nowadays, IoT has constituted a fundamental part of the future Internet and drawn increasing attention from academics and industries thanks to its great potentials to deliver exciting services across various applications. IoT seamlessly interconnects heterogeneous devices and objects to create a physical environment where sensing, processing and communication processes are implemented automatically without human involvement. However, massive volumes of data generated from a large number of devices in current IoT systems become a bottleneck in guaranteeing the desired Quality of Service (QoS) because of constrained power and storage resources of IoT devices. Meanwhile, cloud computing has unlimited resources in terms of storage and computation power, which can provide on-demand, powerful and efficient services for IoT use domains. Especially, the convergence of cloud computing with IoT paves the way for a new paradigm as CoT, which can empower both worlds. Indeed, the wealth of resources available on the cloud is highly beneficial to IoT systems, while cloud can gain more popularity in real-life applications from integrating with IoT platforms. Moreover, CoT can transform current IoT service provision models with minimal management effort, high system performance and service availability. The general concept of CoT with a network architecture of IoT devices, cloud computing, analytic services and application layer. In this hierarchy, IoT devices are used to sense and collect data from local environments. However, due to their limited computing resources, IoT devices will transmit recorded data to the cloud for data acquisition. Cloud computing can provide a powerful capability of data processing and storage. Analytic services can be provided to support IoT systems, such as historic data monitoring, information storage or statistical analysis. The results of cloud data processing are used to serve end applications, aiming to facilitate IoT service provisions and meet requirements of end users.
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In general, the CoT platform can offer instant services to users anywhere and anytime thanks to automatic resource provision capabilities of cloud computing. It enables autonomous service delivery without the need for human engagement. With unlimited virtual processing capabilities of cloud computing, CoT open up new opportunities to enhance IoT computation by enabling data offloading and executing data remotely. This not only improves computation abilities of local devices, but also addresses effectively issues of IoT systems in terms of energy-saving and bandwidth preservation. Importantly, CoT can offer simplified and automatic IT maintenance and management solutions by exploiting cloud servers, virtual machines and resource infrastructure. IoT users can interact easily with cloud computing to implement functionalities without any requirement for software installation as well as human involvement. Moreover, the provision of system management models available on clouds also supports well boundless communications and interconnections between IoT devices together, between things and users to empower ubiquitous applications, which would promote the comprehensive collaborations of multiple IoT ecosystems in the future Internet.
1.9.2 Motivation of the Integration of Blockchain and CoT 

We highlight the motivation of the integration which comes from the security challenges of CoT, technical limitations of blockchain and the promising opportunities brought by the incorporation of such two technologies. 

1) Security Challenges in CoT

CoT support ubiquitous computing services with large data storage and high system performance, but still remains some critical challenges. 

· Data availability: In the current cloud network architectures, cloud services are provided and managed centrally by the centralized authority. However, this configuration is vulnerable to single-point failures, which bring threats to the availability of cloud services for on-demand IoT access. A centralized cloud IoT system does not guarantee seamless provisions of IoT services when multiple users request simultaneously data or cloud servers are disrupted due to software bugs or cyber-attacks.
· Privacy management: Although the centralized cloud IoT can provide convenient services, this paradigm raises critical data privacy concerns, considering a large amount of IoT data being collected, transferred, stored and used on the dynamic cloud networks. In fact, IoT users often place their trust in cloud providers managing the applications while knowing very little about how data is transmitted and who is currently using their information. Even in the distributed cloud IoT paradigms with multiple clouds, IoT data are not fully distributed but stored in some cloud data centres at high density. In this context, IoT data may be leaked if one of the cloud servers is attacked. 
· Data integrity: The storage and analysis of IoT data on clouds may give rise to integrity concerns. Indeed, due to having to place trust on the centralized cloud providers, outsourced data is put at risks of being modified or deleted by third parties without user consent. Moreover, adversaries can tamper with cloud data resources for financial or political purposes, all of which can breach data integrity. For these reasons, many solutions using public verification schemes based on a third-party auditor have been proposed, but they potentially raise several issues, including irresponsible verification to generate bias data integrity results or invalidated verification due to malicious auditors. Therefore, developing new solutions to solve efficiently data integrity challenges is vitally necessary for CoT systems.
2) Technical Limitations of Blockchain

Although blockchain has its unique promise to disrupt services like CoT, it still remains several critical challenges in its development in terms of complexity, and security flaw. 

· Complexity: In IoT networks, in order to implement validation on transactions, IoT devices act as blockchain participants to run the consensus process to solve complex mathematical puzzles, which requires powerful computation hardware. Unfortunately, this is challenging to meet such requirements due to the constraints of IoT resources. Even in the case of IoT devices with relatively high computing capacities, running complex blockchain process may require intensive resources involving electricity and human management. This would raise concerns of users about high operational costs which would hinder wide deployment of blockchain-based systems. 

· Security flaw: The final limitation of current blockchains may be an unavoidable security flaw. If more than half of computers working as blockchain nodes to control computing power, attackers may modify consensus architectures and prevent new transactions from obtaining confirmations for malicious access. This is also called as 51% attack which is highlighted in the Bitcoin concept. Without having a comprehensive transaction management, blockchain can be put at risks of data breach and system damage.
In short, the decentralization of CoT lays the ground for blockchain as data security and privacy solutions, and blockchain can leverage the cloud resources in CoT for intensive mining computations and reliable data storage. 

3) The Opportunities of Integration of Blockchain and CoT

Based on complementary roles of blockchain and CoT as well as their potential advantages, the incorporation of such disruptive technologies opens up a wide range of BCoT opportunities, as summarized in the following. 

· Decentralization management: Motivated by the fully decentralized nature of blockchain, it is possible to build a decentralized BCoT management architecture under the distributed control of peer-to-peer network of cloud nodes and IoT devices. All blockchain peers maintain identical replicas of the ledger data records through decentralized consensus, and trustfulness is shared and distributed equally among the network entities. This decentralized structure eliminates totally single point failure bottlenecks, prevents efficiently disruption of BCoT services, and enhances significantly data availability. 
· Improved data privacy: The dynamic process of outsourcing IoT data to clouds and data exchange between cloud providers and IoT users are vulnerable to information disclosure and attacks caused by adversaries or third parties. Blockchain with its immutability, integrity and transparency properties is highly suitable for data protection in CoT networks. In fact, to launch a data modification attack in a BCoT system, an adversary would try to modify the records or alter data placed in blockchain. However, this is nearly impossible in practical scenarios where blockchain is preserved and controlled by secure and immutable consensus mechanisms. As a result, properties inherent to blockchain can significantly enhance data privacy for BCoT applications. 
· Improved system security: Blockchain can provide solutions to improve security for CoT, through the ability to offer important security properties such as confidentiality and availability inherent in blockchain. Indeed, in BCoT networks, all records on the blockchain are cryptographically hashed and transactions are signed by participants so that all user interactions with clouds remain confidential under blockchain enabled signatures. Furthermore, with the decentralization feature inherent in blockchain, data is replicated across all network members with no single of failure bottlenecks, and thus BCoT promises to provide improved availability. Specially, the resourceful cloud computing can provide off-chain storage solutions to support data availability of the on-chain storage mechanisms once the main BCoT network is interrupted due to external attacks. On the other side, the implementation of blockchain algorithms on clouds may enhance security of the blockchain system itself. For example, clouds can use their available network security tools to maintain and preserve blockchain software, e.g., mining mechanism, against potential threats. The advantage of cloud computing for blockchain is proven through recent successful integration cloud-blockchain projects, such as Oracle blockchain (2017) and iExec blockchain (2018) projects. 
· Reduced system complexity: By integrating blockchain with cloud computing, BCoT can reduce significantly complexity of system implementations. This integration is known as blockchain-as-a-service, where well-defined platforms are available to set up and run blockchain for BCoT projects without worrying about underlying hardware technologies . Moreover, blockchain algorithms now can be run online using cloud infrastructure, which is promising to reduce resource costs for running blockchain. Obviously, the convergence of blockchain and CoT opens up various opportunities to accelerate BCoT deployments on the large scale with simple and cheap implementations.
4) Feasibility of the BCoT Integration

At present, more and more large companies implement BaaS projects to assess the feasibility of the integration of blockchain in cloud computing. Large companies such as Amazon, Microsoft, IBM, Oracle have responded by launching BaaS platforms for IoT on cloud computing. The Amazon cloud provider develops a BaaS platform for IoT business models. For example, an IoT healthcare system was developed in by using Amazon BaaS architecture. In this project, the Ethereum blockchain platform hosted on Amazon cloud helps to implement a health data sharing framework on mobile clouds with high security and privacy. Moreover, IBM cloud also introduces a welldeveloped BaaS platform for IoT users. The platform has been showcased in a vehicular network. In this project, the IBM IoT platform is integrated with IBM BaaS services to manage vehicle sensor data (vehicle-to-vehicle messages and vehicle monitoring data) and ensure security during data sharing within the vehicular network. Meanwhile, the BaaS platform of Oracle cloud has proven its great potentials through a wide range of BCoT projects, such as banking, healthcare data management, and payment industry. Such above examples have shown high feasibility of the blockchain adoption in cloud computing for solving complex issues in terms of security, network performance for IoT applications.
1.10 Module Description
USER 

User re-appropriates her/his information to cloud worker and gets to re-appropriated information varying. In the event that client needs to store any data in cloud first client need to enlist and login with a legitimate Email-Id and secret phrase. After information re-appropriating, the client utilizes a TPA, concurs a verification period with TPA, and let TPA intermittently confirm the information respectability. For each verification client will get mail notices from reviewer for security reason. For each exchange key age plant will create key for a client. 

BLOCK CHAIN 

This is the important module in this project by using this technology we are dividing the file description into blocks and connect one by one using hash code mechanism. CLOUD SERVER Cloud will store the information of client. It will store all the exchange subtleties of every single client and it will give security to those exchanges and client subtleties. What's more, the exchange subtleties given to evaluator for verification and after verification from the reviewer it will store all the subtleties of every single exchange with verification status. Furthermore, verification status is given to client. 

THIRD PARTY AUDITOR (TPA) 

TPA works for the user. TPA receives the transaction details of users and verifies those transactions and forward the verification details to user. If TPA tries to get other user details the alert message sent to that particular user for security reasons. 

KEY GENERATION 

Key generation is the way toward producing keys for cryptography. The key is utilized to scramble and decode information whatever the information is being encoded or unscrambled. Since public-key counts will as a rule be substantially more delayed than symmetric-key computations, current systems, for instance, TLS and its model SSL similarly as the SSH use a mix of the two wherein:

· One party gets the other's public key, and encodes a little bit of information. 

· The rest of the discussion utilizes a symmetrickey calculation for encryption.

The most un-troublesome technique to scrutinize encoded data is a savage force attack simply trying each number, up to the best length of the key. Subsequently, it is basic to use a satisfactorily long key length; longer keys put aside exponentially longer exertion to attack, making a monster power attack vague and absurd. Right now, ordinarily utilized key lengths are: 

· 128-bits for symmetric key algorithms. 

· 1024-bits for public-key algorithms.
CHAPTER 2
SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· The existing system employs the random sample technique and homomorphic linear authenticators to design a PDPscheme, which allows an auditor to verify the integrity of cloud data without downloading the whole data from the cloud. The Proof of Retrievability (PoR)Ateniese et al.
· In the proposed scheme, the error correcting codes and the spot-checking technique are utilized to ensure the retrievability and the integrity of the data stored in the cloud. 
· The existing system implements private verifiability and public verifiability by using pseudorandom function and BLS signature, Liu et al.
· To support user-interactions, including data modification, insertion and deletion, constructed a dynamic data integrity auditing scheme by exploiting the index hash tables. 
· In public data integrity auditing, The TPA might derive the contents of user’s data by challenging the same data blocks repeated times
· In cloud computing, remote data integrity checking is a critical security problem. The client’s extensive data is outside his control. 
· It is inadequate to determine data was modified or deleted when accessing the data. It may be late to retrieve lost or damaged data. 
· Data loss could occur in any infrastructure, besides the high degree of reliable measures cloud service providers would take. It neglects the dispersion delays in distributed systems and leads to transient deviations.
·  The cloud server and the verifier, thus annulling the outsourced data integrity verification. Most of these systems are weak in the case that verifiers are malicious. 
· Many users frequently rely on compact devices that have bounded computational capacity, or sway not ever have network access.
2.1.1 Disadvantages of existing system

· In the existing system, there are no accurate data integrity proof results. The system’s security is extremely less thanks to lack of BLS Short Signature for data blocks. 
· The user’s computation burden of authenticator generation. 
· The data integrity auditing scheme which preserves data privacy from the TPA proposed a cloud storage auditing scheme Zhang et al. with perfect data privacy preserving by making use of zero- knowledge proof. 
· The problem of data dynamics in data integrity auditing and designed a data integrity auditing scheme supporting data dynamic operations based on the Divide and Conquer Table.
· The high validity times may put in distrust the reliability of cloud service provider. The Data Consistency is also an issue in the existing system. The Third-party Verifiers are also involved which involves the data privacy.
2.2 PROPOSED SYSTEM
· The system mainly aim to design a practical data integrity auditing scheme without private key storage for secure cloud storage. 

· In our scheme, two fuzzy private keys (biometric data) are extracted from the user in the phase of registration and the phase of signature generation. We respectively use these two fuzzy private keys to generate two linear sketches that contain coding and error correction processes.

· In this proposed work we first create a certificateless public verification scheme against procrastinating auditors (CPVPA) by utilizing private blockchain innovation with less force utilization. 
· In a MultiCloud environment, the remote data integrity checking requires to ensure the user’s data. The uploading data may be in either format, such as a document or audio or video.
·  This data is split into blocks using the Dynamic Block generation Algorithm and stored in a MultiCloud environment. 
· The key idea is to require verifiers to record each verifying result into a blockchain as an event. The events on the blockchain are time-sensitive. After the transactions are time-stamped, following the analogous transactions are recorded into the blockchain. 
2.2.1 Advantages of proposed system

· An affective technique to ensure that when the cloud properly stores users’ data, the proof it generates can pass the verification of the TPA.  
· An efficient technique to assure that if the cloud doesnot possess user intact data, it cannot pass the verification of the TPA.  
· Secure and efficient techniques to allow the user to utilize biometric data as fuzzy private key to accomplish data integrity auditing without private key storage.
LITERATURE SURVEY

	TITLE
	AUTHORS
	DESCRIPTION

	Data Integrity Auditing without Private Key Storage for Secure Cloud Storage
	Wenting Shen, Jing Qin
	In this paper, they investigate how to utilize private key to acknowledge data integrity inspecting without putting away private key.

	Enabling Efficient User Revocation in Identity-based Cloud Storage Auditing for Shared Big Data
	Yue Zhang 
	In this paper, we propose a novel storage auditing scheme that achieves highly-efficient user revocation independent of the total number of file blocks possessed by the revoked user in the cloud. 

	Storage Key-Exposure Resilient Auditing for Secure Cloud Storage
	Jia Yu 
	In order to deal with this problem, cloud storage auditing scheme with key-exposure resilience has been proposed.

	Enabling Cloud Storage Auditing with Verifiable Outsourcing of Key Updates: A review
	Jia Yu, Kui Ren, Cong Wang
	Transparent resistance as possible with important performance features of the audit process, carefully designed to make the customer.


2.3 FEASIBILITY STUDY
The feasibility of the project is analyzed in this phase and business proposal is put forth with a very general plan for the project and some cost estimates. During system analysis the feasibility study of the proposed system is to be carried out. This is to ensure that the proposed system is not a burden to the company.  For feasibility analysis, some understanding of the major requirements for the system is essential.

Three key considerations involved in the feasibility analysis are:

· Economical feasibility

· Technical feasibility

· Operational feasibility

2.3.1 Economical Feasibility
This study is carried out to check the economic impact that the system will have on the organization.  The  amount  of  fund  that  the  company  can  pour  into  the  research  and development of the system is limited. The expenditures must be justified. Thus the developed system as well within the budget and this was achieved because most of the technologies used are freely available. Only the customized products had to be purchased.

The economic feasibility based on the terms of:

· Time

· Cost

· Man power

2.3.2 Technical Feasibility
This study is carried out to check the technical feasibility, that is, the technical requirements of the system. Any system developed must not have a high demand on the available technical resources. This will lead to high demands on the available technical resources. This will lead to high demands being placed on the client. The developed system must have a modest requirement, as only minimal or null changes are required for implementing this system.

2.3.3 Operational Feasibility
The aspect of study is to check the level of acceptance of the system by the user. This includes the process of training the user to use the system efficiently. The user must not feel threatened by the system, instead must accept it as a necessity. The level of acceptance by the users solely depends on the methods that are employed to educate the user about the system and to make him familiar with it. His level of confidence must be raised so that he is also able to make some constructive criticism, which is welcomed, as he is the final user of the system.

CHAPTER 3
SYSTEM SPCIFICATION
3.1 HARDWARE REQUIREMENTS:
· System

 : Pentium IV 2.4 GHz.

· Hard Disk        
: 40 GB.

· Floppy Drive
: 1.44 Mb.

· Monitor

: 15 VGA Colour.

· Mouse

: Logitech.

· Ram


: 512 Mb.

3.2 SOFTWARE REQUIREMENTS:
· Windows 10 OS
· Embedded 
CHAPTER 4
SYSTEM DESIGN AND DEVELOPEMENT

4.1 DATA FLOW DIAGRAM
[image: image10.png]



4.2 SYSTEM ARCHICTURE
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4.3 CASE DIAGRAM:
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4.4 SEQUENCE DIAGRAM:
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4.5 UML DIAGRAM
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CHAPTER 5
TESTING AND IMPLEMENTATION
5.1 TESTING

 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 5.1.1Unit Testing


Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

5.1.2 Block Box Testing

Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.

5.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

CHAPTER 6
CONCLUSION
CONCLUSION
In this paper, we investigate how to utilize fuzzy private key to realize data integrity auditing without putting away private key. We propose the first practical data integrity auditing scheme without private key storage for secure cloud storage. In the proposed scheme, we utilize biometric information (e.g. fingerprint, iris check) as user’s fuzzy private key to attain data integrity auditing without private key capacity. In expansion, we design a signature conspire supporting block less verifiability and the compatibility with the direct outline. The formal security proof and the execution examination appear that our proposed scheme is provably secure and productive. Block chain shows their potential for transforming traditional industry with its key feature: decentralization, persistency, anonymity and auditability. In future the block chain associated concept &some possible future directions are also proposed. Nowadays block chain based applications are arising and that we decide to conduct in-depth investigations on block chain-based applications within the future. The goal of Block chain is to supply anonymity, security, privacy, and transparency to all or any its users. However, these attributes set up a lot of technical challenges and limitations that need to be addressed.
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