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Fault Injection Analytics A Novel Approach to Discover Failure Modes in Cloud Computing Systems








ABSTRACT

Cloud computing systems fail in complex and unexpected ways, due to unexpected combinations of events and interactions between hardware and software components. Fault injection is an effective means to bring out these failures in a controlled environment. However, fault injection experiments produce massive amounts of data, and manually analyzing these data is inefficient and error-prone, as the analyst can miss severe failure modes that are yet unknown. This paper introduces a new paradigm (fault injection analytics) that applies unsupervised machine learning on execution traces of the injected system, to ease the discovery and interpretation of failure modes. We evaluated the proposed approach in the context of fault injection experiments on the Open Stack cloud computing platform, where we show that the approach can accurately identify failure modes with a low computational cost.










CHAPTER-1
INTRODUCTION
Fault resolution in communication networks and distributed systems today becomes challenging due to the increasing degree of complexity, diversity and evolution of these systems. Resolving faults is a human driven process that demands the expertise of system administrators and the support of several systems. Monitoring and event correlation systems are usually used to produce fault reports, while trouble ticket systems (TTSs) are used to manage the fault reports for resolution. Cloud computing is a new paradigm of provisioning infrastructure, platform, and software as services over the Internet. This paradigm combines distributed computing resources and virtualization technologies that outsource not only platform and software but also infrastructure to solve the demand of users. Cloud systems fostering the centralization of various services need a large number of system administrators and supporting systems to manage faults occurring in the cloud systems and services. It is necessary to develop a supporting system that can exploit fault knowledge resources on cloud computing environment and assist system administrators in resolving faults.
We  propose  a  fault  resolution  system  for  inter-cloud  environment  [1]  that  supports  applications and  services  for  running  across  multiple  cloud  systems.  This system allows system administrators to monitor faults and search similar faults with solutions on cloud systems. The system recruits a peer-to-peer (P2P) network of fault managers running on cloud systems to facilitate sharing and searching fault knowledge resources among cloud systems for fault resolution.  A fault manager acts as both a  fault monitor of the cloud system and a fault searcher of the P2P network. It also maintains a fault updater to obtain  fault  reports  frequently  because  software  components  and  offered  services  change  very dynamically. The contribution is thus threefold.



· Studying the existing fault monitoring, fault diagnosis, and failure prediction approaches on cloud systems, and proposing a fault resolution system based on P2P technology for federation of cloud computing environments
· Providing the design and implementation of several components of the proposed system including fault monitor, fault updater, and fault searcher with the support of open source tools
· Evaluating the feasibility and efficiency of the prototyping system using software bug report scrawled from bug tracking systems (BTSs) and Apache Hadoop clusters  on Open Stack cloud systems .

The  rest  of  the  paper  is  structured  as  follows:  the  next  section  presents  the  existing  approaches related  to  fault  monitoring,  fault  diagnosis,  and  failure  prediction  on  cloud  systems.  This  section  also provides  recent  studies  of  fault  resolution  in  communication  networks  and  distributed  systems  usingP2P technology. Section 3 describes the design and implementation of the fault resolution system that focuses  on  system  architecture,  component  communication,  and  protocol  support  and  fault  data. Performance  evaluation  in  Section  4  reports  the  feasibility  and  efficiency  of  the  prototyping  system with experiments and analyses before the paper is concluded in Section 5.





Fault Resolution System
The fault resolution system features the capability of sharing and searching fault knowledge resources for fault resolution on inter-cloud systems. This section describes appropriate system architecture, component communication, and protocol support and fault data.
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Cloud computing
Cloud computing is an emerging popular technology which provides different IT resources(such as storage, network and other computing resources) and higher level services as autility, so that users are being charged in a pay-as-you-go fashion. By this technology, users  may get access to different IT resources from anywhere (through the internet) and at anytime in the amount that they require. Such a deployment facilitates access to IT resources, drops capital implementation costs for cloud users, reduces the launch time, and finally decreases maintenance costs [1, 2].A cloud computing network comprises a variety of resources which are geographicallydistributed, where users may get access over the internet. The word cloud is used as ametaphor to show that different elements in a cloud network are hidden from the view ofusers (see Fig.1.1). That is, the existing resources/servers may not be individually managedor addressed by the users. Hence, the cloud computing service is usually characterized byemploying virtualization techniques, resource pooling, access over the internet, on demandelastic service, and pay-as-you-go model [3].Depending on the application, cloud computing providers offer their services accordingto three different service models: infrastructure as a service, platform as a service, andsoftware as a service [1,3]. In the following we briefly elaborate on each of these models.
· Infrastructure as a Service (IaaS). In this model the service provider allocates various ITresources (such as storage, network bandwidth and other computing resources) in responseto demands from different users. According to the national institute of standards andtechnology (NIST) of the US [4], in this model “the consumer is able to deploy andrun any arbitrary software, which may include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has controlover operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service. consumer does not manage or control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications; and possibly limited control ofselected networking components (e.g., host firewalls)”. Amazon’s EC2 [5] and RackspaceCloud [6] are examples for this type of service.
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· Platform as a Service (PaaS). In this model the service provider offers a development environment, so that application developers may deploy their software solutions on an available platform, without the need to buy/manage the underlying hardware/software layers. According to the NIST [4], “the capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment”. Google App Engine [7] and Microsoft Azure [8] are examples of such platforms.


· Software as a Service (SaaS). In the SaaS model users are granted access to databases and application software running on cloud servers. According to the NIST [4], “the capability provided to the consumer in this method is to use the provider’s applications running on a cloud infrastructure.  The applications are accessible from various client devices through either a thin client interface, such as a web browser (e.g., web-based email), ora program interface.  The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings”.  This approach eliminates the need to buy the full license of software and to install it on the user’s hardware. Instead, the user may need to install light user-interface on its own hardware. In this way, it becomes feasible to virtually execute intensive tasks/software, on devices with limited processing power, such as tablets or mobile phones. This recent application is also known as mobile backend as a service (MBaaS). 


Three deployment models also have been proposed for cloud computing .Pri-vate/community clouds operate solely for a single organization/community, whether hosted internally or off premise. Public clouds are available to the public for a subscription fee or even for free. This type of service is usually provided by huge data-centers which are connected to users via the internet. Finally, hybrid clouds are the composition of two or more clouds; e.g., a private cloud which may overflow into a public cloud at peak usage hours.



Cloud Layer
The layer is the brain of the IoT service frame work with EC. It is usually composed of large cloud data centers with extra ordinary computing power. In the IoT service framework with EC, the cloud layer tends to be applied to further processing data from the edge layer, storing or updating significant information and carrying out advanced deployment. Nonetheless, in some special situations, the importance of cloud-edge collaboration is highlighted. Cloud-edge collaboration includes resource collaboration, management collaboration,safety collaboration, and so forth, which think of cloud and edge as all in one to reinforce each other and schedule dynamically. Specifically, when computing re-sources in the edge layer are insufficient, the cloud layer can offer computing support with virtual machines and containers. When a certain edge layer appears malicious traffic, the relevant cloud layer which is equipped with better security policy has the ability to discover and block it so as to prevent it from continuing spreading. The establishment o fcloud-edge collaboration has aroused wide concern. A few cloud-edge collaboration platforms such as Kube Edge, Edge Tunnel, and AWS Wavelength are pushing ahead with the prosperity of cloud-edge collaboration.*e application of IoT service with EC is booming andhot. Table 3 shows some typical examples of IoT service with EC.











CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

Fault  resolution  in  communication  networks  and  distributed  systems  is  a  complicated  process  that demands  the  involvement  of  system  administrators  and  supporting  systems  in  monitoring,  diagnosing, resolving and recording faults. This process becomes more challenging in inter-cloud environment where multiple cloud systems coordinate in provisioning applications and services.
2.1.1 DRAWBACKS OF EXISTING SYSTEM 


· They use the same data format that contains pre-defined fields used to keep track of the status of the problem while textual descriptions are used to describe the problem.


· They  also  establish  a  reasoning engine  that  allows  searching  for  similar  past  problems,  and  providing  reports  and  statistics  for performance evaluation of the services.


2.2. PROPOSED SYSTEM

we propose a fault  resolution  system  that  assists  system  administrators  in  resolving  faults  in  inter cloud  environment. The proposed system is characterized by the capability of sharing and searching fault knowledge resources among cloud systems for fault resolution.  It  uses  a  peer-to-peer  network  of  fault  managers  that  provide facilities to monitor faults occurring in cloud systems and search similar faults with solutions occurring in other  cloud  systems.  We  have  implemented  several  components  of  the  proposed  system  including  fault monitor, fault searcher and fault updater. We have also experimented and evaluated the prototyping system on  fault  databases  obtained  from  several  fault  sources,  such  as  bug  tracking  systems,  online  discussion forums and vendor knowledge bases.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· The  approach  also  proposes  novel  way  to  characterize  the  behavior  by  decomposing  performance  along  the  dimensions  of  time, space,  and  volume.
· The  approach  can  be  useful  for  system  administrators  to  debug  performance problems  in  Map Reduce  systems.  These studies deal with the same challenge:  fault monitoring and diagnosis, or failure prediction.
· we  measure  the  capability  of  the  system  to contribute  a  large  amount  of  fault  data  while  minimizing  data  transfer,  retrieve  a  large  number  of query hits  with  short  responding  time.


















CONCLUSION


This paper gives a brief survey on failure management and reliability enhancement through resource provisioning in cloud  environments.  The study shows that failure instances directly  affect the  systems  reliability. Thus failure free environment is to be achieved. By maximizing the   fault   tolerance   and   minimizing   the   failure   incident increased reliability is   possible. Efficient   utilization   of resource helps to achieve high  performance. Thus the study illustrates that  effective resource utilization can be  achieved with  the  help  of optimization technique like PSO. Also evolutionary   algorithms   can   be   proposed   to   optimize resource scheduling
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