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CHAPTER - 1
INTRODUCTION
Internet is a worldwide publicly accessible system of interconnected computer networks. Currently, two versions of the Internet Protocol (IP) are in use on the Internet namely IPv4 and IPv6. In some sense, there is a competition going on between these protocols, as they are not directly compatible, the aim of this project is to show the compatibility of Ipv6 packets through IPv4 and network providers and users are being forced to determine whether to support one or both protocols for various network services.
0. INTERNET PROTOCOL AND IP NETWORK
      Between 1973 and 1983,Vinton Cerf, Robert Kahn and others devised a networking system that enabled them to communicate with each other and utilize each other’s computers. Their work led to the introduction of the TCP/IP protocol. Internet Protocol (IP) is a piece of software that operates at the Network Layer of the OSI Model. Networks provide communication between computing devices. All computer  within an IP network must have an IP address that uniquely identifies that individual host.
	Address Types in an IP Network
1. Host Addresses 
1. Network Addresses
1. Broadcast Addresses.
0. IP ADDRESSES
1. Internet Protocol Addresses (IP Addresses) 
0. Public IP Addresses 
0. Network Address
0. Host Addresses
0. Broadcast Addresses
1. Classful Addressing
1. Classless Addressing
1. Variable Length Subnet Masking (VLSM)
3. Supernetting
3. Subnetting
1.3 IP ROUTING	
	Static Routing
	Dynamic Routing / Routing Protocols 
0. RIP - Routing Information Protocol
0. OSPF - Open Shortest Path First
0. IS-IS - Intermediate System to Intermediate System
0. IGRP - interior Gateway Routing Protocol
0. EIGRP - Enhanced Interior Gateway Routing Protocol
0. BGP - Border Gateway Protocol.
0. FUNCTION OF IP
Internet Protocol is responsible for addressing hosts and routing datagram (packets) from a source host to the destination host across one or more IP networks. For this purpose the Internet Protocol defines an addressing system that has two functions. Addresses identify hosts and provide a logical location service. Each packet is tagged with a header that contains the meta-data for the purpose of delivery. This process of tagging is also called as encapsulation.
0. BASIC IP
TCP: Transmission Control Protocol describes how those IP packets are to be transmitted. The TCP software ensures all packets are received and that all packets are placed in the proper order.
UDP: User Datagram Protocol is typically used by applications requiring small amounts of data transfer (less than one packet at one time). UDP may be viewed as ``TCP's small brother" since it handles one packet at a time instead of a string of them.

0. NETWORKS
A network is a group of two or more computer systems linked together. There are many types of computer networks, including:
Local-area networks (LANs): Computers are geographically close together (that is, in the same building). 
Wide-area networks (WANs): Computers are farther apart and are connected by telephone lines or radio waves. 
Metropolitan-area networks( MANs): A data network designed for a town or cities.
0. NETWORKING
Networking is the practice of linking computing devices together with hardware and software that supports data communications across these device











CHAPTER 2
SYSTEM STUDY AND ANALYSIS
2.1. 	IPv4 (EXISTING SYSTEM)
Internet Protocol version 4 (IPv4) is the fourth revision in the development of the Internet Protocol (IP).IPv4 is a connectionless protocol for use on switched link networks (e.g., Ethernet).IPv4 is still by far the most widely deployed Internet layer protocol.  It operates on a best effort delivery mode. IPv4 is a network that enables data sharing between two or more computers.
2.1.1. IPv4 ADDRESSING
IPv4 uses 32-bit addressing. IPv4 can address approximately 4.3 billion devices.IPv4 is represented in dotted decimal format.Whereas these addresses were found to be exhausted by Feb 3, 2011. Network addressing changes by classful network design, Classless Inter-Domain Routing, and Network Address Translation(NAT) have contributed to delay. The system defined five classes, Class A, B, C, D, and E.
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Fig 2.1 Address Representation of IPv4
IPv4 addresses have been freely allocated to growing public and private internetworks. In the IPv4 addressing architecture, Internet Assigned Numbers Authority (IANA) delegates Regional Internet Registries(RIRs) /8  address blocks (8-bit network identifiers, also historically called “class A” address blocks).  The maximum address block that a site can ever be given is a /8, which leaves only 24 bits for subnetting and addressing within the organization.

2.1.2. HEADER FORMAT OF IPv4
	VER
	HL
	TOS
	TOTAL LENGTH

	INDENTIFICATION
	F
	FRAGMENT OFFSET

	TTL
	PROTOCOL
	HEADER CHECKSUM

	SOURCE ADDRESS(32 BITS)

	DESTINATION ADDRESS(32 BITS)

	OPTIONS
	PADDING


			
                  Fig 2.2 Header Format of IPv4
Header
	The IPv4 packet header consists of 14 fields, of which 13 are required. The 14th field is optional (red background in table) and aptly named: options. The fields in the header are packed with the most significant byte first (big endian), and for the diagram and discussion, the most significant bits are considered to come first (MSB 0 bit numbering). The most significant bit is numbered 0, so the version field is actually found in the four most significant bits of the first byte, for example.

Version 
	The first header field in an IP packet is the four-bit version field. For IPv4, this has a value of 4 (hence the name IPv4).



Internet Header Length (IHL) 
	The second field (4 bits) is the Internet Header Length (IHL), which is the number of 32-bit words in the header. Since an IPv4 header may contain a variable number of options, this field specifies the size of the header (this also coincides with the offset to the data). The minimum value for this field is 5 (RFC 791), which is a length of 5×32 = 160 bits = 20 bytes. Being a 4-bit value, the maximum length is 15 words (15×32 bits) or 480 bits = 60 bytes.

Differentiated Services Code Point (DSCP)
	Originally defined as the Type of Service field, this field is now defined by RFC 2474 for Differentiated services (DiffServ).

Explicit Congestion Notification (ECN) 
	This field is defined in RFC 3168 and allows end-to-end notification of network congestion without dropping packets. ECN is an optional feature that is only used when both endpoints support it and are willing to use it. It is only effective when supported by the underlying network.

Total Length 
	This 16-bit field defines the entire datagram size, including header and data, in bytes. The minimum-length datagram is 20 bytes (20-byte header + 0 bytes data) and the maximum is 65,535 bytes — the maximum value of a 16-bit word. The largest datagram that any host is required to be able to handle is 576 bytes, but most modern hosts handle much larger packets. Sometimes subnetworks impose further restrictions on the size, in which case datagrams must be fragmented. Fragmentation is handled in either the host or packet switch in IPv4.

Identification 
	This field is an identification field and is primarily used for uniquely identifying fragments of an original IP datagram. Some experimental work has suggested using the ID field for other purposes, such as for adding packet-tracing information to help trace datagrams with spoofed source addresses.

Flags 
	A three-bit field follows and is used to control or identify fragments. They are (in order, from high order to low order): 
1. bit 0: Reserved; must be zero.
1. bit 1: Don't Fragment (DF)
1. bit 2: More Fragments (MF)
	If the DF flag is set, and fragmentation is required to route the packet, then the packet is dropped. This can be used when sending packets to a host that does not have sufficient resources to handle fragmentation. It can also be used for Path MTU Discovery, either automatically by the host IP software, or manually using diagnostic tools such as ping or trace route.

Fragment Offset 
	The fragment offset field, measured in units of eight-byte blocks, is 13 bits long and specifies the offset of a particular fragment relative to the beginning of the original unfragmented IP datagram. The first fragment has an offset of zero. This allows a maximum offset of (213 – 1) × 8 = 65,528 bytes, which would exceed the maximum IP packet length of 65,535 bytes with the header length included (65,528 + 20 = 65,548 bytes).

Time To Live (TTL) 
	An eight-bit time to live field helps prevent datagrams from persisting (e.g. going in circles) on an Internet. This field limits a datagram's lifetime. It is specified in seconds, but time intervals less than 1 second are rounded up to 1. In practice, the field has become a hop count—when the datagram arrives at a router, the router decrements the TTL field by one. When the TTL field hits zero, the router discards the packet and typically sends a ICMP Time Exceeded message to the sender.

Exhaustion dates and impact
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Fig 2.3 Exhaustion of IPv4 addresses since 1995.

2.1.4.  LIMITATIONS OF IPv4
1. More latency:
Fragmentation occurs at each of the routers, this leads to delay in the network. 
1. Less security:
	There is no inbuilt security in the protocol. 
1. Less address space:
It has only 32 bits addresses, so the address space supports only 232 bits.
1. No auto configuration facility.
1. NAT(network address translation):
It is used for the efficient utilization of IPv4 address. When there is a translation, decapsulation occurs which in turn security problem results. 



2.2. 	IPv6 (PROPOSED SYSTEM)
Internet Protocol version 6 or IPv6.IPv6 (also known as IPng, IP next generation).IPv6 was developed by the Internet Engineering Task Force (IETF) to deal with this long-anticipated IPv4 address exhaustion.IPv6 is an Internet Layer protocol for packet-switched internetworking and provides end-to-end datagram transmission across multiple IP networks. IPv6 also implements additional features not present in IPv4.
2.2.1.  NEED FOR IPv6
	Address depletion of  IPv4 has been the primary driver behind the need for IPv6. The increasing number of Internet users, systems, and the convergence of services into common infrastructure will drive the demand for IPv6. IPv6 has a number of  features that overcome the limitations of IPv4. A significant improvement is that the additional addresses remove the need for Network Address Translation (NAT). 
IPv6 removes the need for NAT, allowing flawless transparent end-to-end security. IPv6 will result in faster and more efficient routing because of its well-regulated address allocation. Faster routing is possible thanks to the efficient routing table created with hierarchical addressing. Thus there is the need on focusing Ipv6.

2.2.2.  IPv6 ADDRESSING
IPv6 uses 128-bit addresses, so the new address space supports 2128 (approximately 340 undecillion or 3.4×1038) addresses. 128-bit addresses is divided into 8 groups.8 blocks into 4 digit hexadecimal number separated by colons. The resulting representation is called colon-hexadecimal. Hexadecimal notation, rather than familiar dotted decimal notation, is usually used to write IPv6 addresses, as shown in the following example:
FE80:0000:0000:0000:0260:97FF:FE8F:64AA.
The following example shows a 128-bit IPv6 address in binary form:
0010000111011010000000001101001100000000000000000010111100111011
0000001010101010000000001111111111111110001010001001110001011010
The following example shows this same address divided along 16-bit boundaries:
0010000111011010   0000000011010011   0000000000000000   0010111100111011          0000001010101010   0000000011111111   1111111000101000   1001110001011010
The following example shows each 16-bit block in the address converted to hexadecimal and delimited with colons
		21DA:00D3:0000:2F3B:02AA:00FF:FE28:9C5A
IPv6 representation can be further simplified by removing the leading zeros within each 16-bit block. However, each block must have at least a single digit. 
The following example shows the address without the leading zeros:
21DA:D3:0:2F3B:2AA:FF:FE28:9C5A
[image: IP]
Fig 2.4  Address Representation of IPv6 Address Types
1.Unicast address: A unicast address identifies a single interface within the scope of the type of address. The scope of an address is the region of the IPv6 network over which the address is unique. With the appropriate unicast routing topology, packets addressed to a unicast address are delivered to a single interface.   To accommodate load-balancing systems, RFC 4291 allows for multiple interfaces to use the same address as long as they appear as a single interface to the IPv6 implementation on the host.
2.Anycast address: An anycast address identifies multiple interfaces. With the appropriate unicast routing topology,packets addressed to an anycast address are delivered to a single interface—the nearest interface that is identified by the address. The nearest interface is defined as being the closest in terms of routing distance. A multicast address is used for one-to-many communication, with delivery to multiple interfaces. An anycast address is used for one-to-one-of-many communication, with delivery to a single interface. 
3.Multicast address: A multicast address identifies zero or more interfaces on the same or different hosts. With the appropriate multicast routing topology, packets addressed to a multicast address are delivered to all interfaces identified by the address.
Table 2.1 The general format for IPv6 addresses

n bits                            m bits                       128 n-m bits
	Global routing prefix
	Subnet ID
	Interface ID




	                 Table 2.2 The IPv6 address format that is in use today
n bits                          m bits 	64 bits
	Global routing prefix
	Subnet ID
	Interface ID




2.2.3. HEADER  FORMAT
	
	VER
	TRAFFIC CLASS
	FLOW LABEL

	PAYLOAD LENGTH
	NEXT HEADER
	HOP LIMIT

	SOURCE ADDRESS(128 BITS)

	DESTINATION ADDRESS(128 BITS)



Fig 2.5 Header Format of IPv6


2.2.4. BENEFITS
1. Larger Address Space: 
Address field in IPv6 is 128 bits long while the address field of IPv4 is only 32 bits in length.
1. Better header format: 
The header of IPv6 has been designed in a way to speed-up the routing process.
1. Security Features:
To ensure IPsec confidentiality and packet's encryption and authentication    options   are included in IPv6.
1. Multicasting:
Multicasting, the transmission of a packet to multiple destinations in a single      send operation, is part of the base specification in IPv6.				

CHAPTER 6
CONCLUSION AND FUTURE SCOPE
6.1 	CONCLUSIONS
	IPv6 overcomes many of the limitations of IPv4 by introducing new features and functionality.IPv6 improves router performance issues and it is very simple to configure. Thus its the time to act now on focussing IPv6. Thus many changes in IPv6 are superficial. Thus increasing the address space and solving a major obstacle for the further growth of the Internet.IPv6 also offers improvements like security support embedded in the protocol’s definition and more flexibility and extensibility than IPv4.
	Thus the IPv6 packets are carried over the existing IPv4 and by simulation tool CISCO PACKET TRACER ,being simulated to show the interoperability between them. Video conferencing have been performed over IPv4 and IPv6 using the routers to practically implement the tunneling concept. The bandwidth at which the video call is made is determined graphically.	
Comparing IPv4 and IPv6 Networks: IPv6 network has 22% decrease in Latency and 6% increase in Throughput.
6.2	FUTURE SCOPE
	Thus the IPv6 has the advantages over existing IPv4,which has larger address space. The IPv6 packets are being encapsulated over IPv4 and are converged to IPv6,the next generation. Tunneling is used to show their interoperability between the networks which are useful for the future generations to utilize the existing IPv4. Thus the mode of tunneling (ISATAP) eliminates the need for the manual configurations.
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An IPv6 address (In hexadecimal)
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