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Edge-Cloud Computing for IoT Data Analytics: Embedding Intelligence in the Edge with Deep Learning








ABSTRACT

Rapid growth in numbers of connected devices including sensors, mobile, wearable, and other Internet of Things (IoT) devices, is creating an explosion of data that are moving across the network. To carry out machine learning (ML), IoT data are typically transferred to the cloud or another centralized system for storage and processing; however, this causes latencies and increases network traffic. Edge computing has the potential to remedy those issues by moving computation closer to the network edge and data sources. On the other hand, edge computing is limited in terms of computational power and thus is not well suited for ML tasks. Consequently, this paper aims to combine edge and cloud computing for IoT data analytics by taking advantage of edge nodes to reduce data transfer. In order to process data close to the source, sensors are grouped according to locations, and feature learning is performed on the close by edge node. For comparison reasons, similarity based processing is also considered. Feature learning is carried out with deep learning: the encoder part of the trained auto encoder is placed on the edge and the decoder part is placed on the cloud. The evaluation was performed on the task of human activity recognition from sensor data. The results show that when sliding windows are used in the preparation step, data can be reduced on the edge up to 80% without significant loss in accuracy.






CHAPTER-1
INTRODUCTION

The Internet  of  Things  (IoT)  has  become an importantfieldbecause  it  can provide   services   based   on   real   time   contextual   information.   IoT   devices generate a huge amount of data due to the large number of end devices.In order to extract insights from hugevolumeofIoT data in real time, processing needs to  happen near  to  the  end  devicewhere  the  data  is  generated  (the  edge). However, most of the machine learning and AI algorithms require a significant amount  of  processing  capacitywhich  may  not  always  be  available at  the  edge.  We  present  an  architecture  that  isflexible  for  processing  at  edge/cloud  and provides a good balance between the cost of processing dataand benefitsat the central locationvs edge. Cloud  computing platformhas  witnessed  significant  transitions  in  its  overall usage,  size,  computational  ability,  and  underlying  technology.  The  enhanced flexibility  and  reliability  attributes  offered  by  the  cloud  computing  paradigm have  led  to  its  widespread  popularity  among  academia  and  industry.  However, with the emergence of the  IoT, the need  for  real time data storage, access, and processing  at  the  cloud  has  grown  manifold.Moreover,  the  big  data  generated by the connected devices would be on the order of zettabytes in thenear future.Hence,  the  relaying  oncloud  infrastructure  for  storing  such  huge  data  may create network bottlenecks in the future. Additionally, this would lead to latency issues which affects the overall quality of service (QoS) for various applications in  IoT.In  order  to  tackle  the  above limitations  of  the  cloud  platform,  the concept  of  edge  computing  is introduced.  It  is  popularly  known  as  the  cloud close to the ground, as it provides computational and processing facilities at the edge of the network. Transferring  huge  data  from  end  device  to  central  base  station  is  an  important challenge.  To  overcome  this  problem  edge  computing.  There  are  two  layers available in IOT network, which are edge layer and cloud layer to connect IoT devices and the cloud services. The edgelayer comprises ofIoT devices, an IoT gateway  and  network  access  points  in  local  area  networks. The  cloud  layer includes  the  Internet  connections  and  cloud  servers.Edge  layer  generates  and transmits   data   to   cloud   layer.   Cloud   layer   process   received   data. Edge computing  meansthe  processing  is  performed  in  the  edge  layer  instead  of  the cloud  layer.In  the  edge  computing  environment,only  the  intermediate  data  or results  need  to  be  transferred  from  the end devices  to  the  cloud  service,hencethe  pressure  on  the  network  is  relieved  with  less  transferring  data.Edge computing is very suitable for the applicationin which the size of intermediate data  is  smaller  than  the  input  data.  Therefore,  edge  computing  is  efficient  for deep learning tasks, since the size of extracted featuresis reducedby the filters in deep learning network layers.
Deep  learning  is  becoming  an  emerging  technology  for  IoT  applications  and systems. The  most  important  benefit  of  deep  learning task over  machine learning  is  better  performance  with  large  data  becausemany  IoT  applications generates  hugeamount  of  data  for  processing.Another benefitis  that  deep learning   can   extract   new   features   automatically   for   different   problems.Traditional  machine  learning  algorithmsdepends  on  accuracy  of  the  features identified  and  extracted  by  processing  multimedia  information.Since  it  can precisely  learn  high-levelfeatures  such  as  human  facesand voices,  deep learning can improve the efficiency of processing multimedia information.Deep learning takes much less time to inference information than traditional machine learning  methods.  Lane et  al.  [1]  proposed  new  acceleration  engines,  such  as DeepEar andDeepX, whichsupportsdifferent deep learning applications in the latest  mobile  systems  on  chips  (SoCs).  From  the  experimental  results,  mobile IoT  devices  with  high-spec  SoCs  can  support  part  of  the  learning  process.Introducing  deep  learning  into  more  IoT  applications  is  another  important challenge .The  efficiency  of  deep  learning  for  IoT  has  been  evaluated  in many different IoT  applications.  For  example,  some  works  focus  on  the applications   in   wearable   IoT   devices   deployed   in   dynamic   and   complex environments  that  often  confuse  the  traditional  machine  learning  methods. Bhattacharya et al.  proposed a new model for deep learning for wearable IoT devices that improves the accuracy of audio recognition tasks.


Deep Learning and Edge Computing
Edge computing is proposed to move computing ability from centralized cloud servers to edge nodes near the user end. Edge computing providestwo major improvements to the existing cloud computing. The first one is that the nodesin the edge layercan preprocess large amounts of data before transferring them to the centralservers in the cloud. The secondone is that the cloud resources are optimized by enabling edge nodes with computing ability [20]. Liu et al. [21] proposed a deep-learning based food recognition application by edge-computing-based service modeland it shows that edge computingimprovesthe performance of deep learning applicationssignificantlyby reducing response time and lowering energy consumption. IoT devices generate large amounts of data and transfer data to the cloud server, such as include multimedia data and scalar data. Processing multimedia data is much complex than processing scalar data. Traditional multimedia information processing technologies needs complex computations, which are not appropriate for IoT services. Since the deep learning technology greatly improves the efficiency of processing multimedia information, and becomes important research topic. Video sensing is an important IoT application, which integrates image processing and computer vision in IoT networks. Recognize objects from low-quality video data recorded by IoT devices is still challenging task. Since deep learning shows very  promising  accuracy  in  video  recognition,  we  consider  it  as  a  typical  IoT application  with  deep  learning. Deep  learning  in  IoT  is  performed  as  layered processing  in  distributed  manner  between  edge  and  cloud.  The  task  is  divided into sub task and assigned to layers in the deep learning process. The layers are distributed between  edge  and  cloud.  Edge  layers  are  lower  layers  and  cloud layers  are  called  higher  layers.  IoT  devices  generates  data  and  given  to  deep learning  layers  inedge  computing,  lower  layers  process  the  data  and  produce intermediate  data  or  results  and  it  is transferred to  cloud,  where  higher  layers process  the  intermediate  data  and  produce  results. A problem  is  how  to  divide each deep learning network. Usually, the size of the intermediate data generated by  the  higher  layers  is  smaller  than  that  generated  by  the  lower  layers. Deploying more layers into edge node scan reduce more network traffic because of  transmitting  less  data. However,  the capacity  of  edge  node is  limited compared  to  cloud  servers.  It  is  impossible  to  process  infinite  tasks  in  edge nodes. We  can  only  deploy  part  of  the  deep  learning  network  into  edge  nodes. This creates the rigid architecture for assigning task to edge and cloud.








Cloud Computing Types
Based on the location parameter, cloud computing can be divided [19][20]into following categories:

a) Public Cloud:
 Here, computing infrastructure is provided by the vendor and customer has no visibility on the infrastructure. But the resources can be accessible publically.

b) Private Cloud:
 Here, infrastructure is developed for a private organization. The services can be access by that private organization only. This type of cloud is more secure than a public one.

c) Hybrid Cloud:
 A hybrid cloud is come into existence after merging a private as well asthepublic cloud. Critical applications may be deployed on a private cloud and the applications having less security can be connected to the public one.

D) Community Cloud:
 Here, the infrastructure is shared between organizations of the same community.













ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING
 On-demand service: 
A consumer can unilaterally provide computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider. Broad network access: Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous client platforms (e.g., mobile phones, laptops, and PDAs). 
Resource pooling: 
The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. 
Rapid elasticity: 
Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. Measured Service: 
Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service. 
Virtualization: 
Virtualization is a technique of resource sharing that is based on the principle of dividing physical resources(HW) or operating systems(SW)for cost control measures and more efficient utilization of resources.




 Types of virtualization
 Full virtualization:
A technique used to provide a certain kind of virtual machine environment, namely, one that is complete simulation of the underlying hardware. Para-virtualization: A technique that presents software to the virtual machines that is similar but not identical to that of the underlying hardware. 
Emulation:
Hardware emulation is all about using standard virtualization software (also called a Hyper Visor) to form a emulated hardware environment (Called VMM -- Virtual Machine Monitor), for guest operating systems to function on.
OS virtualization:
OS allows multiple secure virtual servers to be run. Guest OS is the same as the host OS, but appears isolated. Application virtualization: Application is gives its own copy of components that are not shared.













BASIC CHALLENGES IN CLOUD COMPUTING
Four issues stand out with cloud computing: threshold policy, interoperability issues, hidden costs, and unexpected behavior.

Threshold policy: 
To test if the program works, develop, or improve and implement, a threshold policy in a pilot study before moving the program to the production environment. Check how the policy detects sudden increases in the demand and results in the creation of additional instances to fill in the demand. Also check to determine how unused resources are to be de-allocated and turned over to other work.



Interoperability issues: 
 The problems of achieving interoperability of applications between two cloud
Computing vendors. Need to reformat data or change the logic in applications.

Hidden costs : 
Cloud computing does not tell what hidden costs are. In an instance of incurring network costs, companies who are far from the location of cloud providers could experience latency, particularly when there is heavy traffic.

Unexpected behavior:
 The tests to be made to show unexpected results of validation or releasing unused
Resources. Need to fix the problem before running the application in the cloud.
Also other issues are:
Cloud providers must work together to ensure that the challenges to cloud adoption are addressed through open collaboration and the appropriate use of Standards.
Cloud providers must not use their market position to lock customers into their particular platforms and limiting their choice of providers.
	Cloud providers must use and adopt existing standards wherever appropriate. The IT industry has invested heavily in existing standards and standards organizations; there is no need to duplicate or reinvent them.
When new standards (or adjustments to existing standards) are needed, we must be judicious and pragmatic to avoid creating too many standards. We must ensure that
Standards promote innovation and do not inhibit it. Any community effort around the open cloud should be driven by customer needs, not merely the technical needs of cloud providers, and should be tested or verified against real customer requirements.















CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM


Rapid growth in numbers of connected devices including sensors, mobile, wearable, and other Internet of Things (IoT) devices, is creating an explosion of data that are moving across the network. To carry out machine learning (ML), IoT data are typically transferred to the cloud or another centralized system for storage and processing; however, this causes latencies and increases network traffic. Edge computing has the potential to remedy those issues by moving computation closer to the network edge and data sources. On the other hand, edge computing is limited in terms of computational power and thus is not well suited for ML tasks.

2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 
· Presented a survey on mobile edge networks focusing on computing-related issues, edge offloading, and communication techniques for edge-based computing.

· The use cases highlighted in their study include IoT, connected vehicles, content delivery, and big data analysis.

2.2. PROPOSED SYSTEM
This paper aims to combine edge and cloud computing for IoT data analytics by taking advantage of edge nodes to reduce data transfer. In order to process data close to the source, sensors are grouped according to locations, and feature learning is performed on the close by edge node. For comparison reasons, similarity-based processing is also considered. Feature learning is carried out with deep learning: the encoder part of the trained auto encoder is placed on the edge and the decoder part is placed on the cloud. The evaluation was performed on the task of human activity recognition from sensor data. The results show that when sliding windows are used in the preparation step, data can be reduced on the edge up to 80% without significant loss in accuracy.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· Edge computing provides advantages of reduced traffic, computing resources available on the edge are not comparable to those present in the cloud.
· Computationally intensive tasks, such as ML, are not well suited for edge devices. Nevertheless, the edge can supplement the cloud computing and perform part of the computation, consequently reducing network traffic and latencies.





CONCLUSION

Traditionally, machine learning with IoT data is done by transferring data to the cloud or another centralized system for storage and processing. With the explosion of connected devices, this will lead to increased latencies and it will put as train on communication networks. This paper explores merging edge and cloud computing for machine learning with IoT data with the objective of reducing network traffic and latencies. Three scenarios are examined: all sensors together consider all the data at once, location-based scenario groups data according to the IoT device locations, and similarity-based scenario groups data according to the similarities of sensors. The evaluation was carried out on the HAR task considering two non-reversible approaches, AE and PCA, and one non-reversible approach, vector magnitude. The results show that data and the corresponding network traffic can be reduced even up to about 80% without signiﬁcant loss of accuracy if a large sliding window is used in the preprocessing. Location and similarity-based approaches achieve similar accuracy to all sensors approaches, but they can carry out reduction on different edge nodes
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