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Dynamic Scheduling for Stochastic Edge Cloud Computing Environments using A3C learning and Residual Recurrent Neural Networks





ABSTRACT

The ubiquitous adoption of Internet-of-Things (IoT) based applications has resulted in the emergence of the Fog computing paradigm, which allows seamlessly harnessing both mobile-edge and cloud resources. Efficient scheduling of application tasks in such environments is challenging due to constrained resource capabilities, mobility factors in IoT, resource heterogeneity, network hierarchy, and stochastic behaviors. Existing heuristics and Reinforcement Learning based approaches lack generalize ability and quick adaptability, thus failing to tackle this problem optimally. They are also unable to utilize the temporal workload patterns and are suitable only for centralized setups. However, Asynchronous-Advantage-Actor-Critic (A3C) learning is known to quickly adapt to dynamic scenarios with less data and Residual Recurrent Neural Network (R2N2) to quickly update model parameters. Thus, we propose an A3C based real-time scheduler for stochastic Edge-Cloud environments allowing decentralized learning, concurrently across multiple agents. We use the R2N2 architecture to capture a large number of host and task parameters together with temporal patterns to provide efficient scheduling decisions. The proposed model is adaptive and able to tune different hyper-parameters based on the application requirements. We explicate our choice of hyper parameters through sensitivity analysis. The experiments conducted on Real world data set show a significant improvement in terms of energy consumption, response time, Service Level Agreement and running cost by 14.4%, 7.74%, 31.9%, and 4.64%, respectively when compared to the state-of-the-art algorithms.







CHAPTER-1
INTRODUCTION 
The Internet of Things (IoT) consists of low-cost efficient sensors, actuators, and computing units and provides great benefits to people to synthesize a system of interrelated computing, sensing, and communication devices that facilitates and improves everyday life, in cities and industry. IoT is foreseen to reach 500 billion devices that are connected to the Internet by 2030 [1], while the global mobile traffic is expected to increase sevenfold by 2021 [2]. Though significant improvements have been obtained in terms of hardware advances and processing capabilities at the device level; still, in most cases, IoT devices (e.g., smart devices, sensors, actuators, mobile agents) cannot meet, and more importantly cannot guarantee the required high performance and/or fulfillment of time constraints, for time-critical and mission-critical IoT-enabled applications. Thus, offloading computation and energy intensive tasks to powerful computing infrastructure for further processing becomes of vital importance.
The success of the computation offloading, and consequently the performance of IoT-enabled applications, depends on many contextual parameters, e.g., the user’s mobility, various wireless parameters, and the resource availability of the computing resources in the data center. Most of the modern IoT-enabled applications rely on continuously moving people or mobile agents. Regarding the latter, various types of autonomous mobile agents or unmanned vehicles are used. Typical examples of these agents are the unmanned aerial vehicles (UAV), which are widely used in several human activities in the context of smart city, agriculture, area surveillance, rescue missions, and event coverage [3]. UAVs can be used individually or in a swarm, and they are equipped with various sensors in order to complete a mission or to execute their own tasks, such as trajectory planning and positioning. Their limited computing resources and energy reserves do not allow local data processing. Thus, the data offloading seems the only viable solution for using massively UAVs in various daily scenarios. Data are transmitted through wireless links, i.e., cellular or Wi-Fi, and the quality of the wireless connection heavily depends on signal strength, interference, packet dropouts, and other parameters related to the wireless environment, which must be considered in the offloading decision.
The computation offloading aims to save time and energy at the end user’s side. Cloud computing seems the natural selection for offloading, as it is the prevalent service delivery model nowadays. However, the high network delay for sending data over public internet counterbalances the benefits of the powerful computing resources that are available at a cloud data center. Accordingly, Multi-Access Edge Computing (MEC) [4] and Fog Computing [5] have arisen as promising approaches to overcome this obstacle and provide the benefits of cloud computing in the proximity of the end-users. Over the last few years, powerful UAVs have been considered as a means to provide computing support to the end-users by acting as UAV-mounted MEC servers [6]. In that respect, the UAV-mounted MEC servers in combination with ground MEC servers collectively create a fog computing system [7], supporting end-users’ applications’ task offloading. Similarly, the use of clusters of UAV-mounted MEC servers is suggested [8], allowing the opportunistic task offloading to the neighboring UAV clusters with sufficient computing resources. In such a UAV-assisted network, computing intensive tasks are offloaded and executed in a nearby small-size edge data center, either directly connected with a wireless access point, or it is embedded on the UAV itself. The key difference between cloud and edge data center is that the latter has a finite amount of computing resources, which requires fine-grained resource management towards meeting the strict constraints of the deployed time- and mission-critical applications.

As smart phones are gaining enormous popularity, more and more new mobile applications such as face recognition, natural language processing, interactive gaming, and augmented reality are emerging and attract great attention [1]–[3]. These kind of mobile applications are typically resource-hungry, demand-ing intensive computation and high energy consumption. Due to the physical size constraint, however, mobile devices are in general resource-constrained, having limited computation resources and battery life. The tension between resource-hungry applications and resource-constrained mobile devices hence poses a significant challenge for the future mobile platform development [4].Mobile cloud computing is envisioned as a promising approach to address such a challenge. By offloading the computation via wireless access to the resource-rich cloud infrastructure, mobile cloud computing can augment the capabilities of mobile devices for resource-hungry applications. One possible approach is to offload the computation to the remote public clouds such as Amazon EC2 and Windows Azure. However, an evident weakness of public cloud based mobile cloud computing is that mobile users may experience long latency for data exchange with the public cloud through the wide area network. Long latency would hurt the interactive
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Response, since humans are acutely sensitive to delay and jitter. Moreover, it is very difficult to reduce the latency in the wide area network. To overcome this limitation, the cloudlet based mobile cloud computing was proposed as a promising solution [5]. Rather than relying on a remote cloud, the cloudlet based mobile cloud computing leverages the physical proximity to reduce delay by offloading the computation to the nearby computing sever/cluster via one-hop WiFi wireless access. However, there are two major disadvantages for the cloudlet based mobile cloud computing: 1) due to limited coverage of WiFi networks (typically available for indoor environments), cloudlet based mobile cloud computing cannot guarantee ubiquitous service provision everywhere; 2)due to space constraint, cloudlet based mobile cloud computing usually utilizes a computing sever/cluster with small/medium computation resources, which may not satisfy QoS of a large number of users.

To address these challenges and complement cloudlet based mobile cloud computing, a novel mobile cloud computing paradigm, called mobile-edge cloud computing, has been proposed [6]–[9]. As illustrated in Figure 1, mobile-edge cloud computing can provide cloud-computing capabilities at the edge of pervasive radio access networks in close proximity to mobile users. In this case, the need for fast interactive response can be met by fast and low-latency connection (e.g., via fiber transmission) to large-scale resource-rich cloud computing infrastructures (called telecom cloud) deployed by telecom operators (e.g., AT&T and T-Mobile) within the network edge and backhaul/core networks. By endowing ubiquitous radio access networks (e.g., 3G/4G macro-cell and small-cell base-stations) with powerful computing capabilities, mobile-edge cloud computing is envisioned to provide pervasive In  this  paper,  we  study  the  issue  of  designing  efficient
computation  offloading  mechanism  for  mobile-edge  cloud computing.  One  critical  factor  of  affecting  the  computation offloading performance is the wireless access efficiency [10].Given the fact that base-stations in most wireless networksareoperating in  multi-channel setting, a key challenge is how to achieve efficient wireless access coordination among multiple mobile  device  users  for  computation offloading. If  too  many mobile  device  users  choose  the  same  wireless  channel  to offload the computation to the cloud simultaneously, they maycause  severe  interference  to  each  other,  which  would  reduce the data rates for computation offloading. This hence can lead to low energy efficiency  and  long  data  transmission  time.  In this  case,  it  would  not  be  beneficial  for  the  mobile  device users to offload computation to the cloud. To achieve efficient computation offloading for mobile-edge cloud computing, whence  need  to  carefully  tackle  two  key  challenges:  1)  how should a mobile user choose between the local computing (omits  own  device)  and  the  cloud  computing  (via  computation offloading)?  2)  if a  user  chooses  the  cloud  computing,  how can the user choose a proper channel in order to achieve high wireless access efficiency for computation offloading? We   adopt  a   game  theoretic  approach  to   address  these challenges.  Game  theory  is  a  powerful  tool  for  designing distributed  mechanisms,  such  that  the  mobile  device  users in  the  system  can  locally  make  decisions  based  on  strategic interactions  and  achieve  a  mutually  satisfactory  computation offloading solution. This can help to ease the heavy burden of complex  centralized  management  (e.g.,  massive  information collection  from  mobile  device  users)  by  the  telecom  cloud operator.  Moreover,  as  different  mobile  devices  are  usually owned by different individuals and they may pursue different interests, game theory provides a useful framework to analyze the  interactions  among  multiple  mobile  device  users  wheat  in  their  own  interests  and  devise  incentive  compatible computation offloading mechanisms such that no mobile user has the incentive to deviate unilaterally.Specifically, we model the computation offloading decision-making  problem  among  multiple  mobile  device  users  for mobile-edge  cloud  computing  in  a  multi-channel  wireless environment as a multi-user computation offloading game. Wethen propose a distributed computation offloading algorithm that can achieve the Nash equilibrium of the game. The main results and contributions of this paper are as follows:

ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING
 On-demand service: 
A consumer can unilaterally provide computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider. Broad network access: Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous client platforms (e.g., mobile phones, laptops, and PDAs). 
Resource pooling: 
The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. 
Rapid elasticity: 
Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. Measured Service: 
Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service. 
Virtualization: 
Virtualization is a technique of resource sharing that is based on the principle of dividing physical resources(HW) or operating systems(SW)for cost control measures and more efficient utilization of resources.




 Types of virtualization
 Full virtualization:
A technique used to provide a certain kind of virtual machine environment, namely, one that is complete simulation of the underlying hardware. Para-virtualization: A technique that presents software to the virtual machines that is similar but not identical to that of the underlying hardware. 
Emulation:
Hardware emulation is all about using standard virtualization software (also called a Hyper Visor) to form a emulated hardware environment (Called VMM -- Virtual Machine Monitor), for guest operating systems to function on.
OS virtualization:
OS allows multiple secure virtual servers to be run. Guest OS is the same as the host OS, but appears isolated. Application virtualization: Application is gives its own copy of components that are not shared.













BASIC CHALLENGES IN CLOUD COMPUTING
Four issues stand out with cloud computing: threshold policy, interoperability issues, hidden costs, and unexpected behavior.

Threshold policy: 
To test if the program works, develop, or improve and implement, a threshold policy in a pilot study before moving the program to the production environment. Check how the policy detects sudden increases in the demand and results in the creation of additional instances to fill in the demand. Also check to determine how unused resources are to be de-allocated and turned over to other work.



Interoperability issues: 
 The problems of achieving interoperability of applications between two cloud
Computing vendors. Need to reformat data or change the logic in applications.

Hidden costs : 
Cloud computing does not tell what hidden costs are. In an instance of incurring network costs, companies who are far from the location of cloud providers could experience latency, particularly when there is heavy traffic.

Unexpected behavior:
 The tests to be made to show unexpected results of validation or releasing unused
Resources. Need to fix the problem before running the application in the cloud.
Also other issues are:
Cloud providers must work together to ensure that the challenges to cloud adoption are addressed through open collaboration and the appropriate use of Standards.
Cloud providers must not use their market position to lock customers into their particular platforms and limiting their choice of providers.
	Cloud providers must use and adopt existing standards wherever appropriate. The IT industry has invested heavily in existing standards and standards organizations; there is no need to duplicate or reinvent them.
When new standards (or adjustments to existing standards) are needed, we must be judicious and pragmatic to avoid creating too many standards. We must ensure that
Standards promote innovation and do not inhibit it. Any community effort around the open cloud should be driven by customer needs, not merely the technical needs of cloud providers, and should be tested or verified against real customer requirements.

CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM


Task     scheduling     of     complex     systems     having hierarchical  topology  is  analogous  to  distribution  of jobs or tasks of an application to a group of processors with     heterogeneous     processing     capabilities for fulfilling  the optimization  goal  of  minimization  of completion time. Therefore, a task graph and a process graph are feed as the inputs of task scheduling. The output is a schedule representing the assignment of tasks to processor


2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

· It still faces many challenges due to the limited processing capacity of the local computing resources.

· The local computing resources require a lot of finance and human forces.









2.2. PROPOSED SYSTEM

. In this paper, we present a novel architecture, which is a collaboration of the computing resources on cloud provider side and the local computing resources (thick clients)on client side. In addition, the main factor of this framework is the dynamic genetic task scheduling to globally minimize the completion time in cloud service, while taking into account network condition and cloud cost paid by customers. Our simulation and comparison with other scheduling approaches show that the proposal produces a reasonable performance together with a noteworthy cost saving for cloud customers.


2.2.1. ADVANTAGES OF PROPOSED SYSTEM

· These modifications can generate to an actual multi face testate during genetic operators.

· Thus, our way is to disregard the time frame through genetic manipulation and allot time  slot  to  each  assignment so  as to achieve a reasonable schedule well ahead






 
CONCLUSION

In this paper, we have developed a new approach for solving a class of constrained MDPs that possess a decoupling property. When this property holds, ourapproachenablesthedesignofsimpleonlinecontrolalgorithmsthatdonotrequireanyknowledgeoftheunderlyingstatisticsoftheMDPs yet are provably optimal. There salting solution is markedly different from classical dynamic programming basedapproachesanddoesnotsufferfromtheassociated‘‘curse of dimensionality ‘or convergence issues. We applied this technique to the problem of dynamic service migration and work load scheduling in the emerging are of edge cloudsandshowedhowitresultsinanefficientcontrolalgorithmforthisproblem.Ouroverallapproachispromisingandcouldbeusefulinavarietyofothercontexts.
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