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Concurrent Healthcare Data Processing and Storage Framework using Deep Learning in Distributed Cloud Computing Environment






ABSTRACT

Distributed cloud computing environments rely on sophisticated communication and sharing paradigms for ease of access, information processing, and analysis. The challenging characteristic of such cloud computing environments is the concurrency and access as both the service provider and end-user rely on the common sharing platform. In this manuscript, retrieval and storage-based indexing framework (RSIF) is designed to improve the concurrency of user and service provider access to the cloud-stored healthcare data. Concurrency is achieved through replication-free and continuous indexing and time-constrained retrieval of stored information. The process of classifying the constraints for data augmentation and update is performed using deep learning for all the storage instances. Through conditional assessment, the learning process determines the approximation of indexing and ordering for storing and retrieval respectively. This helps to reduce the time for access and retrieval concurrently, provided the process is not dependent. The simulation analysis using the metrics discontinuous indexing, replicated data, retrieval time, and cost proves the reliability of the proposed framework.








CHAPTER-1
INTRODUCTION
Information Integration and Informatics are specific challenges faced by healthcare applications. We  present  a  cloud-based  Information  Integration  and  Informatics  framework  comprised  of established open source cloud based technologies that are previously deployed in other domains, for  collecting  and  analyzing  clinical  data  from  different  semantic  integration,  geographical locations,  knowledge  discovery,  secure  access  and  data  cataloging  for  clinical  data.  Traditional health IT systems such as Electronic Health Record(EHR) systems use separate and often conflict of  technical  and  semantic  standards  for  data  description  and  storage  and  are  based  on  different languages,  proprietary  architectures,   database   technologies   and   different  representations  of clinical data. The ability to exactly and smoothly integrate data from different health IT systems is important for the development of advanced healthcare applications.
A cloud  based  approach  for  design  of  interoperable  EHRs[1]and  an experimental  system has been presented.   Cloud   Health   Information   Systems   Technology   Architecture   (CHISTAR). CHISTAR  achieves  different  types  of  interoperability  through  the  use  of  a  generic  design methodology  which uses a reference  model that defines  usual purpose set of  data structures and an  archetype  model  that  defines  the  clinical  data  logic.  CHISTAR supports higher security features such as identity management services, authorization services and authentication services for making secure access to healthcare data.

In  this  paper  we  propose  an  Information  Integration  and  Informatics  framework.  The  proposed framework  allows:  (1)  Data  Integration –integrating  data  from  scattered  and  different  sources into  a  same  nomenclature  and  establishing  effective  use  of  clinical  data  combined  from  diverse EHRs,  (2)  Data  Access –querying  and  getting  healthcare  data  stored  in  the  cloud,  (3)  Data Analytics –efficient  data  analysis  of  big  healthcare  data  collected  in  cloud,  (4)  Data  Storage –healthcare data storage and lifecycle management. The importance of the proposed work obtained from the using and developing of technologies for clinical data tools, integration and techniques for explicate healthcare data effectively, which strengthen the benefits and economics of present cloud computing environments already in or entering the use in other domains. With the current increase of clinical data the problems of how to collect data from scattered and different systems and how to analyze the big scale clinical data become caviling. Data integration approaches for collecting clinical data from scattered and different health IT systems will lead to more effective healthcare   applications.   Approaches   for   large   scale   clinical   data   analytics   will   lead   in development of more effectual healthcare applications, improve the quality of predictions and in timely decision making. The proposed Information Integration and Informatics framework allows healthcare  data  accumulation  and  organization  from  different  stakeholders(doctors,  patients, payers, specialists, physicians etc) as in Fig.1 and disparate data sources( databases, unstructured and structured formats, etc)as in Fig.2. With Information Integration and Informatics framework healthcare  data  can  be  safely  exchanged  between  different  stakeholders  to  assist  more  accurate and timely healthcare delivery. The proposed Information Integration and Informatics framework will  assist  the evolution  of  advanced  healthcare  applications.  We  now  list  a  few  healthcare applications that can be developed using the Information Integration and Informatics framework: Informatics  Administrator  is  a  Web  application  that  is  used to  administer  the  Power Center domain   and   Power Center   security.   We   can   also   administer   application   services   for   the Informatics Analyst and Informatics Developer Application services for Informatics Analyst and Informatics  Developer  include  the  Analyst  service  the  Model  RepositoryService  and  the  Data Integration Service[13]. Informatics is ETL tool, which  means Extract, Transfer, and Load.  For demonstrating the  need  for  an Information Integration and Informatics  framework,  we ponder  a use  case  of  a  healthcare  application  for  smart  and  connected  data.  Smart  and  Connected  Data (SCD) systems study the spread and determinants of health related states or events in populations and  utilize  these  research  for  diagnosis  of  disease  under  surveillance  at  rational  level  to  control health  problems[2].  EHR systems  include  individual –level  diagnostic,  laboratory  results, demographic  data  and  treatment.  Although  EHRs  were  design  for  clinical  interactions  between provider  and  patient  the  EHR  data  can  be  utilized  for  disease  detection,  outbreak  prediction, population –level health surveillance efforts and public health mapping. Because data in EHRs is intermittently  updated,  there  is  a  need  for  a  framework  that  integrates  data  from  many  EHR systems  for  perfectly  and  regularly  predicting  outbreaks. The scale  of  data  collected  by  EHR systems is large. Therefore, perfect data integration and analysis techniques are required for using EHR data for advanced healthcare application.

Benefits of Cloud Computing for Healthcare
The five aforementioned trends in the healthcare industry are having significant impact on HIT systems. There is substantial growth in demand for healthcare services because of aging populations, the increasing prevalence of chronic diseases and co morbidities. Concurrently, there are cost pressures stemming from the need to do more and higher quality work with fewer and more costly resources and also reduced revenue. Expectations for better outcomes, higher quality treatment and more value from the healthcare services provided increase the need for point-of -care access to medical data and the parallel evolution and adoption of mobile devices, both for medical staff and for patients, are forcing the need for IT systems to adapt. Also, the significant increase in digitization of medical records – including the accelerating increase in adoption of electronic medical records (EMR), electronic health records (EHR) and personal health records (PHR) – and the increasing prevalence of digital outputs from scanning and monitoring devices, such as magnetic resonance imaging (MRI) scanners and bedside monitors and infusers, provide more voluminous and varied digital data to maximize the potential benefit of cloud solutions.

Healthcare provider systems leveraging cloud-based computing and cloud services offer an array of benefits in comparison to in-house client-server systems; including economic, operational and functional advantages. 

The economic benefits of cloud computing can be significant since cloud computing provides cost flexibility and the potential for reduced costs. Heavy capital expenditure can be avoided, because IT resources are acquired on demand as needed and paid for as an operating expense. Also, the cost of staff resources required to deploy and maintain IT resources are included in the cost of cloud computing. Therefore, the need for additional healthcare provider skilled IT staff resources and related costs may be reduced when using cloud services for IaaS and PaaS platforms but even more so for SaaS solutions where the cloud service provider takes the lion's share of responsibility.

From an operational perspective, cloud services offer scalability and the ability to adjust to demand rapidly. Cloud services can offer better security and privacy for health data and health systems. Cloud service provider data centers are typically highly secure and well protected against outsider and insider threats using administrative, physical and technical methods implemented and maintained by expert professional staff. Cloud services can offer sophisticated security controls, including data encryption and fine-grained access controls and access logging. Medical systems built using cloud services can provide web access to data, avoiding the need to store information on client devices. The need for scarce IT security skills within the healthcare organization also is minimized. Cloud service providers typically operate on such a scale that they have all the necessary IT skills, with the costs of those skills spread across many customers.

Healthcare functionality can be enhanced by cloud-based healthcare IT systems that offer the potential for broad interoperability and integration. Healthcare cloud services are Internet-based and generally use standard protocols, so connecting them to other systems and applications is typically straightforward, although EHR/EMR vendor contractual and technical impediments continue to present a challenge. The ability to share information easily and securely is a critical capability, and cloud services are good enablers for this. Cloud services also support rapid development and innovation, especially for mobile and Internet of Things (IoT) devices; thereby satisfying the demands placed on healthcare IT systems by these new and rapidly advancing technologies. Cloud services can enable remote access to applications and data via the Internet using wired and wireless systems to enable access at anytime from anywhere that internet connectivity can be established. Support for access by mobile devices is often a feature supported by healthcare cloud services. Also, cloud services offer access to a much larger ecosystem of healthcare provider, payer, life sciences and IT solution partners; all of which increase the potential for a wide range of services to healthcare provider organizations.

Arguably, the greatest functional benefit of healthcare cloud services is the wide range of new capabilities that they are able to offer. These services offer the opportunity to extend the capabilities available to health organization staff, in order to implement better ways of working and to offer new services to patients.

Sophisticated analytic capabilities can be brought to bear to improve both patient-specific and population-based assessment and management. Some cloud services such as intelligent business process management suites (iBPMSs) and case management frameworks (CMFs) can support healthcare provider staff cognitive capabilities, which in turn can mitigate medical mistakes and minimize patient adverse events (PAEs). Some of the most advanced analytic services could enable healthcare provider subject matter experts (SMEs) to access a vast body of medical knowledge to better deal with such problematic healthcare provider use cases as differential diagnosis and treatment planning, the potential for which has not been realized to date owing to the cost and complexity of analytics solutions that cloud availability can obviate.

The capabilities offered by health cloud services can be expected to facilitate personal health maintenance, improve diagnoses, obtain better case outcomes, optimize healthcare delivery operations and facilitate the transformation from volume- to value-based care.

Cloud Computing has a stack structure that includes cloud service models which are built on top of the data center layer. A Data center layer provides the hardware and infrastructure facilities for the clouds and is typically built in less populated areas with high power supply. Table I shows the layers of cloud computing, with dentitions and typical examples of applications for each. In the stack structure, Infrastructure as a Service (IaaS) is at the bottom, Platform as a Service (PaaS) is in the middle and Software as a Service (SaaS) is at the top. However, this can sometimes differ in arrangement.


Intelligent Healthcare System Architecture
Design Issues.
With the increasing cost of healthcare services and medical insurance, people need more aggressive health and wellness monitoring. In the medical industry, big data and cloud computing are gradually becoming trends
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for medical innovation. As a result, the medical industry is experiencing an increase in the amount of data generated in terms of complexity, diversity, and timeliness; the industry increasingly relies on the collection and analysis of data. Therefore, to make better decisions, we need to collect data and conduct effective analysis. The cloud is a good choice for on demand services for storing, processing, and analyzing data. Medical data released and shared through the cloudier very popular in practice and information and knowledgebase’s can be enriched and shared through the cloud. The revolution presented by the cloud and big data can have a huge impact on the healthcare industry, and a new healthcare system is evolving. Figure 1 shows an expanded healthcare system that includes traditional roles (such as patients and healthcare providers) and other new members. This is why we need to design a more appropriate healthcare system to meet the challenges presented by this revolution.
ESSENTIAL CHARACTERISTICS Of Cloud Computing
 On-demand service : 
A consumer can unilaterally provide computing capabilities, such as server time and network storage, as needed automatically without requiring human interaction with each service provider. Broad network access: Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous client platforms (e.g., mobile phones, laptops, and PDAs). 
Resource pooling: 
The provider’s computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. 
Rapid elasticity: 
Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and rapidly released to quickly scale in. Measured Service: Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utilized service. 
Virtualization: 
Virtualization is a technique of resource sharing that is based on the principle of dividing physical resources(HW) or operating systems(SW)for cost control measures and more efficient utilization of resources.
 Types of virtualization
 Full virtualization:
A technique used to provide a certain kind of virtual machine environment, namely, one that is complete simulation of the underlying hardware. Para-virtualization: A technique that presents software to the virtual machines that is similar but not identical to that of the underlying hardware. 
Emulation:
hardware emulation is all about using standard virtualization software (also called a Hyper Visor) to form a emulated hardware environment (Called VMM -- Virtual Machine Monitor), for guest operating systems to function on.
OS virtualization:
OS allows multiple secure virtual servers to be run. Guest OS is the same as the host OS, but appears isolated. Application virtualization: Application is gives its own copy of components that are not shared.

CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

It is entering an era of big data, which facilitated great improvement in various sectors. Particularly, assisted by wireless communications and mobile computing, mobile devices have emerged with a great potential to renovate the healthcare industry. Although the advanced techniques will make it possible to understand what is happening in our body more deeply, it is extremely difficult to handle and process the big health data anytime and anywhere. Therefore, data analytics and mobile computing are significant for the healthcare systems to meet many technical challenges and problems that need to be addressed to realize this potential.

2.1.1 DRAWBACKS OF EXISTING SYSTEM ARE 

· The challenge facing mobile computing is the issue of energy consumption, especially in the medical field, which often requires long monitoring durations and lengthy testing of patient-related physiological indicators.

· With the improvement of electro medical and wearable devices, the data volume of healthcare systems has been extensively increasing.








2.2. PROPOSED SYSTEM

The advanced healthcare systems have to be upgraded with new capabilities such as machine learning, data analytics, and cognitive power for providing human with more intelligent and professional healthcare services. To explore recent advances and disseminate state-of-the-art techniques related to data analytics and mobile computing on designing, building, and deploying novel technologies, to enable intelligent healthcare services and applications, this paper presents the detailed design for developing intelligent healthcare systems assisted by data analytics and mobile computing. Moreover, some representative intelligent healthcare applications are discussed to show that data analytics and mobile computing are available to enhance the performance of the healthcare services.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· There are various healthcare data generated and stored in healthcare systems, such as medical record, hospitalization records, medical imaging, and surgery data. These multisource data include text, image, audio, and video . More importantly, the same category of healthcare data collected through different devices may follow the different data standard defined by providers.
· The value of mining single source healthcare data is very limited. Thus, more research attempted to develop data fusion based approach to discover more knowledge from various data to provide more valuable services, such as personalized health guidance and public health warnings.
· With the increasingly in-depth research being performed, mobile computing will have a better future in the medical field.






CONCLUSION


In this paper we proposed a cloud based architecture for storing, analysis, and predictive modeling of biomedical big data. Existing service based cloud architecture is extended by including metal earning system as a data and model driven knowledge service. As a part of the proposed architecture, we provided a support for community based gathering of data and algorithms that is an important precondition for quality of metal earning. Advancement of this research area and adding new value are enabled through platform for development and execution of distributed data mining processes And algorithms. Finally, we provided data and model driven decision support on selecting best algorithms for working with biomedical data.
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