









Night vision patrol with camera raspberry pi and sound based camera capture






1. ABSTRACT
This paper we propose a security patrolling robot that uses night vision camera for securing any premises. The robotic vehicle moves at particular intervals and is equipped with night vision camera and sound sensors. It uses a predefined line to follow its path while patrolling. It stops at particular points and moves to next points if sound are detected. The system uses IR based path following system for patrolling assigned area. It monitors each area to detect any intrusion using 360degree rotating HD camera. It has the ability to monitor sound in the premises. Any sound after company is closed and it starts moving towards the sound on its predefined path. It then scans the area using its camera to detect any human faces detected. It captures and starts transmitting the images of the situation immediately on sound or human face detection. Here we use IOT Local Area Network (LAN) for receiving transmitted images and displaying them to user with alert sounds. Thus we put forward a fully autonomous security robot that operates tirelessly and patrols large areas on its own to secure the facility.








2. EXISTING SYSTEM
In the existing system, robot has to control remotely where the person has to monitor the area using remote but manually controlling and the more Human more is required to implement this system.













2.1. DISADVANTAGES OF EXISTING SYSTEM

· Limited Camera View
· Maintenance
· Hacking
· It Can be a Costly Affair.






















3. PROPOSED METHOD
In this proposed system, Raspberry pi is installed with the night vision camera which help the system to go for the automation and help to find the human or any problem detected using the sound sensor and according to the sound produced it automatically goes to that area and capture the image and send it to user using IOT technology.












3.1. ADVANTAGES OF PROPOSED METHOD

1. Very small space required as compared to existing available surveillance systems in market.
2. Cost efficient than other surveillance systems. 
3. Wireless transmission, so there is minimum data loss or Minimum data delay.
4. Whole around 360 degree surveillance area will be under Surveillance because of our system.
5. There no any of any fixed surveillance Centre or room, we can observe it from anywhere at any time.
6.  It can work on battery power supply, because very less power consumption, only two to three watt power supply will be sufficient.



4. INTRODUCTION
The idea behind this is to secure the whole area. Any small sound results in the alert and robot automatically goes to the particular area and captures the image of that area and sends it to the user. Raspberry Pi connected with the camera plays an important role in making an automatic robotic system.
This system is consist of  both  hardware  and  software  requirements.  The  hardware  requirement  is  raspberry  pi  model  b, webcam,  pi sensor,  power  cable,  keyboard,  mouse,  sd  card.  The software  requirements  Raspbian  OS  (jessie),  Python programming language. Open CV, Win 32 Disk imager, SD Formatter. Raspberry Pi is connected to the USB camera with the  help  of  USB port.  Inthe  PC, the  Raspbian operating  system  is  installed.  Raspberry-pi   works  only  on  the  Raspbian operating system, Linux, Raspbian is a free operating system based on Debian optimized for the Raspberry Pi hardware. An operating  system  is  the  set  of  basic  programs and utilities  that  make  your  Raspberry  Pi run.  However,  Raspbian  provides more  than  a  pure  OS:  it  comes  with  over  35,000 packages;pre-compiled  software  bundled  in  a  nice  format  for  easy installation  on  your  Raspberry  Pi.  Putty  configuration  and  VNC  viewer  are  needed  to  install  Raspbian  OS.  Putty configuration is SSH and Telnet client. It is open source software that is available with source code.


New innovative technology revolves around how much a product is capable of implementing along with its price. The Raspberry Pi crosses off both criteria because it is a cheap effective computer which is capable of much more. What makes it so convenient is that somuch can be done with it from a security system to a VPN server. The possibilities are endless! Like any other computer it can accept several programming languages including Python. Most importantly, security can be a necessity today and the Pi has the ability to become a camera security system with a cost under 80dollars. Regular security systems lead up to prices within the range of thousands. Video surveillance systems traditionally consist of cameras attached to monitor screens. These systems are installed to give an overview of a large area to a limited number of operators. The goal is to detect abnormal situations. Depending on the seriousness of the situation, action can be taken. Operators often work in a room with lots of monitors like illustratedin figure 1. Their task is to watch constantly the monitors. If incidents happen, they warn the security or police. Some monitors show the video stream of a single camera and some show multiple streams on a single monitor simultaneously or sequentially. However, in some areas the monitors are not watched constantly. Video recorders record the output of each camera. After an incident, the video footage can be used as evidence. One obvious disadvantage of this approach is that operators are not able to prevent incidents or limit their damage, since the videos are only watched afterwards. Another disadvantage is that it takes a significant amount of time to search for the right video images, especially when the suspect arrives at the scene hours before the incident and a large amount of cameras are involved.The task of the human operator is not limited to watch the videos and react to abnormal situations. After training and acquiring experience, a human operator is able to incorporate the area context in orderto judge the events on the monitor. Take for example a car that stops near a weapon depot. The event of a car stopping might not be abnormal, but the fact that it happens neara weapon depot might trigger the operator to give it some more attention. Building upon this example, an operator has a set of Regions of Interest (RIOs), that we define as: certain regions in the surveillance area that are potential targets of incidents. Examples of ROIs are parking lots, ATMs, the road to a nuclear reactor, and so on. For each of such ROIs, the operator has a list of what is normal and suspicious behavior. For example, it is normal if a car stops near an ATM and someone steps out. However, if a truck hits the ATM with a high speed, a robbery might be going on action should be taken. Besides incorporating context, human beings are very good at recognizing moving objects . Even small motions on a large screen are not a problem for humans. However, humans do make mistakes. Even more, it appears that they make a significant amount of mistakes when they are watching to surveillance monitors . The main reason is the nature of the task: passively watching multiple monitor screens where nothing special happens for a long period of time. Research has been done to help the operators with the task to keep an overview. However, if we could ease the task of the human operator by watching the monitor screens for him, the chance of preventing incidents is  expected  to  increase  significantly.  Another  problem  is  that  hiring  people  is  expensive,  so  the  monitors  are watched only  when  necessary. In contrast, computers can  work  for 24 hours a  day and  7 days a  week  without large expenses.








4.1. Raspberry pi
[image: ]

Plug the preloaded SD Card into the Pi. Plug the USB keyboard and mouse into the Pi, perhaps via a USB the video cable into the screen (TV) and into the Pi. Plug your extras into the Pi (USB Wi-Fi, Ethernet cable, hard drive etc.). This is where you may really need a USB  Hub.  Ensure that your  USB  Hub  (if  any)  and  screen are  working.  Plug the power source into the main socket. With your screen on, plug the other end of the power source into the Pi. The Pi should boot up and display messages on the screen Hub. Connect the Hub to power, if necessary. Plug


Hardware
The Raspberry Pi hardware has evolved through several versions that feature variations in memory capacity and peripheral-device support. This block diagram describes Model B and B+; Model A, A+, and the Pi Zero are similar, but lack the Ethernet and USB hub components. The Ethernet adapter is internally connected to an additional USB port. In Model A, A+, and the Pi Zero, the USB port is connected directly to the system on a chip (SoC). On the Pi 1 Model B+ and later models the USB/Ethernet chip contains a five-port USB hub, of which four ports are available, while the Pi 1 Model B only provides two. On the Pi Zero, the USB port is also connected directly to the SoC, but it uses a micro USB (OTG) port. Unlike all other Pi models, the 40 pin GPIO connector is omitted on the Pi Zero with solder able through holes only in the pin locations. The Pi Zero WH remedies this.

 Processor
The Raspberry Pi 2B uses a 32-bit 900 MHz quad-core ARM Cortex-A7 processor. All SoCs used in Raspberry Pis are custom-developed under collaboration of Broadcom and Raspberry Pi Foundation. The Broadcom BCM2835 SoC used in the first generation Raspberry Pi[26] includes a 700 MHz ARM1176JZF-S processor, Video Core IV graphics processing unit (GPU),[27] and RAM. It has a level 1 (L1) cache of 16 KB and a level 2 (L2) cache of 128 KB. The level 2 cache is used primarily by the GPU. The SoC is stacked underneath the RAM chip, so only its edge is visible. The ARM1176JZ(F)-S is the same CPU used in the original phone,[28] although at a higher clock rate, and mated with a much faster GPU.The earlier V1.1 model of the Raspberry Pi 2 used a Broadcom BCM2836 SoC with a 900 MHz 32-bit, quad-core ARM Cortex-A7 processor, with 256 KB shared L2 cache.[29] The Raspberry Pi 2 V1.2 was upgraded to a Broadcom BCM2837 SoC with a 1.2 GHz 64-bit quad-core ARM Cortex-A53 processor,[30] the same SoC which is used on the Raspberry Pi 3, but under clocked (by default) to the same 900 MHz CPU clock speed as the V1.1. The BCM2836 Sock is no longer in production as of late .The Raspberry Pi 3 Model B uses a Broadcom BCM2837 SoC with a 1.2 GHz 64-bit quad-core ARM Cortex-A53 processor, with 512 KB shared L2 cache. The Model A+ and B+ are 1.4 GHz[31][32][33] The Raspberry Pi 4 uses a Broadcom BCM2711 SoC with a 1.5 GHz 64-bit quad-core ARM Cortex-A72 processor, with 1MB shared L2 cache.[34][35]The Raspberry Pi Zero and Zero W use the same Broadcom BCM2835 SoC as the first generation Raspberry Pi, although now running at 1 GHz CPU clock speed.[36]
Erformance
While operating at 700 MHz by default, the first generation Raspberry Pi provided a real-world performance roughly equivalent to 0.041 GFLOPS.[37][38] On the CPU level the performance is similar to a 300 MHz Pentium II of 1997–99. The GPU provides 1 Gpixel/s or 1.5 Gtexel/s of graphics processing or 24 GFLOPS of general purpose computing performance. The graphical capabilities of the Raspberry Pi are roughly equivalent to the performance of the Xbox of 2001.Raspberry Pi 2 V1.1 included a quad-core Cortex-A7 CPU running at 900 MHz and 1 GB RAM. It was described as 4–6 times more powerful than its predecessor. The GPU was identical to the original.[29] In parallelized benchmarks, the Raspberry Pi 2 V1.1 could be up to 14 times faster than a Raspberry Pi 1 Model B+.[39]

The Raspberry Pi 3, with a quad-core ARM Cortex-A53 processor, is described as having ten times the performance of a Raspberry Pi 1.[40] Benchmarks showed the Raspberry Pi 3 to be approximately 80% faster than the Raspberry Pi 2 in parallelized tasks.[41]
Overclocking
Most Raspberry Pi systems-on-chip could be over clocked to 800 MHz, and some to 1000 MHz. There are reports the Raspberry Pi 2 can be similarly over clocked, in extreme cases, even to 1500 MHz (discarding all safety features and over-voltage limitations). In the Raspbian Linux distro the over clocking options on boot can be done by a software command running "sudo raspi-config" without voiding the warranty.[42] In those cases the Pi automatically shuts the overclocking down if the chip temperature reaches 85 °C (185 °F), but it is possible to override automatic over-voltage and overclocking settings (voiding the warranty); an appropriately sized heat sink is needed to protect the chip from serious overheating.
Newer versions of the firmware contain the option to choose between five over clock ("turbo") presets that when used, attempt to maximize the performance of the SoC without impairing the lifetime of the board. This is done by monitoring the core temperature of the chip and the CPU load, and dynamically adjusting clock speeds and the core voltage. When the demand is low on the CPU or it is running too hot the performance is throttled, but if the CPU has much to do and the chip's temperature is acceptable, performance is temporarily increased with clock speeds of up to 1 GHz, depending on the board version and on which of the turbo settings is used.

The seven overclock presets are:

    none; 700 MHz ARM, 250 MHz core, 400 MHz SDRAM, 0 overvaulting
    modest; 800 MHz ARM, 250 MHz core, 400 MHz SDRAM, 0 overvaulting,
    medium; 900 MHz ARM, 250 MHz core, 450 MHz SDRAM, 2 overvaulting,
    high; 950 MHz ARM, 250 MHz core, 450 MHz SDRAM, 6 overvaulting,
    turbo; 1000 MHz ARM, 500 MHz core, 600 MHz SDRAM, 6 overvaulting,
    Pi 2; 1000 MHz ARM, 500 MHz core, 500 MHz SDRAM, 2 overvaulting,
    Pi 3; 1100 MHz ARM, 550 MHz core, 500 MHz SDRAM, 6 overvaulting. In system information the CPU speed will appear as 1200 MHz When idling, speed lowers to 600 MHz[42][43]

In the highest (turbo) preset the SDRAM clock was originally 500 MHz, but this was later changed to 600 MHz because 500 MHz sometimes causes SD card corruption. Simultaneously in high mode the core clock speed was lowered from 450 to 250 MHz, and in medium mode from 333 to 250 MHz.

The CPU on the first and second generation Raspberry Pi board did not require cooling, such as a heat sink or fan, even when over clocked, but the Raspberry Pi 3 may generate more heat when over clocked.[44]
RAM

The early designs of the Raspberry Pi Model A and B boards included only 256 MB of random access memory (RAM). Of this, the early beta Model B boards allocated 128 MB to the GPU by default, leaving only 128 MB for the CPU.[45] On the early 256 MB releases of models A and B, three different splits were possible. The default split was 192 MB for the CPU, which should be sufficient for standalone 1080p video decoding, or for simple 3D processing. 224 MB was for Linux processing only, with only a 1080p framebuffer, and was likely to fail for any video or 3D. 128 MB was for heavy 3D processing, possibly also with video decoding.[46] In comparison, the Nokia 701 uses 128 MB for the Broadcom VideoCore IV.[47]
The later Model B with 512 MB RAM, was initially released with new standard memory split files (arm256_start.elf, arm384_start.elf, arm496_start.elf) with 256 MB, 384 MB, and 496 MB CPU RAM, and with 256 MB, 128 MB, and 16 MB video RAM, respectively. But about one week later, the foundation released a new version of start.elf that could read a new entry in config.txt (gpu_mem=xx) and could dynamically assign an amount of RAM (from 16 to 256 MB in 8 MB steps) to the GPU, obsoleting the older method of splitting memory, and a single start.elf worked the same for 256 MB and 512 MB Raspberry Pis.[48]

The Raspberry Pi 2 has 1 GB of RAM. The Raspberry Pi 3 has 1 GB of RAM in the B and B+ models, and 512 MB of RAM in the A+ model.[49][50][51] The Raspberry Pi Zero and Zero W have 512 MB of RAM. The Raspberry Pi 4 has a choice of 1, 2 or 4 GB of RAM, set at time of manufacture.[52] The Raspberry Pi 4 Model B Safety and User guide mentions "Raspberry Pi 4 Model B 1 GB, 2 GB, 4 GB + 8 GB variants" but the 8GB model was not available as of the 2019 launch.[53]
Networking

The Model A, A+ and Pi Zero have no Ethernet circuitry and are commonly connected to a network using an external user-supplied USB Ethernet or Wi-Fi adapter. On the Model B and B+ the Ethernet port is provided by a built-in USB Ethernet adapter using the SMSC LAN9514 chip.[54] The Raspberry Pi 3 and Pi Zero W (wireless) are equipped with 2.4 GHz WiFi 802.11n (150 Mbit/s) and Bluetooth 4.1 (24 Mbit/s) based on the Broadcom BCM43438 FullMAC chip with no official support for monitor mode but implemented through unofficial firmware patching[55] and the Pi 3 also has a 10/100 Mbit/s Ethernet port. The Raspberry Pi 3B+ features dual-band IEEE 802.11b/g/n/ac WiFi, Bluetooth 4.2, and Gigabit Ethernet (limited to approximately 300 Mbit/s by the USB 2.0 bus between it and the SoC). The Raspberry Pi 4 has full gigabit Ethernet (throughput is not limited as it is not funnelled via the USB chip.)
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