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A Low-Complexity Multiple Error Correcting Architecture Using Novel Cross Parity Codes Over GF(2m)





ABSTRACT
This paper presents a novel low-complexity cross parity code, with a wide range of multiple bit error correction capability at a lower overhead, for improving the reliability in circuits over GF(2m). For an m input circuit, the proposed scheme can correct m ≤ Dw ≤ 3m/2 −1 multiple error combinations out of all the possible 2m − 1 errors, which is superior to many existing approaches. From the mathematical and practical evaluations, the best case error correction is m/2 bit errors. Tests on 80-bit parallel and, for the first time, on 163-bit Federal Information Processing Standard/National Institute of Standards and Technology (FIPS/NIST) standard word-level Galois field (GF) multipliers, suggest that it requires only 106% and 170% area overheads, respectively, which is lower than the existing approaches, while error injection-based behavioral analysis demonstrates its wider error correction capability.



        	


CHAPTER 2
2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM

· These advantages are evident from the sheer number of published FPGA-based LDPC decoder designs that exist in the open literature, which will be compared later in this paper.
· Many scheduling variations exist, but the three most common schedules are described here, namely flooding, Layered Belief Propagation (LBP)and Informed Dynamic Scheduling (IDS).
· Several variations of the LDPC decoding algorithm exist. Some algorithms vary from each other only slightly, while others may employ vastly different mathematical concepts. 
· This inevitably hinders innovation within the field, since every prospective designer is required to commence by implementing a basic structure, rather than improving an existing design. 
2.1.1 DRAWBACKS OF EXISTING SYSTEM  : 
· The underlying problem of including features for indicating the occurrence of an error to the outside world is that it may also alert an attacker, intent on IP theft, of the circuits internal activity.
· In addition to the size of the factor graph and the degrees of its nodes, the position of the edges within the factor graph also has a significant impact on the associated error correction performance, as well as upon the decoding complexity.
· This could be crudely factored into the results by dividing the processing throughput by the clock frequency, but doing so would then negate the impact of other parameters such as the critical path length.
2.2. PROPOSED SYSTEM 
· The original LDPC code construction method proposed by Gallager involves stacking Dc number of submatrices on top of each other.
· We propose an approximate metric based on the fundamental building blocks of FPGAs, namely the 4LUT and the FF.
· In our proposed architecture, two memory blocks are utilized, one for the input LLR values (PMEM) and one for the check to variable messages (RMEM). Assume that all input LLRs and exchanged messages are quantized on bits.
· With the proposed CNBP architecture, two minimum values of bit-width, a minimum index of bit-width , and -sign values are stored in RMEM for each decoding layer.
2.2.1. ADVANTAGES OF PROPOSED SYSTEM
· A through comparison with other error correction schemes, along with a fully random error injection analysis, have been carried out to validate the performance of the proposed technique.
· The performance of the proposed technique has been analyzed with both bit-parallel and digit-serial multipliers of various complexities over binary extension fields by subjecting them to multiple bit errors.
· In particular, for a realistic measure of the performance, a 163-bit digit-serial multiplier, which is considered to be the standard for Public Key Cryptography set by NIST and FIPS, is also made error tolerant with the proposed technique.
· Bit-parallel multipliers are mainly used in applications requiring very high performance. 
Literature Survey:
	             TITLE
	            AUTHORS
	     DESCRIPTION

	On the importance of eliminating errors in cryptographic computations
	D. Boneh, R. A. DeMillo, and R. J. Lipton, 
	We present a model for attacking various cryptographic schemes by taking advantage of random hardware faults. The model consists of a black-box containing some cryptographic secret.

	On-line error detection and correction in storage elements with cross-parity check
	M. Pflanz, K. Walther, C. Galke, and H. Vierhaus, 
	This paper proposes the cross-parity check as a method for an on-line detection of multiple bit-errors in storage elements of microprocessors like registers or register files.

	Microcomputer reliability improvement using triple modular redundancy
	J. F. Wakerly, 
	Triple-modular redundancy (TMR) is a classical technique for improving the reliability of digital systems.

	A hybrid scheme for concurrent error detection of multiplication over finite fields
	B. Ansari and I. Verbauwhede, 
	The proposed scheme is faster and smaller than simple-parity-bit schemes and provides the same or better error detection capability. 



2.3 FEASIBILITY STUDY
The feasibility Analysis is an analytical program through project manager determines the project success ratio and through feasibility study project manager able to see either project. The key considerations involved in the feasibility analysis are:
· Economic Feasibility
· Technical Feasibility
· Operational Feasibility
· Environmental Feasibility
2.3.1 ECONOMICAL FEASIBILITY
Hence this project is economically feasible there is no need to involve any cost for this project. 
2.3.2 TECHNICAL FEASIBILITY
Software Technologies used are PHP and MySql. In the educational institutions, it is possible to update the system in future. No special hardware is required for the purpose of using this system. Hence it is declared that this project is technically feasible.
2.3.3 OPERATIONAL FEASIBILITY
As the admin work mainly to maintain the Patient and Doctor .Doctor will predict patient cancer disease. Hence it is easy to operate with training. Therefore it is operationally feasible for implementation.
2.3.4 ENVIRONMENTAL FEASIBILITY
This project environment is correct as a admin has developed this system and no expenditure is involved under any head and this process is part of admin document management, this project environment is accessible.   
2.4 SYSTEM REQUIREMENTS
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse	: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard



2.4.1 HARDWARE REQUIREMENTS
             The Hardware of the computer consists of physical component such as Input Devices, Storage Devices, Processing & Control units and Output Devices.  Computer includes external storage unit to store data in programs.
           The Hardware Configuration involved in this project
· System	:  Pentium IV 2.4 GHz.
· Hard Disk	: 40 GB.
· Monitor	: 15 inch VGA Color.
· Mouse 		: Logitech Mouse.
· Ram		: 512 MB
· Keyboard	: Standard Keyboard
2.4.2 SOFTWARE REQUIREMENTS 
 	Software is a group of programs that computers need to do a particular task.  It is an essential requirement of Computer System. The Software used to develop the project is
· Operating System	: Windows XP.
· Platform		: DOT NET TECHNOLOGY
· Front End		: ASP.Net 3.5
· Back End		: SQL SERVER 2005


CHAPTER 3
  SYSTEM DESIGN AND DEVELOPEMENT
SYSTEM ARCHICTURE
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CHAPTER 4
TESTING AND IMPLEMENTATION

0. TESTING
 Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one.

 4.1.1Unit Testing
	Unit testing comprises the set of tests performed by an individual programmer prior to integration of the unit into a larger system. The module interface is tested to ensure that information properly flows into and out of the program unit. The local data structure is examined to ensure that data stored temporarily maintains its integrity during all steps in an algorithm’s execution. Boundary conditions are tested to ensure that the module operates properly at boundaries established to limit or restrict processing. All independent paths through the control structure are tested. All error-handling paths are tested.

4.1.2 Block Box Testing
Black-box testing is a method of software testing that examines the functionality of an application without peering into its internal structures or workings. This method of test can be applied virtually to every level of software testing: unit, integration, system and acceptance. It is sometimes referred to as specification-based testing.




4.2 SYSTEM IMPLEMENTATION
Implementation is the stage of the project when the theoretical design is turned into a working system. This is the final and important phase in the system life cycle It is actually the process of converting the new system into a operational one. 

















                               CHAPTER 5
CONCLUSION:
    This paper proposed a multiple bit error correction scheme based on cross parity codes for digital circuits to provide enhanced assurance for safety critical applications, with lower overheads compared with existing techniques. We showed that the proposed technique can correct up to 3m/2 − 1 error combinations out of all the possible error combinations, and can simultaneously correct up to m/2-bit errors per input. A comprehensive fault injection analysis showed that the proposed technique can correct a much wider range of errors with lower overheads. Thus, the proposed scheme could be particularly useful in applications, which constitute multiple internal node fanouts, where a single fault at an internal node can manifest as multiple errors at the output. Even though the proposed scheme is tested with GF multiplier circuits, it can be extended to any digital circuits whose parity can be computed as mentioned in this paper. 
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